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B Authentication

LDAP

Test Double Authentication with a User

1. User Activation

Once WebADM is installed and configured, we can connect to it with a web browser.

WebA DM

Freeware Edition v1.6.8-2

Please enter your username and password:

Username:  admin

Password: eescceee

Domain: Default j

Login

& Applications &) Web Services

We select the user to activate in the LDAP tree on the left, for example, Admin, or we create a new user by clickingon Create .

Once the useris selected, we clickon Activate Now! :


https://www.rcdevs.com/docs/tags/ldap
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Create / Search

Details / Check
Create / Search
Details / Check

are Edition v1.6.8-2

iy L & 0

A Home Admin Create Search Import Databases Statistics Applications About Logout

Copyright © 2010-2018 RC

LDAP Actions Obiject Details
M@ Delete this object Object class(es): person
fb Copy this object User activated: No Activate Now! 0

£Z] Move this object

& Export to LDIF

&, Change password
#% Create certificate
(@ Advanced edit mode

Object Name admin Rename
Description / Note j Add
=HL UNIX Account :I Add
LastName admin
[add values]
Membershi
Group Membership cn=super_admins,dc=WebADM Goto

[add values] [delete attribute]

Apply Changes / Delete Selected

If present, we fill mandatory attributesand Proceed :

= & cn=ppolicy

Create / Search

Details / Check
Create / Search
Details / Check
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In order to add the objectclass WebADM Account
you must specify at least 1 new mandatory attribute(s).

Mandatory attributes

Login Name admin

Optional attributes

ings You can edit this attribute once object is created.

WebADM User Data  This attribute cannot be created manually.

[Not Set] :I

4 Use international format with space separator (ex. +33 612345678).

Description / Note

Proceed Cancel




Weclickon Extend Object :

are Edition v1.6.8-2 ed MR N
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de=VVe @ Home Admin Create Search Import Databases Statistics Applications About Logout
= F?l\ 0=Roa

o & cn=ppolicy The object will be extended with the objectclass WebADM Account. )
Create / Search The following 1 new attribute(s) will be added during extension.
Details / Check

Creals / Search Attribute Value

Details / Check
Login Name admin

Extend Object Cancel

Now, the user is activated. We can register a new token. We clickon MFA Authentication Server:
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@ A Home Admin Create Search Import Databases Statistics Applications About Logout
B ) o=Root (2)
= cn=admin Object cn=admin,0o=Root (Super Administrator) 0
a & cnzppolicy LDAP Actions Object Details
Create / Search
Details / Check 1l Delete this object Object class(es):  person. webadmAccount
Create / Search 2] Copy this object Account is unique:
Detalls [ Check €Z] Move this object WebADM settings: None [CONFIGURE]
& Export to LDIF WebADM data: None [EDIT]
&, Change password User activated: Yes Deactivate o
# Create certificate Logs and inventory: WebApp, WebSrv, Inventory

mf® Unlock WebApp access
@ Advanced edit mode

admin Rename
Description / Note :I Add
UNIX Account { A
admin

admin

cn=super_admins,dc=WebADM Goto

[add values] [delete attribute]

Apply Changes / Delete Selected

2. OTP Soft Token Enrollment

Weclickon Register / Unregister OTP Tokens:



L LDAP Server (OpenLDAP) = |E\ialy Freeware Edition v1.6.8-2

@ Home Admin Create Search Import Databases Statistics Applications About Logout

& Lﬁ cn=ppolicy Find below the user actions supported by MFA Authentication Server (OpenOTP).

* Create / Search
Details / Check
Create / Search

* Details / Check Register / Unregister OTP Tokens
etails ec

Ql.\

You must register a hardware or software Token before a
user can start using it.

You can use this action to update inventory data and
enable/disable Tokens too.

For the test, we select . We need a software token app on our
smartphone. We can find here, a list of .Once installed we scan the QR Code with the app and click on
- + LDAP Server (OpenLDAP) & i i Py
17 3 ~ | Web Freeware Edition v1.6.8-2 l = L.. H %O |

A opentpar 2
&0 de=WebADM @ Home Admin  Create  Search Import Databases  Statistics = Applications =~ About = Logout

B ¥} 0=Root (2)
Register / Unregister OTP Tokens for cn=admin,o=Root

B @ cn=admin
o} & cn=ppolicy You must register a Hardware or Software Token for the user to start using it.
Create / Search The registration consists in synchronizing a Secret Key and an initial Token state.
* Details / Check
Create / Search Instructions to register a QRCode-based Software Token:

* Details / Check
1. Install the software Token on the mobile device.

2. Start your software Token and Scan the QRCode displayed below.

3. Click the 'Register’ button below after scanning.

Register Token: = Primary Token :l

| use a Hardware Token (Inventoried)

| use a Yubikey Token (Inventoried or YubiCloud)
o © | use a QRCode-based Authenticator (Time-based)

| use a QRCode-based Authenticator (Event-based)

| use another Token (Manual Registration)

QRCode:
(Enlarge)

Optional Information

Expiration Date: Edit
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We clickon 0K :

1} LDAP server (OpentDAP)

A opentpap (2)
o M
B ) ozRoot (2)

B @ cn=admin

B g sn=ppolicy

* Create / Search

Details / Check

* Create / Search
Details / Check

A Home

Copyright © 2010-2018 RCDevs SA, All Rights

Search

Create

Admin

Register / Unregister OTP Tokens for cn=

We check that the new token is registered:

1} LA server (QpentDaR) £

A opentoap 2)

o ]

E ¥} 0zRoot (2)
B @ cn=admin

= & en=ppolicy

* Create / Search

Details / Check

* Create / Search
Details / Check

A Home Admin Create

Search

v1.6.8-2 {

/ f
Import Databases Statistics

TOTP Token has been registered

/

v1.6.8-2 /
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Import Databases Statistics

Ered

About Logout

Applications

dmin,o=Root

EreD

About Logout

Applications

Register / Unregister OTP Tokens for cn=admin,o=Root

You must register a Hardware or Software Token for the user to start using it.
The registration consists in synchronizing a Secret Key and an initial Token state.

1/3 Token is already registered for user:

Primary Token TOTP

Instructions to register an inventoried Hardware Token:

1. Type the serial number displayed on the back side of the Token.

2. Click the 'Register’ button below.

Register Token:  Primary Token j

WARNING: Primary Token is already registered.
You must remove Token first in order to re-register!

Now, we can try an authentication, we clickon MFA Authentication Server:

3. Authentication Test



L} LDAR server (QnentAR) &

A opentbar 2)
# @) do=WebADM
= ) osRoat (@)

B @ cnzadmin

o & cn=ppolicy

Create / Search

Details / Check
Create / Search
* Details / Check

We scroll down and clickon Te

|+ } LDAP Server (OpenLDAP)

O\ OpentDAP (2)

@

cy.
* Create / Search
Details / Check
* Create / Search
Details / Check

7~
s
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@ Home Admin Create

LDAP Actions

11 Delete this object

2] Copy this object

@ Move this object

& Export to LDIF

&, Change password

#k Create certificate

s’ Unlock WebApp access
() Advanced edit mode

Search

Object class(es):

Account is unique:
WebADM settings:

WebADM data:

User activated:

Import

are Edition v1.6.8-2

Databases Statistics

Object Details

=60

Applications About Logout

1in,0=Root (Super Administrator) i ]

Application Actions

Secure Password Reset (1 actions)

person, webadmAccount
Yes (in o=roof)

None [CONFIGURE]

4 data [EDIT]

Yes Deactivate @

Logs and inventory: WebApp, WebSry, Inventory

User Self-Reqistration (1 actions)

(

MFA Authentication Server

ic. Key Server (3 actions)

QR Login & Signing Server (8 actions)

13 actions)

[add values] [delete attribute]

st User Login:

Copyright © 2010-2018 R(

@ Home Admin Create

#

{

are Edition v1.6.8-2

Search

Apply Changes / Delete Selected

Import Databases Statistics Applications

authentication attempts has been reached.

Import OATH-PSKC File

You can use the action to import a PSKC (RFC-6030) OATH
Token key file.

Export OATH-PSKC File

You can use the action to export the registered OATH Token
to a PSKC (RFC-6030) file.

Test User Authentication

You can use this action to test a user authentication with
OpenOTP.

Test User Confirmation

You can use this action to test a transaction confirmation
with OpenOTP.

Cancel

Object Name admin Rename
AddAttrlbute(10) Description / Note j Add
Add Extension (1) UNIX Account 1 Add
Last Name admin
[add values]
Login Name R
[add values] admin
WebADM User Data Edit Application Data
[delets attribute] OpenOTP.TokenKey: [BINARY DATA - 20 Bytes]
OpenOTP.TokenState: 0
OpenOTP.TokenType: TOTP
Group Membershi
Group Vlembersnip cn=super_admins,dc=WebADM Goto

0 &L

About Logout



We insert the LDAP password and the OTP, and we click on OK :

-E]— LDAP Server (QpenlDAP) dition v1.6.8-2

A opentpar 2)
&8 dc=WebADM

2 t(2)
B @ cn=admin

E g en=ppolicy

Create / Search

Details / Check
Create / Search
Details / Check

We are authenticated!

L} LDAP Server (QpentDAP) &

A opentpar (2)
# &5 de=WebADM

B @ cnzadmin
o]

Create / Search

Details / Check
Create / Search
Details / Check

4. Logs

Copyright © 2010-2018 RCDevs

@& Home Admin Create Search Import Databases Statistics Applications About
Test User Authentication for cn=admin,o=Root

You can use this page to test a user OpenOTP authentication request.
Some fields are optional and depend on your OpenOTP configuration.

Server Status: Accepting Requests

Server: MFA Authentication Server 1.4.1-4 (WebADM 1.6.8-2)
System: Linux 3.10.0-862.14.4.el7.x86_64 x86_64 (64 bit)
Listener: 192.168.3.155:8080 (HTTP/1.1 SSL)

Uptime: 1539 (0 days)

Memory: 825.70K

Total Requests: 0

Active Requests: 0

Login Method: © Normal ' Simple
Username: admin
Domain: Default :l

LDAP Password: sssssene

OTP Password: cecsee

Simulated Client: | [Default] :|

Simulated Source:

Simulated Options:
Request Settings:

Browser Context: cfa3e345b7f16b1bb3c0936b54e2231b

E 80

Logout

dition v1.6.8-2

=L

# Home Admin Create Search Import Databases Statistics Applications About
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Test User Authentication for

Result: Success

Message: Authentication success

Ok Cancel

@ =

Logout



Now we can check the log, we clickon Databases tab:

Weclickon WebADM Server log Files .ltcorrespondstothe /opt/webadm/log/webadm.log file:

B LDAP Server.(QpentDAR) & ADM Edition v1.6.8-2 [i' L- % |_|
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A opentDaP (2)

& @5 de=WebADM # Home  Admin Create = Search Import = Databases  Statistics = Applications = About = Logout
P DR ey

= e cn=admin Web Application logs (user audit)
= & en=ppolicy [y websrv Logs
* Crealte Al Web Service logs (user audit)
Details / Check
Create / Search
Alert Logs
% Details / Check (O] g

System Alerts from applications

SQL Data Tables

ﬁ Localized Messages

Message translations for applications

Inventoried Devices

Tokens and other inventories

m Recorded Sessions

SpanKey session records and command logs

System Log Files

WebADM Server Log Files

WebADM server activity events

PKI Server Log File

WebADM PKI server events

Watchd Server Log File

WebADM Watchd server events

Session Server Log File

WebADM session server events

Background Job Log File

QWO Q0

WebADM scheduled jobs activity

Each authentication is identified by an ID. Here, it is T3DSOZ9A.



[2017-07-21 07:29:24] [127.0.0.1] [OpenOTP:T3DS0Z9A] New openotpNormalLogin SOAP
request

[2017-07-21 07:29:24] [127.0.0.1] [OpenOTP:T3DS0Z9A] > Username: admin
[2017-07-21 07:29:24] [127.0.0.1] [OpenOTP:T3DS0Z9A] > Domain: Default
[2017-07-21 07:29:24] [127.0.0.1] [OpenOTP:T3DS0Z9A] > LDAP Password: XXXXXXXX
[2017-07-21 07:29:24] [127.0.0.1] [OpenOTP:T3DS0Z9A] > OTP Password: XXXXXX
[2017-07-21 07:29:24] [127.0.0.1] [OpenOTP:T3DS0Z9A] > Client ID: OpenQTP
[2017-07-21 07:29:24] [127.0.0.1] [OpenOTP:T3DS0Z9A] > Source IP: 192.168.3.155
[2017-07-21 07:29:24] [127.0.0.1] [OpenOTP:T3DS0Z9A] > Context ID:

d10243968f7e608fe4743d8a43747123

[2017-07-21 07:29:24] [127.0.0.1] [OpenOTP:T3DS0Z9A] Registered openotpNormallLogin
request

[2017-07-21 07:29:24] [127.0.0.1] [OpenOTP:T3DS0Z9A] Resolved LDAP user:

cn=admin,o=Root

[2017-07-21 07:29:24] [127.0.0.1] [OpenOTP:T3DS0Z9A] Started transaction lock for user
[2017-07-21 07:29:24] [127.0.0.1] [OpenOTP:T3DS0Z9A] Found 37 user settings:
LoginMode=LDAPOTP,0TPType=TOKEN, 0TPLength=6,ChallengeMode=Yes, ChallengeTimeout=90,Enablel
1:HOTP-SHA1-6:QNO6-

T1M, SMSType=Normal, SMSMode=0ndemand,MailMode=0ndemand, Last0TPTime=300,ListChallengeMode=¢

[2017-07-21 07:29:24] [127.0.0.1] [OpenOTP:T3DS0Z9A] Found 3 user data:

TokenType, TokenKey, TokenState

[2017-07-21 07:29:24] [127.0.0.1] [OpenOTP:T3DS0Z9A] Found 1 registered OTP token
(TOTP)

[2017-07-21 07:29:24] [127.0.0.1] [OpenOTP:T3DS0Z9A] Requested login factors: LDAP &
0TP

[2017-07-21 07:29:24] [127.0.0.1] [OpenOTP:T3DS0Z9A] LDAP password Ok

[2017-07-21 07:29:24] [127.0.0.1] [OpenOTP:T3DS0Z9A] TOTP password Ok (token #1)
[2017-07-21 07:29:24] [127.0.0.1] [OpenOTP:T3DS0Z9A] Updated user data

[2017-07-21 07:29:24] [127.0.0.1] [OpenOTP:T3DS0Z9A] Sent success response
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