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Bj WebADM SAML Identity Provider

Web-Service SSO Federation

Configuration of WebADM as a SAML Identity Provider

1. Configuration of the Identity Provider

First, we need a WebADM server with MFA Authentication Serverand OpenlD & SAML Provider. We can use the appliance orinstall

a new server.

We need also a DNS name for the server. If we can not change the DNS, we can also add the namein /etc/hosts or

c:\WINDOWS\system32\drivers\etc\hosts fortestingpurpose:

Once the server is up and running, we can configure it as a SAML Identity Provider (IdP).

We connect to the WebADM GUI> Applications tab> Singe Sign-On > OpenlID & SAML Provider >

REGISTER:

ware Edition v1.6.0-3 w0 &

@A Home Admin Create Search Import Databases  Applications = About Logout

Registered Applications and Services

Categories Web Applications
Authenticati 2
itiectication () OpenlID & SAML Provider 1.2.2-6 (Freeware)

SMS Relay (1) . . . ) ) )
OpenID & SAML single sign-on service (Identity Provider), supporting

Self-Service (3) SAML2, OpenID-Connect and OAuth2.

Signature () Latest Version: 1.2.2-6 (Ok)
v/ Single Sign-On (2)  Status: Not Registered [REGISTER]
Available Languages: FR

WebApp URL: https://webadm.local/webapps/openid/

SAML Metadata: https://webadm.local/ws/saml/

Weclickon CONFIGURE :


https://www.rcdevs.com/docs/tags/web-service
https://www.rcdevs.com/docs/tags/sso
https://www.rcdevs.com/docs/tags/federation
https://www.rcdevs.com/docs/howtos/repository/add_repo/
https://www.rcdevs.com/docs/howtos/webadm_install/webadm_install/

Categories
Authentication (2)
SMS Relay ()
Self-Service (3)
Signature (1)

v’ Single Sign-On (2)

We add the url of the serverin

At

We click on

v lssuer URL

Registered Applications and Services

Web Applications

OpenlD & SAML Provider 1.2.2-6 (Freeware)

OpenlID & SAML single sign-on service (Identity Provider), supporting
SAML2, OpenID-Connect and OAuth2.

Latest Version: 1.2.2-6 (Ok)
Status: Not Configured [CHECK] [CONFIGURE] [REMOVE]
Available Languages: FR

WebApp URL: https://webadm.local/webapps/openid/

SAML Metadata: https:/fwebadm.local/ws/saml/

Common Features

https://webadm.local

This is your IdP EntitylD or issuer name, and it must be a valid URL

, we click on

v Server Certificate

2| Edit
Paste here the public certifiate (in PEM format) for your IdP server.
The PEM certificate block starts with -—--- BEGIN CERTIFICATE--—--.
7 Server Private Key
v

Paste here the private key (in PEM format) for your IdP server.
The PEM private key block starts with ----- BEGIN RSA PRIVATE KEY-——.

X.509 Certificate Generator

Common Name:  WebADM Certificate

RSA Key Size: 2048 Bits ¥

Generate Cancel



Now, we have the IdP certificate, we click on

X.509 Certificate Generator

Generating 2048 bits private key... Success
Creating a certificate request... Success
Calling WebADM CA for certificate request signing... Success

Certificate
 JAv/c3A754937/BMXYEQZ/1Rkb8dnK42IZmT6MWOfGAdxC
SF03/T2pYWc/xMEByxbtVgINT8ODKNKYDtNfC1GCGRRibzrGFORXGNTKcOlbgo5n
Wt5YsbaWO9k3yOIhCzj64Gwvc14EIFog1TG2lYOsUsmAS5IG7uY7teCOMab9+rIS3 Z

Private Key
DKHDT6cNWSON/LBD27vXfJGJ1ymkRG24JONPX386pFxK3GAo2vtkyTgatR/w23nKm 7
Apply Cancel
We can add some extra attributes, for example and ,and click on
Return Attributes mail, mobile|

Comma-separated list of other LDAP attributes to be returned in SAML responses.
SAML attribute name mappings can be specified in the form name1=attr1,name2=attr2.
Example: fullname,mail, mobile,language=preferredLanguage

That’s all, WebADM is now able to work as an Identity Provider (IdP).

We can check metadata, go to WebADM GUI > > >

> and open the link in a new tab:



<EntityDescriptor xmlns="urn:oasis:names:tc:SAML:2.0:metadata"
entityID="https://webadm.local">

<IdPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<KeyDescriptor use="signing">

<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">

<X509Data>

<X509Certificate>
MIICujCCAaKgAwIBAgIBAzANBgkghkiG9wOBAQsFADAKMRIWEAYDVQQDDALXZWIBREQgQOEXDjAMBgNVBAOMBUXVY

</X509Certificate>
<!--
Cert Fingerprint (SHALl): 802b0a629dfcl1a686306a73f8b11b272elb9ca?2
-->
<!--
Cert Fingerprint (MD5): a0480b3a54a7ea7e2da2d6b9e27fbfbf
-->
</X509Data>
</KeyInfo>
</KeyDescriptor>
<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://webadm.local/webapps/openid/" />
<SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://webadm.local/webapps/openid/"/>
<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://webadm.local/webapps/openid/"/>
<SinglelLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://webadm.local/webapps/openid/"/>
</IdPSSODescriptor>
</EntityDescriptor>

2. Configuration of a Service Provider: SP Initiated

For this test, we are using simplesamplphp.
We install it on another CentOS 7server.

We open http port:

firewall-cmd --permanent --add-service http
firewall-cmd --reload

We disable selinux:


https://simplesamlphp.org/

setenforce 0
vi /etc/selinux/config

We install required packages:

yum install wget php php-mbstring php-xml httpd

We install simplesamlphp:

wget "https://simplesamlphp.org/download?latest” -0 ssp.tgz
tar xzf ssp.tgz
mv simplesamlphp* /var/simplesamlphp

We add a virtual host to Apache (replace sp.localwith the right DNS name who point to this server):

vi /etc/httpd/conf.d/saml.conf

<VirtualHost *>
ServerName sp.local
DocumentRoot /var/www/sp.local

SetEnv SIMPLESAMLPHP CONFIG DIR /var/simplesamlphp/config
Alias /simplesaml /var/simplesamlphp/www

<Directory /var/simplesamlphp/www>
Require all granted
</Directory>
</VirtualHost>

We add the Identity Provider. All these values should correspond to the content of metadata from SAML configuration in WebADM:

> Smetadata/ ] corresponds to entitylD
> SingleSignOnService corresponds to SingleSignOnService Location=
> SingleLogoutService corresponds to SingleLogoutService Location=

> certFingerprintcorresponds to Cert Fingerprint (SHA1L)



vi /var/simplesamlphp/metadata/saml20-IdP-remote.php

<?php
$metadatal 'https://webadm.local'] = array(
'SingleSignOnService' => 'https://webadm.local/webapps/openid/",
'SingleLogoutService' => 'https://webadm.local/webapps/openid/",
‘certFingerprint' => '802b0a629dfcl1a686306a73f8b1l1b272elb9ca2’,
);

Weenable SAMLin /var/simplesamlphp/config/config.php:

vi /var/simplesamlphp/config/config.php

enable.saml120-IdP' => true

We start Apache:

systemctl start httpd
systemctl enable httpd

Weopen http://sp.local/simplesaml in a browser:



>

> | ® sp.local/simplesaml/module.php/core/frontpage_welcome.php w 0 Ql G

SimpleSAMLphp installation page

English | Bokmal | Nynorsk | Sdmegiella | Dansk | Deutsch | Svenska | Suomeksi | Espafriol | Frangais | Italiano | Nederlands |
Létzebuergesch | Cestina | Slovenséina | Lietuviy kalba | Hrvatski | Magyar | Jezyk polski | Portugués | Portugués brasileiro | Tiirkge | B45:5
| BIARARST | EBEAS | pycckuit si3bik | eesti keel | 3w | Bahasa Indonesia | Srpski | LatvieSu | Romaneste | Euskara | eMnvika | Afrikaans

Welcome Configuration Authentication Federation

Congratulations, you have successfully installed SimpleSAMLphp. This is the start page of your Login as administrator
installation, where you will find links to test examples, diagnostics, metadata and even links to relevant
documentation.

+ Documentation

About SimpleSAMLphp

This SimpleSAMLphp thing is pretty cool, where can | read more about it? You can find more information about it at the
SimpleSAMLphp web page over at UNINETT.

Copyright © 2007-2017 UNINETT AS Cf;é &

We click on

SimpleSAMLphp installation page

""'E'h"gji'ié'ﬁ"]’"é’z’&i{ﬁ%'éi"i"N;HSEéR"'i"é"é}'h"é§i'éi'i;j"i"b’é’ﬁ'ék"'i"'tiéﬁi"ééﬁ"’i“é\'}éﬁé’i{é"'i"éﬂ&ﬁ"éks. | Espaﬁol|Frangalslltallano|Nederlands|
Létzebuergesch | Ceétina | Sloven3gina | Lietuviy kalba | Hrvatski | Magyar | Jezyk polski | Portugués | Portugués brasileiro | Tirkge | BZ4<35
| BIRFARST | EEEHP3 | pycckuii a3bik | eesti keel | naw | Bahasa Indonesia | Srpski | LatvieSu | Roméneste | Euskara | eMnvikd | Afrikaans

Welcome Configuration Authentication Federation

« Test configured authentication sources Login as administrator

Copyright © 2007-2017 UNINETT AS <;é &P

We click on



Test authentication sources

| Nynorsk | Samegiella | Dansk | Deutsch | Svenska | Suomeksi | Espafiol | Frangais | Italiano | Nederlands | Létzebuergesch | Cestina |
Slovenséina | Lietuviy kalba | Hrvatski | Magyar | Jezyk polski | Portugués | Portugués brasileiro | Tiirkge | AZ<:E | f&j{AH3X | ZEEHXX | pycckuii ssbik | eest
keel | naw | Bahasa Indonesia | Srpski | LatvieSu | Roméaneste | Euskara | eAAnvikd | Afrikaans

Test authentication sources

e admin
o default-sp

Gopyright © 2007-2017 UNINETT AS c@ &L

Weclickon default-sp:

Select your identity provider

Létzebuergesch | Cestina | Slovens&ina | Lietuviy kalba | Hrvatski | Magyar | Jezyk polski | Portugués | Portugués brasileiro | Tirkge | HA:E
| BIMEARSZ | EEEFRIZ | pycckuil si3bik | eesti keel | Ny | Bahasa Indonesia | Srpski | LatvieSu | Romaneste | Euskara | eNAnvikd | Afrikaans

Select your identity provider

Please select the identity provider where you want to authenticate:

not translated (idpname_https://webadm.local) Select
[ 'Remember my choice

Copyright © 2007-2017 UNINETT AS Cié &P

Weclickon Select :

OpeniD & SAML Provider

Welcome to the Identity Provider Portal at webadm.local.
Please enter the required information to login at sp./ocal.

", 5 Username: | john
’

Password: o.looonl l

“ \ Domain: Default 4

Login with PKI €

13 Provided by RCDevs Security Solutions

We authenticate with an activated user through WebADM IdP:


https://www.rcdevs.com/docs/howtos/authentication/authentication/

OpenlD & SAML Provider

Redirecting to sp.local in 1 seconds.
Click the icon if your browser does not auto-redirect.

Provided by RCDevs Security Solutions

It’s done, we are authenticated:

SAML 2.0 SP Demo Example

Létzebuergesch | Cestina | Slovensgina | Lietuviy kalba | Hrvatski | Magyar | Jezyk polski | Portugués | Portugués brasileiro | Tiirkce
| BASEE | BRI | SBT3 | pycckuit sasbik | eesti keel | naw | Bahasa Indonesia | Srpski | LatvieSu | Roméaneste | Euskara |
eAANVIKA | Afrikaans

SAML 2.0 SP Demo Example

Hi, this is the status page of SimpleSAMLphp. Here you can see if your session is timed out, how long it lasts until it times out
and all the attributes that are attached to your session.

Your attributes
User ID john
uid
domain Default
Mail john.doe@acme.com
mail
Mobile 123 456 789
mobile
SAML Subject

NameId  7fc7212c35¢7c2e2cb5d820044469055
Format urn:oasis:names:tc:SAML:2.0:nameid-format:persistent

Logout

Copyright © 2007-2017 UNINETT AS C@ &

Wecancheckthelogin /opt/webadm/logs/webadm.log:



[2017-12-21 11:16:31]
(entering login form)

[2017-12-21
[2017-12-21
[2017-12-21
[2017-12-21
[2017-12-21
request

[2017-12-21
request

[2017-12-21
[2017-12-21
[2017-12-21
[2017-12-21
[2017-12-21
[2017-12-21

11:
11:
11:
11:
11:

11:

11:
11:
11:
11:
11:
11:

16:
16:
16:
16:
16:

16:

16:
16:
16:
16:
16:
16:

361
361
361
361
361

361

361
361
361
361
361
361

[192.

[192.
[192.
[192.
[192.
[192.

[127.

[127.
[127.
[127.
[127.
[127.
[127.

168.

168.
168.
168.
168.
168.

[clcl ol oMol
[clcl oo o)

0.0

N I =y

1]
1]
1]
1]
1]
1]

5c¢f415099b146265083580f7098f5717
[2017-12-21 11:16:36]

request

[2017-12-21 11:16
[2017-12-21 11:16
[2017-12-21 11:16
[2017-12-21 11:16
john.doe@acme.com
[2017-12-21 11:16
LoginMode=LDAP,O0TPType=TOKEN, OTPLength=6,ChallengeMode=Yes,ChallengeTimeout=90,MobileTime
1:HOTP-SHA1-6:QN0G6-
T1M,SMSType=Normal, SMSMode=0ndemand,MailMode=0ndemand, LastOTPTime=300,ListChallengeMode=¢

[2017-12-21
[2017-12-21
[2017-12-21
[2017-12-21
[2017-12-21
[2017-12-21
[2017-12-21

11:
11:
11:
11:
11:
11:
11:

cn=john, o0=Root

[2017-12-21 11:

cn=john,o=Root

[2017-12-21 11:

16:
16:
16:
16:
16:
16:
16:

136]
136]
136]
136]

136]

361
361
361
36]
36]
36]
36]

.220]

.220]
.220]
.220]
.220]
.220]

[127.0.0.1]

[127.0.0.
[127.0.0.

1]
1]

[127.
[127.

[127.

[127.
[127.
[127.
[127.
[127.
[192.
[192.

(cached)

16

16

1371

1371

[192.

[192.

0.0.
0.0.

0.0.

0.0.
0.0.
0.0.
0.0.
0.0.
168.
168.

168.

1]
1]

1]

1]
1]
1]
1]
1]

[OpenOTP:

[OpenOTP:
[OpenOTP:
[OpenOTP:
[OpenOTP:
[OpenOTP:
[OpenOTP:

[OpenOTP:

[OpenOTP:
[OpenOTP:
[OpenOTP:
[OpenOTP:

[OpenOTP:

[OpenOTP:
[OpenOTP:
[OpenOTP:
[OpenOTP:
[OpenOTP:

[OpenID:

[OpenID:
[OpenID:
[OpenID:
[OpenID:
[OpenID:

Y84I9XHY]

7TWF4J4E]
7TWF4J4E]
7TWF4J4E]
7TWF4J4E]
7TWF4J4E]

CADTGBMD ]

CADTGBMD ]
CADTGBMD ]
CADTGBMD ]
CADTGBMD ]
CADTGBMD ]
CADTGBMD ]

V V.V V VvV V

User not authenticated

New login request (OpenOTP)
> Username: john

> Domain: Default

> ANY Password: XXXXXXX
Sending openotpSimplelLogin

New openotpSimpleLogin SOAP

Username: john

Domain: Default
Password: XXXXXXX

Client ID: OpenID

Source IP: 192.168.1.220
Context ID:

CADTGBMD ]

CADTGBMD ]
CADTGBMD ]

Registered openotpSimplelLogin

Resolved LDAP user: cn=john,o=Root
Started transaction lock for user

CADTGBMD ]
CADTGBMD ]

CADTGBMD ]

CADTGBMD ]
CADTGBMD ]
CADTGBMD ]
CADTGBMD |
CADTGBMD |

Found 1 user mobiles:
Found 1 user emails:

123 456 789

Found 37 user settings:

Found 1 user data: LoginCount
Requested login factors: LDAP
LDAP password Ok

Updated user data

Sent success response

1.220] [OpenID:7TWF4J4E] OpenOTP authentication success
1.220] [OpenID:7TWF4J4E] Resolved LDAP user:

1.220] [OpenID:7TWF4J4E] Login session started for

168.1.220] [OpenID:7TWF4J4E] Sent SAML success response

3. Configuration of a Service Provider: IdP Initiated

In this case, the authentication will be started directly from Open/D & SAML Providerweb application. We will configure WebADM

to manage authentications with Amazon Web Service (AWS). Other Service providers are available but not shown in this HowTo:

GSuite, SalesForce, SugarCRM, Zimbra, GoToMeeting, GoToWebinar, GoToTraining and GoToAssist.

3.1 Configuration of AWS



First, we save the SAML metadata in a file. For our IdP server, we finditin https://webadm.local/ws/saml/ .

We open AWS console> IAM > Identity providers >_reate Provider:

y o = .
Search IAM < Create Provider Delete Providers ‘ [+ & (2} ‘

Dashboard [ } Showing 5 results

Groups

C] Provider Name 2 Type < Creation Time <
Users

Roles

Policies

Identity providers

Account settings

Credential report

Encryption keys

We select SAMIL ,add a name, insert the metadata file and clickon Next Step:

Create Provider Configure Provider
Step 1 : Configure Choose a provider type.
Provider
i *
Step 2 : Verify Provider Type’ ‘ SAML -
Provider Name* webadm
Maximum 128 characters. Use alphanumeric and '._-' characters.
Metadata Document* C:\fakepath\saml_metadata.xml Choose File

*Requred conee (L

Weclickon Create :

Create Provider Verify Provider Information
Step 1: Configure Verify the following provider information. Click Create to finish.
Provider

Provider Name webadm
Step 2 : Verify
Type SAML

Cancel Previous ‘ m

Now, our IdP is added to AWS. We select Roles :



Search IAM ‘ @ You have finished creating a SAML provider.
To use this provider, you must create an IAM role using this provider in the role's trust policy. Do this now.

Dashboard Learn more about creating roles for SAML providers.
Groups e

e o (elele
Users ¢
Roles

[webadm ] Showing 1 results
Policies
Identity providers ()  Provider Name # Type & Creation Time %
Account settings
9 D webadm SAML 2017-12-22 10:11 UTC+0100

Credential report

Encryption keys

Weclickon Create Role:

Search IAM 4 Roles
Dashboard x
What are IAM roles?
Groups
IAM roles are a secure way to grant permissions to entities that you trust. Examples of entities include the following:
Users
« |AM user in another account
Roles
« Application code running on an EC2 instance that needs to perform actions on AWS resources
Polici
olicles « An AWS service that needs to act on resources in your account to provide its features
Identity providers « Users from a corporate directory who use identity federation with SAML

Account settings IAM roles issue keys that are valid for short durations, making them a more secure way to grant access.

Credential report
Additional resources:

« |IAM Roles FAQ
Encryption keys « |AM Roles Documentation
« Tutorial: Setting Up Cross Account Access

« Common Scenarios for Roles

Delete role ‘C L 9‘

We clickon SAML :

Create role 0

Trust Permissions Review

Select type of trusted entity

N &S SAML

AWS service Another AWS account Web identity Saml 2.0 federation
EC2, Lambda and others Belonging to you or 3rd party Cognito or any OpenlD provider Your corporate directory

We select our SAML provider, select AWS Management Console access andclickon Next Permission:



AWS service
EC2, Lambda and others

Another AWS account
Belonging to you or 3rd party

Web identity
Cognito or any OpenlID provider

SAML

Saml 2.0 federation
Your corporate directory

Allows users that are federated with SAML 2.0 to assume this role to perform actions in your account. Learn more

Choose a SAML 2.0 provider

If you're creating a role for APl access, choose an Attribute and then type a Value to include in the role. This restricts access to users with the

specified attributes.

* Required

We select a permission policy and click on Ne x t :

Filter: Policy type v

SAML provider

Attribute

Value*

Condition

Q, Search

Policy name «

B¥ AmazonEC2FullAccess
N# AmazonEC2ReadOnlyAccess

(1] AmazonEC2ReportsAccess

7] AmazonEC2RoleforAWSCodeDeploy
7] AmazonEC2RoleforDataPipelineRole
§¥ AmazonEC2RoleforSSM

T AmazonEC2SpotFleetAutoscaleRole
N# AmazonEC2SpotFleetRole

* Required

We addanameandclickon Create role:

webadm v

Create new provider ' | Refresh

Allow programmatic access only
@ Allow programmatic and AWS Management Console access

SAML:aud

https://signin.aws.amazon.com/saml

© Add condition (optional)

Review.

Attachments v

0

3

v
Showing 345 results
Description

Provides full access to Amazon EC2 via the AWS Manageme...
Provides read only access to Amazon EC2 via the AWS Man...

Provides full access to all Amazon EC2 reports via the AWS ...

Provides EC2 access to S3 bucket to download revision. Thi...
Default policy for the Amazon EC2 Role for Data Pipeline ser...
Default policy for Amazon EC2 Role for Simple Systems Man...
Policy to enable Autoscaling for Amazon EC2 Spot Fleet

Allows EC2 Spot Fleet to request and terminate Spot Instanc...

Previous ‘ Next: Review

Cancel



Create role o 9 e

Trust Permissions Review
Review

Provide the required information below and review this role before you create it.

Role name* | test_role

Maximum 64 characters. Use alphanumeric and '+=,.@-_' characters.

Role description

Maximum 1000 characters. Use alphanumeric and '+=,.@-_' characters.

Trusted entities The identity provider(s) arn:aws:iam::407291384368:saml-provider/webadm

Policies Wl AmazonEGC2ReadOnlyAccess (7

* Required Cancel Previous ‘

The role is now created, we can select it to see more details.

Search IAM < Delete role ‘ < ‘ & e ‘

Dashboard Q test_role| Showing 1 result
Groups
Role name v  Description Trusted entities
Users
Roles test_role Identity Provider: arn:aws:iam::4072913843...
Policies
Identity providers

Account settings

Credential report

Encryption keys

Roles > test_role

Search |IAM 4
Summary Delete role
Dashboard
Role ARN arn:aws:iam::407291384368:role/test_role
Groups
Role description Edit
Users
Instance Profile ARNs
Roles
Path /
Policies
Creation time 2017-12-22 10:22 UTC+0100
Identity providers
Account settings Permissions Trust relationships Access Advisor Revoke sessions
Credential report
Attach policy Attached policies: 1
Encryption keys Policy name v Policy type v

» WF AmazonEC2ReadOnlyAccess AWS managed policy x

© Add inline policy

3.2 Configuration of WebADM
We need to activate IdP initiated authentication for AWS.

We open the configuration in WebADM GUI> Applications > Single Sign-on > CONFIGURE:



Registered Applications and Services

Categories Web Applications

Authenticati 2
uthentication  (2) 50 enID & SAML Provider 1.2.2-6 (Freeware)

SMS Relay (1) . . . . i .
OpenlD & SAML single sign-on service (Identity Provider), supporting

Self-Service (3) SAML2, OpenID-Connect and OAuth2.
Signature (1) Latest Version: 1.2.2-6 (Ok)
v/ Single Sign-On (2) Status: Enabled [CONFIGURE] [REMOVE]
Available Languages: FR

WebApp URL: https://webadm.local/webapps/openid/

SAML Metadata: https://webadm.local/ws/saml/

We check and ,we add (a numerical value

that you can find in the ARN of the AWS role) and and apply:

Application SSO Portal

AmazonWs

| GSuite
SalesForce
SugarCRM

Zimbra

GoToMeeting
GoToWebinar
GoToTraining
GoToAssist
[None]

Allow IdP-initialited login for the following Cloud applications.
AWS Account Number 407291384368

Required if you use Amazon Web Services (numeric value).
You can optionally set multiple accounts in the form 'alias1:account1,alias2:account2'.

AWS Provider Name webadm|

SAML provider name in your AWS IAM configuration.

We select the test user and click on



LDAP Actions

M Delete this object

EP'_] Copy this object

&, Export to LDIF

&, Change password

# Create certificate

s’ Unlock WebApp access

Object class(es):  webadmAccount,
Account is unique: Yes (in
WebADM settings:
WebADM data:
User activated:
Logs and inventory: WebApp, WebSrv, Inventory

@ Advanced edit mode

Object ¢n=john.o=Reot O

Object Details

t)

3 data [EDIT]
Yes Deactivate )

person

1 settings [CONFIGURE]

Application Actions

MFA Authentication Server (12 actions)

Object Name john Rename
Add Attribute (7) Description / Note v Add
Add Extension (1) UNIX Account 3| Add
Email Address : ~z
[add values] [delete attribute] john.doe@acme.com —
Mobile Phone Number €)
[add values] [delete attribute] 123 456 789 .
Last Name ohn
[add values] L
Login Name ;
[add values] john
We select ,add and . We can also add the AWS role to an LDAP group:
Application SSO Portal
AmazonWS (Default)
GSuite
SalesForce
SugarCRM
. L Zimbra
Enable Application SSO )
GoToMeeting
GoToWebinar
GoToTraining
GoToAssist
[None]
Allow IdP-initialited login for the following Cloud applications.
AWS Role Names test_role
Comma-separated list of role names in your AWS IAM configuration.
You can optionally filter roles per AWS account number like 'accounti:role1,account2:role2'.
Apply Cancel Reset
3.3 Testing
and with the user:

We open the web application in



OpeniD & SAML Provider

Welcome to the Identity Provider Portal at webadm.local.
Please enter the required information to continue.

Username: | john

Password: [.....| ]

Domain: Default #

Login with PKI @
Ntz . . :
=1 Provided by RCDevs Security Solutions

Weselect Application SSO:

OpenlD & SAML Provider

# Home Application SSO @ Logout

You are authenticated with account Default\john.
Web-based single sign-on is enabled for your account.

S$S0 Configurations

Enable SAML usage: ¢ Yes No o
Enable OpenID usage: '« Yes No o

SS0 Session Time: 1Hour =% o

e Provided by RCDevs Security Solutions

Weclickon Amazon WS :



OpenlD & SAML Provider

# Home & Application SSO | Logout

The following applications support single-sign-on login.
Simply click the icon to enter the application with SSO.
You may be asked a confirmation after beeing redirected.

Select Your Applications

Amazon WS

S Provided by RCDevs Security Solutions

OpenlD & SAML Provider

Redirecting to signin.aws.amazon.com in 1 seconds.
Click the icon if your browser does not auto-redirect.

S Provided by RCDevs Security Solutions

That’s it,we are now connected to AWS:

aws Services v Resource Groups v * [\ test_role/john @ rcdevs v Frankfurt ~  Support v
AWS services Helpful tips
[ | Q ] @T Manage your costs
Get real-time billing alerts based on

v Recently visited services
Y your cost and usage budgets. Start

IAM now

> All services @.-j Create an organization

Use AWS Organizations for policy-

We can check thelogin /opt /webadm/logs/webadm.log:



[2017-12-22
[2017-12-22
[2017-12-22
[2017-12-22
[2017-12-22
request

[2017-12-22
request

[2017-12-22
[2017-12-22
[2017-12-22
[2017-12-22
[2017-12-22
[2017-12-22

09:
09:
09:
09:
09:

35

09:

09:
09:
09:
09:
09:
09:

35:

35:
35:
35:

35:

35:
35:
35:
35:
35:
35:

171
1171
17]
17]
17]

17]

17]
17]
17]
17]
17]
17]

[192.
[192.
[192.
[192.
[192.

168.
168
168
168
168
[127. 1]
[127.
[127.
[127.
[127. 1]

[127. 1]
[127.0.0.1]

1]
1]
1]

[clNcl ol oMol
[cl oo oMol

5c¢f415099b146265083580f7098F5717
[2017-12-22 09:35:17] [127.0.0.1]

request

[2017-12-22 09:35
(cached)

[2017-12-22 09:35
[2017-12-22 09:35
[2017-12-22 09:35
john.doe@acme.com
[2017-12-22 09:35

1171
:18]
:18]
:18]

:18]

[127.0.0.1]
[127.0.0.1]
[127.0.0.1]
[127.0.0.1]

[127.0.0.1]

1.220]
.1.220]
.1.220]
.1.220]
.1.220]

[OpenOTP:

[OpenOTP:
[OpenOTP:
[OpenOTP:
[OpenOTP:
[OpenOTP:
[OpenOTP:

[OpenOTP:
[OpenOTP:
[OpenOTP:
[OpenOTP:

[OpenOTP:

[OpenOTP:

FFYIGQ6S]

FFYIGQ6S]
FFYIGQ6S]
FFYIGQ6S]
FFYIGQ6S]
FFYIGQ6S]
FFYIGQ6S]

FFYIGQ6S]
FFYIGQ6S]
FFYIGQ6S]
FFYIGQ6S]

FFYIGQ6S]

FFYIGQ6S]

[OpenID:4JGOGCOT] New login request (OpenOTP)
[OpenID:4JGOGCOT] > Username: john
[OpenID:4JGOGCOT] > Domain: Default
[OpenID:4JGOGCOT] > ANY Password: XXXXXXX
[OpenID:4JGOGCOT] Sending openotpSimplelLogin

New openotpSimpleLogin SOAP

Username: john

Domain: Default
Password: XXXXXXX

Client ID: OpenID

Source IP: 192.168.1.220
Context ID:

V V.V V VvV V

Registered openotpSimplelLogin

Resolved LDAP user: cn=john,o=Root
Started transaction lock for user
Found 1 user mobiles: 123 456 789

Found 1 user emails:

Found 37 user settings:

LoginMode=LDAP,OTPType=TOKEN, OTPLength=6,ChallengeMode=Yes,ChallengeTimeout=90,MobileTime
1:HOTP-SHA1-6:QNO6-
T1M,SMSType=Normal, SMSMode=0ndemand,MailMode=0ndemand, LastOTPTime=300,ListChallengeMode=¢

[2017-12-22 09:35:18] [127.0.0.
LoginCount,RejectCount

35:
35:
35:
35:
35:
35:
(cached)

[2017-12-22
[2017-12-22
[2017-12-22
[2017-12-22
[2017-12-22 09:
[2017-12-22 09:
cn=john, o0=Root
[2017-12-22 09:35
cn=john,o=Root

[2017-12-22 09:36

09:
09:
09:
09:

18]
18]
18]
18]
18]
18]

:18]

:50]

1]

[127.
[127.
[127.
[127.
[192.
[192.

0.0.
0.0.
0.0.
0.0.
168.
168.

1]
1]
1]
1]

[192.

168.

[192.168.

[OpenOTP:

[OpenOTP:
[OpenOTP:
[OpenOTP:
[OpenOTP:

FFYIGQ6S]

FFYIGQ6S]
FFYIGQ6S]
FFYIGQ6S]
FFYIGQ6S]

Found 2 user data:

Requested login factors: LDAP
LDAP password Ok

Updated user data

Sent success response

1.220] [OpenID:4JGOGCOT] OpenOTP authentication success
1.220] [OpenID:4JGOGCOT] Resolved LDAP user:

1.220] [OpenID:4JGOGCOT] Login session started for

1.220] [OpenID:4JGOGCOT] Sent SAML success response

4. How to create a Client Policy per Service Provider (SP)

Since the WebADM 1.6.9-x and OpenID/SAML provider 1.3.0, it is possible to create WebADM client policies per Service Provider.

That will allow you to return attributes, namelD, attributes mappings, or use a different certificate per client (SP) and not only

globally. This feature makes the IDP much more powerful.

To create a client policy for your SP, log in on the WebADM Admin GUI, clickon Admin tab, Client Policy andclickon



Add Client.

Giveanametoyour Client Policy andthenclick Proceed and Create Object .

Create Configuration Object of Type Client
Confirm object creation for cn=My_SP,dc=Clients,dc=WebADM

Attribute Value
DN cn=My_SP,dc=Clients,dc=We...
Common Name My_SP

Create Object

We will now configure the client policy. Many settings can be applied here like which users/groups/networks the client policy will
be applied, allowed/excluded hours, which domain... An important setting on this pageisthe Client Name Aliases
which will allow us to do the matching between the client policy and the SP. For this, the client policy must be created with the SP

issuer URL (EntityID)as Client Name Aliases .

Object Settings for gn=sp_saml_ff-bak,de=Clients,dc=WebADM

Disable Client Yes ¢ No (default)

When disabled, client requests using this client policy will be refused.
| Default Domain AD ;

This domain is automatically selected when no domain is provided.
| Friendly Name

Friendly client name or short description to be used for %CLIENT% in user messages.

https://192.168.3.187/simplesaml|/module.php/saml/sp/metadata.php/defa

Client Name Aliases ult-sp

Comma-separated list of alternative client IDs.
The matching is done, we will now configure the SP policy.

If you scroll down a little bit, you will find the settingnamed Forced Application Policies ,clickonthe Edit

button and select OpenTD application in the left box.



Application Settings

SAML Service

Email (Default) ¥

- Persistent (default): A persistent NamelD is generated per domain user for the Issuer URL.

- Transient: A new NamelD is generated for the time of the user session on the IdP.

- Email: The user email address is used and NamelD format is set to emailAddress.

- X509: The LDAP DN is used and NamelD format is set to X509SubjectName.

- Windows: Uses Windows Domain\UID and NamelD format is set to WindowsDomainQualifiedName.
- UserlD: The user login name is used (does not work with more than one WebADM Domain).

UserlD Mapping uid

SAML attribute to be used to return the user ID.

Domain Mapgping domain

Attribute to be used to return the user domain.

Group Mapping groups

Attribute to be used to return the user group memberships.

Return Attributes

Comma-separated list of LDAP attributes to be returned in SAML assertions.
Attribute name mappings can be specified in the form name1=attr1,name2=attr2.
Example: fullname,mail,mobile,|language=preferredLanguage

Holder of Key Yes (default) No

Include the user certificate and use 'holder-of-key' assertion confirmation method.
If not enabled or the user does not have a certificate, the method defaults to 'bearer'.

Sign El

SAML Response Yes No (default)

By default the IdP signs the XML Assersion and Subject.
Enable this option if you need to sign the entire SAML Response too.

Encrypt SAML Response Yes No (default)

You need to set the client SP certificate below for SAML encryption.

Client Certificate

Paste here the public certifiate (in PEM format) for your SP server.

Assertion Consumer Service URL

Redirection URL for the signed login assertion response.
If not set, the AssertionConsumerServiceURL is taken from the SAML assertion request.

Logout Consumer Service URL

If set, the user is redirected to the URL after successful logout.

Apply Cancel Reset

Configure your client policy with every setting you need for your SP and then save your configuration.



Application Settings

SAML Service
2 Name Identifier Email (Default) ¥
- Persistent (default): A persistent NamelD is generated per domain user for the Issuer URL.
- Transient: A new NamelD is generated for the time of the user session on the IdP.
- Email: The user email address is used and NamelD format is set to emailAddress.
- X509: The LDAP DN is used and NamelD format is set to X509SubjectName.
- Windows: Uses Windows Domain\UID and NamelD format is set to WindowsDomainQualifiedName.
- UserlD: The user login name is used (does not work with more than one WebADM Domain).
UserlD Mapping uid
SAML attribute to be used to return the user ID.

D

ping domain
Attribute to be used to return the user domain.
Group Mapping groups
Attribute to be used to return the user group memberships.
2 Return Attributes webadmdata, xxx=webadmsettings

Comma-separated list of LDAP attributes to be returned in SAML assertions.
Attribute name mappings can be specified in the form name1=attr1,name2=attr2.
Example: fullname,mail,mobile,language=preferredLanguage

Holder of Key Yes (default) No

Include the user certificate and use 'holder-of-key' assertion confirmation method.
If not enabled or the user does not have a certificate, the method defaults to 'bearer'.

Sign Entire SAML Response Yes No (default)

By default the IdP signs the XML Assersion and Subject.
Enable this option if you need to sign the entire SAML Response foo.

Encrypt SAML Response Yes No (default)

You need to set the client SP certificate below for SAML encryption.

MIIFizCCA30gAwWIBAgIJAKMCPQWZZduvMAOGCSgGSIb3DQEBCWUAMFwX
BAYTAIVTMQ8wDQYDVQQIDAZEZW5pYWwxFDASBgNVBAcCMCINwemluZ2
Client Certificate CgYDVQQKDANEaXMxGDAWBgNVBAMMD3d3dy5leGFtcGxILmNvbTAeFwO
NDASMTRaFwOxOTEYyMDUXxNDASMTRaMFwxCzAJBgNVBAYTAIVTMQ8wDC
ZW5pYWwxFDASBgNVBAcCMCINwemIuZ2ZpZWxkMQwwCgYDVQQKDANE:
BAMMD3d3dy5leGFtcGxILmNvbhTCCAIlwDQYJKoZIhveNAQEBBQADggIPAD!

kLA AP AN T e A AN P b AN Emm e e 1A e L IV A e 2 LA AO A ekl AP e 1LV

v/

Paste here the public certifiate (in PEM format) for your SP server.

Assertion Consumer Service URL

Redirection URL for the signed login assertion response.
If not set, the AssertionConsumerServiceURL is taken from the SAML assertion request.

If set, the user is redirected to the URL after successful logout.

Apply Cancel Reset

Your client policy for your SP is now configured. Try an authentication from your SP and check the WebADM logs to be sure that

your policy is applied correctly.



M Note

You can not yet apply any OpenOTP settings in the same OpenlID/SAML client policy. That part is in the RCDevs roadmap and will

be added in the future.

This manual was prepared with great care. However, RCDevs S.A. and the author cannot assume any legal or other liability for possible errors and their consequences. No
responsibility is taken for the details contained in this manual. Subject to alternation without notice. RCDevs S.A. does not enter into any responsibility in this respect. The hardware
and software described in this manual is provided on the basis of a license agreement. This manual is protected by copyright law. RCDevs S.A. reserves all rights, especially for
translation into foreign languages. No part of this manual may be reproduced in any way (photocopies, microfilm or other methods) or transformed into machine-readable language
without the prior written permission of RCDevs S.A. The latter especially applies for data processing systems. RCDevs S.A. also reserves all communication rights (lectures, radio and
television). The hardware and software names mentioned in this manual are most often the registered trademarks of the respective manufacturers and as such are subject to the
statutory regulations. Product and brand names are the property of RCDevs S.A. © 2019 RCDevs SA, All Rights Reserved
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