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Bj Helpdesk Installation and Configuration

Web-Application Activation End-users Management Enrollment

1. Overview

The purpose of this web application is to provide an easy-to-use interface for the most common “tier 1” support task, typically

performed by a Help-Desk function in a company IT organization.
This Web application is designed for internal (corporate) use and includes several self-management features like:

> Activate users for OpenOTP use

> View and manage account information such as email, mobile phone numbers, etc...
> Reset LDAP password

> Send password reset or token registration links

> Enroll, re-synchronize and test a Software / Hardware Token or Yubikey

> Manage user certificates

> Manage SSH keys (SpanKey)

Administration HelpDesk web application must be installed on your WebADM server(s) and can be accessed through

WAProxy or another reverse proxy configured with WebADM.

2. Installations

Theinstallation of the Administration Help Desk isstraightforward and only consists of running the self-installer or

installing it from the RCDevs repository.

2.1 RedHat Repository of RCDevs

On a RedHat, CentOS or Fedora system, you can use our repository, which simplifies updates. Add the repository:

yum install https://repos.rcdevs.com/redhat/base/rcdevs release-1.1.1-1.noarch.rpm

Clean yum cache and install the Administration HelpDesk (HelpDesk):

yum clean all
yum install helpdesk

The Administration Help Desk applicationisnow installed.


http://127.0.0.1/tags/web-application
http://127.0.0.1/tags/activation
http://127.0.0.1/tags/end-users-management
http://127.0.0.1/tags/enrollment

2.2 Debian Repository of RCDevs

On a Debian system, you can use our repository, which simplifies updates. Add the repository:

wget https://repos.rcdevs.com/debian/base/rcdevs-release 1.1.1-1 all.deb
apt-get install ./rcdevs-release_1.1.1-1 all.deb

Clean cache and installthe Administration HelpDesk (HelpDesk):

apt-get update
apt-get install helpdesk

The Administration HelpDesk applicationis now installed.

2.3 Self-Installer

Download the Administration Help Desk package from the RCDevs website, copy it on your WebADM server(s) and run

the following commands:

[root@webadml tmp]# gunzip HelpDesk-1.0.0.sh.gz
[root@webadml tmp]# sh HelpDesk-1.0.0.sh

HelpDesk v1.0.0 Self Installer

Copyright (c) 2010-2023 RCDevs SA, All rights reserved.
Please report software installation issues to bugs@rcdevs.com.

Verifying package update... Ok

Install HelpDesk in '/opt/webadm/webapps/helpdesk' (y/n)? y
Extracting files, please wait... Ok

Removing temporary files... Ok

HelpDesk has been successfully installed.

Administration Help Desk isnow installed and can be configured under the WebADM Admin GUI.

3. Administration HelpDesk Configuration

Once the package is installed, the web application must be enabled and configured in WebADM. Log into WebADM as

Administrator and navigateto Applications Tab> Self-Service > Administration Help Desk (HelpDesk)

> REGISTER.
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# Home Admin Create Search Import Databases Statistics Applications About Logout

Registered Applications and Services

Calegories Web Applications

Aumanticalian  (2) % Administration Help Desk (HelpDesk) v1.0.9 (Freeware)

SMS Relay (1) ) -
Use this Web application to manage users.

v Self-Service (4)
Latest Version: 1.0.9 (Ok)

Status: Not Registered [REGISTER]
Available Languages: FR,DE

Single Sign-0On (2)

WebaApp URL: hitps:/¥182.168 4. 200/webapps/helpdesk!
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# Home Admin Create Search Import Databases Statistics Applications About Logout

Registered Applications and Services

Categories Web Applications

Ashenicelian (5} % Administration Help Desk (HelpDesk) v1.0.9 (Freeware)

SMS Relay (1) ) o IET
Use this Web application to manage users.

v Self-Service (4)
Latest Version: 1.0.9 (Ok)

Status: Net Configured [CHECK] [CONFIGURE] [REMOVE]
Mvailable Languages: FR,DE

Single Sign-On (2)

WebaApp URL: hitps:/i182.168 4. 200/webapps/helpdesk!

Next click CHECK to set the mandatory settings and review/adjust the defaults.

ADM
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# Home Admin Create Search Import Databases Statistics Applications About Logout

Configuration Object Check for gn=HelpDesk dc=WebApps,dc=WebADM

Checking object type: Ok (HelpDesk)
Checking setfings:
- SendPinMessage: Ok
- QRCodeMessage: Ok
- DefauifDomain: Ok
Chacking mandatory setfings are present: Failed (Settings AdminGroups are missing)

Ok

The setting AdminGroups must be configured before the application can be used. It is specific to each deployment so there is no

default value.

Navigateto Applications Tab> Self-Service > Administration Help Desk (HelpDesk) > CONFIGURE to

set the mandatory settings and review/adjust the defaults.



A Add the Group in Admin Groups Setting

For users of a Group to be able to connect to the PHiERERRRE-Ra= Rt MRz CHRMINEERY the Group must be included in the General
Naillgfd Admin Groups [ Administration Help Desk}

M Unconfigure General User Search Base

When defining the access per group, you must untick the to
deactivate it in the General Settings of the . Without this, this will include in the results the
Y RGERLUEE] User Search Base [Qudlf:#

Sincethe Administration Help Desk application provides administrative access to the system, itis strongly advised to
limit the access to it only to trusted networks and to protect the login with a second factor. With this in mind, the application can
be published through the WebADM Publishing Proxy with the setting Publish on WAProxy .Thissettingisonly available
when WAProxy is configured with WebADM. Have a look at this documentation to set up WAProxy.

3.1 Mandatory Setting
3.1.1 Admin Groups

The setting AdminGroups must be configured before the application can be used. It is specific to each deployment so there is no

default value.

Admin Groups:Tologintothe Administration Help Desk,theuser mustbelongto a group configured in the Admin

Groups Setting. You can have more than one group here and a user can be a member of multiple groups.

Create an Admin Group therefore gotothe Create Tab.


http://127.0.0.1/howtos/waproxy/waproxy/

& p) osReot (19)

@ ) en=Centos7_yaiazi4
[ sn=centoss_s7evnatn
[} cn=Debian10_113y48ba
[} cn=nsbiang_2hwanagy
[) en=nebians_n3gskuct
[) en=Fedora29_oy28mbér
) sn=Federn30_sunmorcb
() sn=Fedora32 fp17nher
{) sn=Fadroad1_kearmxid
@ &) en=Group Linux deb
B & en=Group_Linux_rom

EEEEBEOEEBBE

@ [J en=Ununtu14_15epioky
@ [J en=Ubuntu1s_psozwing
B [ en=Ubuntu1s_k202dce
@ [ en=bbuntr0_19ackawd
B @ cn=admin
2 & sn=ppolicy
@ [ enstestuser
*CmalnISaan:h
Datails [ Chack

* Create / Search

Details f Check
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# Home @ Admin  Create Search  Import  Databases — Statistics  Applications  About  Logout

Create New LDAP Object

{) webADM Account
LDAP user with WebADM attributes

&b WebaDMOptionset  ~|
OptionSet, Mountpoint, Domain, Client...

o & staticGrouw
LDAP group of users

B user Administrator
Adminkstrator or LOAP user

& Dmamic Growp
LDAP group with dynamic contents

B unixAccount
UNIX POSIX Account

& vxcow &b Oroanizational Unit

UNIX POSIX Group LDAP organizational unit container
# Oroanisation @ county

LDAP arganization container LDAF country container
8B Demain &b Password Policy

LDAP domain container LDAP password policy configuration

Seta Common Name forexample Group Admins andadd at least one Admin User tothe Group Member .

Pisase click to select objects

RCDevs Directory (2)

® 4G desWebADM

B ) e=Roat (19)
B [ sn=Cont0S7_udiaaii4
@ [ sn=Centoss s7eypotn
@ [[] co=Debian1o_113y48ba
@ [ sn=Rebisns_2nwanagy
@ [J sn=Debiang_h3gskuet
@ [J en=Fedora2e_gy28mbsr
@ [ sn=Fedora30_supcxxon
B [ en=Fedora32 tp17nhe

[ sn=Fedora33_Gugos2e4

) sn=Fedroadt_kzgmid

Linux_dep

B & n=Groue_Linwx_mm
@ [ sn=Ubuntu14_sebioky

2 [ sn=ubunti16_phozwang
@ [ sn=buntiie_kapzres

B ([ en=Ubuntu20_19ackave
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# Home = Admin Create = Search Import | Databases  Stafistics  Applications  About  Legout
Create Object of Type Static Groeup
Mandatory attributes
Container o=Root Salact b
Common Name Group_Admins

Optional attributes

cn=admin,u=th|

Qroanizations) Lok
Qrganization

Description [ Note

Clickonthe Proceed andfinally Create Object button to create the group.
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RCDevs Directory (2)

R de=WebADM # Home  Admin Create Search Import Databases  Statistics Applillions About  Logout
B ¥} e=Rest (19)

B [ en=Centos7_udiai4
en=CentOS8_STeypodp Confirm object creation for cn=Group_Adming, o=Roat
en=Debian10_113y48ba

g
¥
{J en=Debiang_zhwanagy
¥
g

Create Ob|ect of Type Statle Group

Attribute Value
DN cn=Group_Admins,o=Root
en=Debiand_h3gskuct Common Name  Group_Admins
Group Member  en=admin.o=Root

Create Object

HE 3 EHEEEDDGEE B O

E g ensprolicy

@ [J enstestuser

* Craate | Search
Datails | Chack

* Create / Search
Details / Check

Navigateto Applications Tab> Self-Service > Administration Help Desk (HelpDesk) > CONFIGURE.
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# Home Admin Create Search Import Databases Statistics Applications About Logout

/

Registered Applications and Services

Categories Web Applications
Aubmntication |2 % Administration Help Desk (HelpDesk) v1.0.9 (Freeware)

SMS Relay (1) ) o IET
Use this Web application to manage users.

v Self-Service (4)
Latest Version: 1.0.9 (Ok)

Status: Net Configured [CHECK] [CONFIGURE] [REMOVE]
Mvailable Languages: FR,DE

Single Sign-On (2)

WebaApp URL: hitps:/i182.168 4. 200/webapps/helpdesk!

Navigateto Main config > Admin Groups andadd forexample the previously created Group_ Admins group.
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RGDovs Direstory (2)
S de=WebADM # Home | Admin = Create Search Import  Databases  Statistics = Applicaions = About  Logout
B ¥} o=Ront (20)

B [ cn=Cenos7 udjaaie
a cen=CentQSE STeypodp cn=Group_Admins, o=Root
() co=sbianto_113v480a 7 Ain G
) cn=Debians_zhwanagy _
cn=Debiand_h3gskuct A | Setect
[ cn=Fedora29_oy28mber Graup allowed to log in Helpdask application
[} en=Fedorm30_upexxot
() sn=Fegora32_miTnbe
() cn=Fesora3s ugpszss Ver Search Seones
a cn=Fedroad lcgmudd | select
= ﬁ en=Groyn_Adming
B &) e=Group Linx_deb

Main eonfig

EDEREE @ E @

List of Search Base (DN). All users in this sublrees are manageable if activated with the HelpDesk.

8 & sn=Groum_Ling_mm e
o] a casUbuniulg_Sebiiky Coma separated list of attributes used for the user searching (eg :samaccountname,uid.givenname)
@ ([ cn=Ubuniu16 pBozwing Allowsd Fastures
=l 18 k202ricq
» ﬁ R Allow User Activation * Yas (defaul)  No
B [ en=Ubuntu2g 18gckgwd B -
& @ cr=agmin g -
Ediﬂl " Allow User Infos Management * Yes (defaul)  No
& ﬂ en=lestuser ‘When enabled, users can change their mobile, email and language.
| Allow User Pagsword Changs * Yes(defaul)  No

Finally scroll down and click App1y .

3.2 Main Config
3.2.1 User Search Scopes

User Search Scopes :Thissetting defines which parts of the LDAP directory are searchable and visible in the

Administration Help Desk.

M Unconfigure General User Search Base

LR EGINAlEY Administration Help Desk EIMENIIRA(o Il MIININMNAEGE] User Search Base [i9

deactivate it in the General settings of the . Without this, this will include in the results the
users of the general setting.
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B A5 de=\WebADM # Home  Admin  Create Search Import  Databases = Statistics  Applications  About | Logout

B ¥} asRoot (20)
@ [) en=Cenos7_uaiadia e
B [ enzCentoss S7eynodn en=Group_Adnins , o=Raot
@ [ enzDebianto_113ydsma 7 sl Ga
= E cn=Debiand_2hwanagy
= [ en=Debiang_higskuct 4| seeet |
= 0 en=Fedora2d_gy28mbér Group allowed to log in Helpdesk application
B [ en=Fedora3d Supoomt ety
@ [ en=Fedorm32 fpihh
B [) snzFedern3s Gugoszea Utzes Soarch Scones
= | e |

@ [J ensFedroadt iegmud /[ select |
2 s sn=Greup_Adming List of Search Base (DN). All users in this subtrees are manageable if activated with the HelpDesk.
B @) sn=Group_Linux_deb .
a § m=smue User Search Attributes

Coma saparated list of attributes used for the user searching {eg : itname, uid,gi u':1}

Allowed Features

Allow User Activation © Yes (default) Mo
B [ ensUbunu20_18ackavd

¥hen enabled, operators can activate users.
& @ co=admin
= & —— Ao User Infos Management © Yes (defaull)  No
a a cn=testuser ‘When anabled, users can change their mobile, email and language.

Allow User Fassword Change “ Yes(defaur) Mo

3.2.2 User Search Attributes

User Search Attributes settingisalso mandatory, butit has a default value. This setting defines the LDAP attributes
which are searched when you perform a user searchinthe Administration Help Desk.Youshould adjustitto match
what attributes are relevant for search in your LDAP directory.

User Search Attributes

Coma separated list of attributes used for the user searching (eg :samaccountname,uid,givenname)

3.2.3 Defining Administrative Help Desk Access per Group

An alternative to the general settings (i.e. a list of groups/users which can all manage the same list of users) is to allow specific

groups to access specific users OU.

A Add the Group in Admin Groups Setting

For users of a Group to be able to connect to the PXHiERERRR-RaE ot MRz CHRMINEERY the Group must be included in the General
aillgfd Admin Groups [gf Administration Help Desk}

For each group, you can then configure the User Search Group setting.



Object cn=helpdesk-internal,o=Root 0

LDAP Actions Object Details Application Actions
MM Delete this object Object class(es): groupOfiNames
@ Copy this object Account is unigue: Yes (in o=root)
fﬁ Move this object WebADM settings: 1 settings [CONFIGURE]
& Export to LDIF Group activated:  Yes Deactivate

8= Add members
(D) Advanced edit mode

Object Name helpdesk-internal Rename
SR AR (3] Description / Note | Add
Add Extension (1) UNIX Group - Add

[add values] [dalate atibuts] | C"=8510=Root gl

WebADM Settings Edit Application Settings
[delete attribute]

HelpDesk.User Search Scopes: ow=internal,.o=Roat

The setting in this example would restrict the members of cn=helpdesk-internal toonly see and manage the users under

ou=Internal,o=root.

3.3 WebApplication Settings
3.3.1 Change the Look

Change the look of the Administration Help Desk with a custom CSS File. Simply add the new customized CSS files and additional

custom resources under /opt/webadm/l1ib/htdocs/custom/ .
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# Home Admin Create Search Import Databases Statistics Applications About Logout

Web Application Settings
Disable WebApp Yes No (default)
Hide WebApp Yes No (default)

Publish on Reverse Proxy / WAProxy Yes Mo (default)

Make WebApp accassible from WAPRDXy reversea-proxies.

Default Domain Default j
This domain iz automatically selected when no domain is provided.

Enable Group Setings Yes (default)  No

Resoclve application seftfings on user groups (direct and indirect).
Warning: Impacts performances.

R I Yes © Mo (default)

Login is not permitted unless the user is temporarily authonzed.
To authorize a user, use the 'Unlock WebApp access' action for the user.
IMPORTANT: Self-service applications published on the Intermet without MFA should be locked.

Comma-separated list of IP addresses with netmasks for which access is never locked (ex: 192.168.1.0/24).

Alowed P Addresses

Comma-separated list of IP addresses with netmasks (ex: 192.168.1.0/24).
If not set then any source |P is allowed. The localhost is always allowed.

Custom CS5 File Edit

CS5 files and additional custom resources must be stored under /optwebadm/libihtdocs/custom/.

3.3.2 Other Settings

The settingsunder A1lowed features define whatactionsare possible fromthe Administration Help Desk:



Allowed Features
Allow User Activation - Yes (default) No
When enabled, operators can activate users.
Allow User Infos Management Yes (default) No
When enabled, users can change their mobile, email and language.

Allow User Password Change - Yes (default) No

When enabled, users can change their LDAP password.
Password change requires the PwReset WebApp to be installed and enabled.
The password policy settings should be configured in PwReset.

Allow OTP Management Yes * Mo (default)

When enabled, users can configure their OTP authentication settings.
Allow SSH Management Yes * Mo (default)

When enabled, users can configure their SSH private key settings.

Allow PKI Management Yes No (default)

When enabled, users can manage their X.509 certificates.

TOKEN
SMS
MAIL
LIST
LASTOTP
PROXY

Allowed QTP Methods

Choose which items are available for primary and fallback OTP methods.

If user is part of [Allowed Group] and no setting is defined, all methods are selected by default.

If it's a normal user and no setting is defined, no method is selected by default.

The system will merge all the settings from login Admin and the user selected to build Allowed OTP Methods List.

TOKEN
LIST
FIDO
APPKEYS
SSHKEY
[None]

Allowed Self-Registration

Choose which items users are enabled for self-registration.

If user is part of [Allowed Group] and no setting is defined, all items are selected by default.

If it's a normal user and no setting is defined, no item is selected by default.

The system will merge all the items from login Admin and the user selected to build Allowed Self-Registration List.

Max Tokens. Per User j

This option activates OpenOTP multi-Token support in the HelpDesk Application.
You can allow up to 10 Token to be registered per user.
Warning: Using more than 3 tokens is not recommended for security reasons.

The settings under define the types of OTP tokens which can be registered through

and what is the default token type for registration:



OTP Token Management

HARDWARE-OATH
HARDWARE-YUBIKEY
QRCODE-TOTP
QRCODE-HOTP
MANUAL-YUBIKEY
MANUAL-TOTP
MANUAL-HOTP
MANUAL-OCRA

Allowed Token Types

Selection of OpenOTP Token types users are able to register.

Hardware options are used for inventoried Tokens and YubiKeys.

If user is part of [Allowed Group] and no setting is defined, all Tokens Types are selected by default.

If it's a normal user and no setting is defined, no Token Type is selected by default.

The systemn will merge all the settings from login Admin and the user selected to build Allowed Token Types List.

Default Token Type j

If set, this Token type is pre-selected in the Token registration form.

The settings under define the Emergency OTP availability and duration when registered

through the

Emergency OTP Management

Emergency OTP Expiration j

When enabled, users can set an emergency OTP valid for the configured time.
Uncheck or set to '0' fo disable emergency OTP management.

Emergency OTP Max Use ;I

When enabled, the OTP can be used a maximum number of times.
Uncheck or set to '0' for unlimited usage count.

The settings under define what types of SSH keys can be registered through the

SSH Key Management

Allowed SSH Key Types HARDWARE SOFTWARE EXTERNAL

Selection of SpanKey public key types users are able to register.
HARDWARE option requires inventoried SSH PIV devices.
EXTERNAL let the user copy/paste an existing SSH public key.
If not set, any key type can be self-registered.

4. LDAP Attributes

The User’s attributes like R etc. can also be added via the WebADM GUI. Enable

to add more attributes.
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# Home Admin Create Search Import Databases Statistics Applications About Logout

Object gn=test-user,o=Root O

LDAP Actions Object Details Application Actions
& Delete this object Object class(es):  person. webadmAccount Secure Password Reset (1 actions)
I‘_E Copy this object Account is unigue:  Yes (in g=roof) I i i
Eﬁ Move this object WebADM seffings: 3 settings [CONFIGURE]
& Export to LDIF WebADM data: 5 data [EDIT]
&, Change password User activated: Yes Deactivate @ S5H Public Key Server (3 actions)
# Create certificate Logs and inventory: WabApp, WebSry, Inventory, Record
w' Unlock WebApp access
() Advanced edit mode
TIRETALT T test-user Rename
Add Attribute (10
"""""""""""""""""""" (10) | + Description | Note || Add |

First Name |

Add Extension (1) |
Email Address | add

Mobile Phone Number

Login Name - Organization

[add values] Organizational Unit |

Last Mame Preferred Language I

[add values] Password Policy Object I

WebADM User Data User Certificate L
] WebADM Voice Model -

OpanOTP RejactCount: 1

::|T;nhh] 5 Edit Application Settings
(-] ¥}
DpanOTP Simple-Push Login: Yes
OpenOTP.OTE Type:

Eoem

# Home Admin Create Search Impaort Databases Statistics Applications About Logout

New Email Address Value(s) for cn=test-user,o=Root
Inic@rcdevs.com

Proceed Cancel

4.1 User Search Scopes

The setting in this example would restrict the members of cn=helpdesk-internal toonly see and manage the users under

ou=Internal,o=root.

Create the Group cn=helpdesk-internal.
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Select the Group Members like admin .

Please click o select objects

RCDevs Dicactory, (2)
 J5 de=\WobADM
B ) esReot (17)
o [ en=CentosT udas

¥ 1 P g
0.19 / ! | \ N
L. IS ' 1 rd
£ 'r \i L
Import  Databases Statistics  Applications = About Logout
Create New LDAP Object
©O & WebADM OptionSet v O [J webADM Account
OptionSet, Mountpoint, Domain, Client... LDAP user with WebADM atfributes
O @ User/Adminisiraior ® & swicsme
Administrator or LDAP user LDAP group of users
O & DwmamicGrove O R YNXAccount
LDAP group with dynamic contents UNIX POSIX Account
O & uixsow O && Oreanizational Unit
UMD POSIX Group LDAP organizational unit container
O @ omanisaton O B oy
LDAP organization container LDAP country container
O & Domain O & Password Policy
LDAP domain container LDAP password policy configuration
9 " Val
Capyright © 0010.5021 RODevs Security, i .'I |
@ Homs | Admin  Create  Search  imgon  Datsbases  Siatistcs | Appicatons | About  Logout
Create Object of Type Static Group
Mandatory atiributes
Container o=Roat Sedect
CommenHame | helpdesk-internal
Optional atiributes
cn=admin,o=Root
Group Member
| st |
Organizational Unit
Organizatian




i u
RCDevs Directory (2)
) 4 de=WebADM
= ¥ o=Rooi (17)
@ [ cn=CentosT? uoia3ss
B[] m=CentoSs s7evpatp
& [ cn=Debianio_113y48ba
o] a cn=Debiand Zhwanagy
@ [ en=Debiana_hdgskuct
B [ c=Fecora29 gy2smoer
B [ sn=Fedora30_Supeixab
B [ cosFedomaz fp7hbe
B [ sn=Fedor33 Guggs264
B [ cn=Fedroadi_kegrmmdid
B [ cn=buntuts Sebioke
B [ en=Ubuniis_pSozwihg
B [ o=ubunute ieozrcs
o}
0]

Creale [ Search
Detalls / Chack

Q

# Homa  Admin

Copyright & 2010-0021 AGDevs Sacurity, All

Creats  Search  Import = Datab

About  Logout

Create the Organizational Unit cu=Tnternal, o=root .

& LDAP Sorvar {RCDevs Diractory)

(@ RCDevs Directory (2)

B ) de=WebADM

B 5 o=Root (18)
o [ e=tonos? w3k
&[] e=Contoss STaypotp
£ [ eo=Dodan10_1idvisva

@ ([ co=Dabiang_nagskust
i [ en=Fedom2s gy28mbsr
@ [ en=Fedora3d Supcxxch
@ [ cn=Fedom3z fp1hher
o [ en=Fedoa3s Guggsed
@ [ en=Fedroadi kzommid
0 [ en=ubunniis Eebiky
@ [ cn=Ubuniis péozedhg
B [ en=Ubuntis_ k0ot
o [ en=ubunig_19ackawd
B @ en=admin
@ gl sn=helpdoskintemal
5 i en=npalicy
& [ eostestuser
Craabe / Seanch
Detadis f Check

*c:-u-.rs.-:n
Dwinils f Chack

Create Object of Typs Static Group

Confirm object creation for ch=halpdesk-intemal o=Root

O R User) Admirisrator
Administrator or LDAP user

O @ pwmamk Grou
LDAF groug with dynamic contents

O & uvxcom
UNIX POSIX Group

O & Organisation
LDAP anganization corainer

© & Domain

LDAP domain containes

LOAP usar with WebADM attributes

O § St Growp
LDAP group of users
O R uNEAccount
UNEX POSEX Account

@ &b Omanizasens Uni
LDAP organirational unit container

o B comry
LDAR country container
O & Password Policy
LOAP password policy canfiguration



@ Copyighe & 2010-202 RCDews Secunry,

Abmnle.u

Create Objoct of Type Organizational Unkt
Mandatory attributes
‘Container o=Root Soleet

[J cn=Debians_hagskuct Qrganizational VRt Intornal

ﬁ ;
roceod
a enellbuniulf_pSoowing

Creales / Search

*Du.aih!{'.hnck
*BflnhiSﬂI'd!
Datails [ Check

4} LDAP Server (RCDevs Directary) ADR Edi
RCDevs Direclory (2) Copyright & 2010-2021 nnn..-sw £l i

23] @@’M # Home  Admin Create  Search Import = Databases @ Statistics  Applications = About = Logout
B ¥} o=Root (18)

@ [ en=CentoS7 udi33i4
©n=Cenl0S8_57eypodp Confirm bject craation for ou=lnlemal,o=Root

Create Object of Type Organkzational Unit

[ en=Debians zhwanagy
[ en=Debiang n3gskuct

en=Fedora30_Supcxxob
[} en=Fedora3z mi7nha

[} en=Fesroa31_kzamxig

[ en=ubuntut4 isebioky

[ cn=ubun16 oSorwdng
{) en=Ubuntu1s_k202ice

[} en=ubuntuzo 19qckavd
@ cn=admin

= @) en=helpdesk.intemal

[ gl cn=prolicy

@ [ entestuser
*lebﬂSsardﬂ
Details f Check
s Croale  Search
Details f Check

HEEEEEEEEDEDE EEE @

Activate the Group cn=helpdesk-internal.



(i@ oz Duectory 2)

B 9 osftaot(19)

o [ meDebia nagusuct

Create [ Search

M Homa  Admin  Creatn  Seach  import  Datsbases  StataScs | Applications  About | Logout

Obiect sn=helpdesk-internal s=fset &

LOAP Acions. Chject Diiads.
B Deiein s object Oject classius]  groupOfames
) Copy this obect Actount ls urique: Yes fin gemol)
) Mo wis obpect Group acibabed:  Ho Astivte il 0
& Exportto LDWF
i Aa members
AL Standard adt mode

helpdes ke ntemal

Pasingroup [UNIX Group)

Deseription / Nole

# Home  Admin Creale | Search Import Dalabases  Siatistics  Applications | About  Logout

WobADM Settings 'ou can edit this atiribute once object is croated.

=R o

il

g_'

I
|

i

Add Exionsion Webadmgroup io cr=helpdesk-internal.o=Root



L} LoaP server (ReDevs Diractory)

RGDevs Directory, (2)
# A3 de=WobADM
E ¥ e=Root (19)
B [J en=ContosT uoi3sia
n=CanQSE_STeypodn

|
;

i

[]
n

T
HH

it

H

&
a2

B [ o=
B i ousintemal
*cnmrm-m
Deatails ! Chack
*Mﬂtiwlﬁ‘l
Dhatails / Chack

Add the Attribute Webamdsettings .

Copyright & 2010-2021 ACDov

W Home

Adrmin

Cresate

Account is Unigue: s fin peroct)

Group actvated:  Yes Desctrvate

A Abaut

Secure Pasawerd Ressl (1 acSom)

Clickon Administration Help Desk,selectthe User Search Scope

bottom of the page, hit Apply .

Add Extension Webadmgroup io cnehelpdesk-internal,onRoot

The object will b extended with the objectciass Webadmgroup, @
No new atribute will be added to the object during extansion.

o [

. L -

ol Y|
halpdesk-inernsl Penams
‘Wisbadmsatiings (WebAD Setbngs) v Add |
Posingroup (UNIX Group) | Asd
groupaframas u]
WHBIITROUD o
enzadminozRest @:M

andsetitto ou=Internal,o=root .Atthe



Please click to select objects (U]

o i Pl

RCDavs Dirsctory (2) X : |
M) de=\WabADM # Home  Admin | Create Search Import Databases  SiaSases  Applications  About | Logoul
B @ oeRoot (19) == = =
WebADM Vakia(s) for crehaipdesk-intamal o=Root
@ [ en=ContOST w3z ngs
@ [J creCentoss STeynotn "o p—
Z g mw RAESA A asliciplion Eapear ou=Internal, o=Roat
S5H Public Koy Server
@ ([ en=Dobians nagskue Usar Search Scopos.
a @ et : " Administration Help Dusk
0 [ e=Fedom30_Supcoab Craill) & BAME. Brovide #|_seiect |
& a en=Fedord? fpiThir Secure Password Reset List of Search Baso (D). All users in this sublroes are manageable i activaied with the HelpDesk.
a a cn=Fodorasd_Buggsdts Lisor Sedl-Sarvion Dosk D Lisar Saarch Afiribuins SAmMaccountnama, uid, ghvannama
0 Q ceFoonedt i e anin Coma separated list of ltibutes used for the =ser g leg i, gvanniama)
@ ([ ensubunis isebiky
@ [ enslbuniuts pozwing Aowd et
@ [ enstbunits k2ozcs O Alow User Activation ) Yos (defaurty ) Mo
@ [ cosUbuni2o_19ackmd When enabled. aperators can activate users.
@ @ cn=admin [ Aow Used bnfos Mansgement =) vos (defaus) () No
a @ When enabled, users can change their mobie, smai and language.
o & [ Ao User Password Change  (5) Yes (defaut) ) No
@ [ eostestuser b
‘When enabled, users can change thair LDAP passvwond.
@ g susiniemal Pastword change requires the PwReset WebAgp to ba inssalled and enabiled.
The password policy settings should be configured in PwRoset.

£} L08R Sarvar (BEOwv Draciony) r I rdl i S
B | R e mg R
(@ BCOws Direcsory (2) ; ; . . ]
A seehanaDs M Home  Adwin | Creale  Search  Iwport  Databases  Sulsbcs  Applcaliond  AbSul | Logeed
B Wy e=Rost (19) °
erruipde k-intarnal c=Acot
B [ cxtenos? wsam ot
@ [ emCar0ss STeveode T S ey
@ [ en=esanto_viaviia O Delolnmiaobject | Cejociclaasies)  groupOfiames Securs Paawond Rosel {1 acson}
0 [ ceDebans seaoy 2] Gogy Pin biject Account is urique: Yes {in gamat) Usar Soff- Augasration (1 actions]
In} a an=Dmbiant_higskuct ] Move this cbject WebADM satiings: 1 settings [CONFIGURE]  SMS Hub Sere [1 actions)
@ ([ ereFedomh qyihmese &, Export b5 L0F Group actvated:  Yea Deacivas (0
o [ oefaion® semmh Sl
o [ erFasoniz pim O St el
0 ([ erfaend) tumens
Objact Hame i
@ [ coFesan koems Bare aa fleoeps
0 [ soimurns sy A Anzhuen (B} Businesscategory v haa |
@ [ erusumain o —
z g A0 Exwnalon {1} Prosisgrous UNIX Group) v | asd
@ [0 enbbumszn_dockav
0 (@ onmadmn ampsinames O
@ i en=heesosk intomal websdmrou o
E&M Giroup Mamber
- B T |md vakaa] [delsie stiruis] enendmin,osFoot i
Eam WabADM Setsngh HelpCesk UsarSearchSoops se " ousinber nal cefoat™ Edt
iy e HistoDiesh (psed Searih Secges: cusbotarnal o foct
Croate I Saarch
W tads | ok

Move the users, forexample, test-user to ou=TInternal,o=root .

Navigateto Applications Tab> Self-Service > Administration Help Desk (HelpDesk) > CONFIGURE.

Verifiy that the User Search Scopes isnotset.



cn=helpdesk-internal osRoot

-

H en=Fodemz_gyZBmbsr Group allowod to Iog in Helpdesk appication

[0 userSearch Scopas

| Seiect

ﬂ en=Ubunuid_I5edilky List of Senrch Basn (DN). All users in this s if wilh the HalpDoak.

[ Usar Search Attributes

Famaccountname,uid, givennams

E ensUbuntu20_ 19ackavd Coma separated list of attributes used for the user fog uid], 1]
@ cn=agmin Allowsd Faatures
& i cosholodoskcintomal [ Allow User Activation ) Yos (dfaut) ) Mo
m&m Whan onablad, oparalors can activaln Lsers.
& ¢y ousintomal (1) D Al Unsrinios Manaciusent ® You O he
& Cn=tegd-user & dalmull)
c?...,gm When enablad, users can changs thisi mobilie, email and language.
*c.-m..rsn‘:-u. [0 Asow User Password Changs (3 Yes (default) () No
-:n:n.is-:-m When enabled, users can change their LDAP passwond,
e e Passwoed changs requires the Pwiosot WobApp to ba instalied and snabled.

Finally, checkinthe HelpDesk ifonlythe test-user canbe searched.

L HELPDESK

Homa | Dashboard

Q USER SEARCH

Sebect the user you want 1o manage.
Login Name: test-user

DN: en=test-user,ou=ntermal,o=Root
Full Hame: test-usar

Domains: Default

iesi-usar

Other users will not show up inthe User Search.

& HELPDESK

Home | Dashboard

Q USER SEARCH

Select the user you want 1o manage.

The passwoed policy saltings should ba configured in PwResat.

You are leaged on as admin | EiE | @ Logout

Helle admin.

You are logged on as admin | IS | ® Logow

Hello admin.



4.2 User Search Attributes

The LDAP attribute User Search Attributes defineswhich attributes are searched when a search in the
Administration Help Desk isdone.You should adjustitto match what attributes are relevant for search in your LDAP

directory.

User Search Attributes

Coma separated list of attributes used for the user searching (eg :samaccouniname,uid, givenname)

5. LDAP Permissions

Actions done fromthe Administration Help Desk application are executed withthe proxy user tothe LDAP

directory, or with Login DN user permissions in case of LDAP Mount Point. Please see the proxy_user rights document for

further details.

6. Token Enrollment

Please see the Administration Help Desk Token for further details.

7. Secure Mail

Please see the Email (OTP, Alerts) for further details.

This manual was prepared with great care. However, RCDevs Security S.A. and the author cannot assume any legal or other liability for possible errors and their consequences. No
responsibility is taken for the details contained in this manual. Subject to alternation without notice. RCDevs Security S.A. does not enter into any responsibility in this respect. The
hardware and software described in this manual is provided on the basis of a license agreement. This manual is protected by copyright law. RCDevs Security S.A. reserves all rights,
especially for translation into foreign languages. No part of this manual may be reproduced in any way (photocopies, microfilm or other methods) or transformed into machine-readable
language without the prior written permission of RCDevs Security S.A. The latter especially applies for data processing systems. RCDevs Security S.A. also reserves all communication
rights (lectures, radio and television). The hardware and software names mentioned in this manual are most often the registered trademarks of the respective manufacturers and as
such are subject to the statutory regulations. Product and brand names are the property of RCDevs Security. © 2024 RCDevs Security S.A., All Rights Reserved


http://127.0.0.1/howtos/proxy_user/proxy_user_rights/
http://127.0.0.1/howtos/helpdesk_admin/helpdesk_usage/#4-token-enrollment
http://127.0.0.1/howtos/email/email/
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