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Bi Nitrokey - PIV

Nitrokey PIV PIVKey SSH Hardware Tokens

Authentication with a Nitrokey / PIV

In this How-To we will configure a user in WebADM for using a PIV key. We need a WebADM server already configured.

1. Import the Inventory

We need to create an inventory file like this:

"Type","Reference","Description”,"DN","Data","Status"

"PIV Device","<ID1>","PIV Nitrokey","","Publickey=<pub_keyl>","Valid"
"PIV Device","<ID2>","PIV Nitrokey","","Publickey=<pub_key2>","Valid"
"PIV Device","<ID3>","PIV Nitrokey","","Publickey=<pub_key3>","Valid"

For my test, | have a Nitrokey Start with a PIV certificate and luse gpg2 --card-edit forthe management of the Nitrokey.

Please follow this documentation Nitrokey - Installation.

We need to extract the public key. | do it with pkcs15-tool:

-bash-4.2# pkcsl5-tool --read-public-key 03
Using reader with a card: Nitrokey Start

MIIBIJANBgkghkiGO9wOBAQEFAAOCAQ8AMIIBCgKCAQEAWiIBZ8g4yHIiKPSr/Kg4E
CAJLHch+Kh6w6emzn9ZRxSfrBofSO45x170i7UsG80IrBRMIVTgXOzgMbTwnnPjk
pep9dKe4FHEMaPEVNYhAwWHDMGVhbYBcf7Ru3CsCMIONPgmbjeV/+zGsMxq8XbZLKP
doWA4EjtneTpgD8ummiplZBTuaFXGi3D/SDxAWTy3DIA+QtUSE2HpU7tZghi5ygiy
9przQct/pMCNX8W]gkLC58g/UtnVeClkh2GGalFrODR2hYOIhWQYhzNH5FzIBmEE
NcPucSwB7/r0abVOhdW52qWXECGBIjKAXrA16n/4QsF)NIPjays|5Pv4ZBqM86jo
gwIDAQAB

We can create afile called nitrokey.csv withthe serial number as ID and the right public key:

"Type","Reference","Description”,"DN","Data","Status"
"PIV Device","67090940","PIV
NitroKey","","PublicKey=MIIBIjANBgkghkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEAwWiIBZ8g4yHIiKPSr/Kg4EcAJLH¢

We import the file. Underthe Tmport tab,weclickon Tmport Tnventory File:


http://127.0.0.1/tags/nitrokey
http://127.0.0.1/tags/piv
http://127.0.0.1/tags/pivkey
http://127.0.0.1/tags/ssh
http://127.0.0.1/tags/hardware-tokens
https://www.nitrokey.com/documentation/installation#p:nitrokey-start&os:linux
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# Home  Admin  Cluster Create  Search Import  Databases Statistics ~ Applications  About  Logout
Import LDAP Objects

You can import LDAP objects to WebADM with both LDIF scripts or CSV files.
You can import WebADM localized messages and inventory items with CSV files only.

+ The LDAP Data Interchange Format (LDIF) is a standard for representing LDAP content and import requests.
WebADM LDIF data may only contain "add" or "delete” directives and object updates are not supported.

» The Comma-Separated Values (CSV) format is a standard for storing attribute-based data in plain-text files.

Import LDAP Objects

Import LDIF Data File Import CSV Data File

Import WebADM Localized Messages [ Inventory Items

Import Message File Import Inventory File

We choosethe nitrokey.csv fileandclickon ITmport :

ADM - C]
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# Home  Admin Cluster  Create  Search Import  Databases Statistics ~ Applications  About Logout
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Inventory Items CSV Import

Import File: Browse...  nitrokey.csv

Type of File: RCDevs Inventory j

Importas Active: @ Yes  No

Visibility Scope: @ ~ Select
WebADM Inventory files are provided as cleartext or encrypted CSV files.

Encrypted CSV file are available only if you own a valid Enterprise license.

If you are importing Yubikey Token data provided by Yubico or generated
by the 'Yubikey Personalization Toof, then choose the 'Yubico CVS' above.

If you import a CSV file generated by the 'Yubikey Personalization Toof,
please configure the 'Yubico formaf under the settings tab in the tool.

Import Cancel
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# Home  Admin  Cluster Create  Search Import  Databases  Statistics  Applications = About  Logout

Inventory ltems CSV Import

Processing record 1/1 PIV Device:67090840 (PIV NitroKey)... Ok

Now, the PIV key is present in the inventory:

# Home  Admin  Cluster Create  Search Import Databases  Statistics  Applications  About | Logout

Database Viewer for Inventoried Devices (1 resulis out of 1 inventory items)

| Fatars () |
item Type j Equals j | Add Fiter |
| vaid || Lost || Broken | Expired ||| Enabled | Disabled |
 DisplayOptions | IwemoryActons

o Delste selected items |

= {7 Scope selected items
Page results 30 ;l &, Re-encrypt inventory
S Chack Links / Scopes

ineﬁevem_mun j

{ Rafrach ) [5) import from CSV file
Export as CSV / XML

—

| Unk LA | Add INAI 2Dele(Sofwareencopton) @D valid -

2. Assign the Nitrokey

We select the user in the LDAP tree on the leftandadd a UNIX Account extension:
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# Home Admin Cluster Create Search Import Databases Statistics Applications About Logout

Object cn=test-user,o=Root 0

test-user
LDAP Actions Object Details Application Actions
i Delete this object Object class(es):  webadmAccount, person MFA Authentication Server (14 actions)
(2] Copy this object Account is unigue: Yes (in o=root) SMS Hub Server (1.actions)
I'_E Move this object WebADM settings: None [CONFIGURE]
& Export to LDIF WebADM data:  None [EDIT]
&, Change password User activated:  Yes Deactivate
# Create certificate Logs and inventory: WebApp, WebSty, Inventery. Record
m' Unlock WebApp access
(D Advanced edit mode
Qbject Name test-user Rename
Ada Atriout (8) Mobile Phone Number ~| Add
Add Extension (1) UNIX Account j Add
add values] test-user
Last Name
[add VH!UBS] test-user
Email Address
[add values] [delete attribute] agh.c =
Description / Note
[add values] [delete atiribute] 1ast-uaar
First Name P
[add values] [delete attribute] e
Organization el
[add values] [delete attribute]

Apply Changes | Re-Encrypt | Delete Selected

Weclickon Proceed :
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# Home  Admin  Cluster Create Search Import  Databases Statistics Applications  About Logout
Add Extansion UNIX Account to cn=test-user,o=Root

In arder to add the objectclass UNIX Account
you must specify at least 3 new mandatory attribute(s).

Mandatory attributes
UID Number 502
GID Number 100
Home Diractory jhome/test-user

Optional attributes
Login Shell foinfbash  ~|

=3 -

We Extend Object:

_ ' «—¥ __,
t /) =ELes
#® Home Admin Cluster  Create Search Impart Databases Statistics Applications  About Logout

Add Extension UNIX Account to cn=test-user,o=Root

The object will be extended with the objectclass UNIX Account. 0
The following 4 new attribute(s) will be added during extension.

Attribute Value
UID Number 502
GID Number 100
Home Directory  [heme/test-user
Login Shell fbin/bash

Extend Object [T R

Weclickon SSH Publick Key Server:



Enterg
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# Home  Admin Cluster  Create Search Import Databases  Statistics  Applications  About Logout

L6

Object en=test-user.o=Root O

tast-user
LDAF Actions Ohbject Datails Application Actions

Ml Delete this object Object class(es):  webadmAccount, person, posixAe...  MEA Authentication Server (14 aclions)

4] Copy this object Account is unigue:  Yes (in g=ronf) SMS Hub Server (1 aclions)

l‘.’a Move this object WebADM settings: Mone [CONFIGURE] 55H Public Key Server (3 actions)

& Export to LDIF WebADM data:  None [EDIT]

@, Change password User activated: Yes Deactivate 0

# Create ceriificate Logs and inventory: WebApp, WebSry, Inventory, Regord

s’ Unlock WebApp access

{30 Advanced edit mode
Ohbject Name test-user Rename
Add Attribule (9) General Information j Add
Login Name

[add valuss] test-user
Last Name

fadd vaiues] test-user
Email Address

[add values] [delete attribute] a@b.c =
[add values] [delete attribute] ki)

First Mame test

[add values] [delete attribute]

Organization local

[add values] [delete attribute]

UID Number 502

GI0 Number 100

Home Directory fhome/tast-user

Login Shell i -

[delets attribute] fbinfbash J

Apply Changes | Fe-Encrypt | Delete Selected

Weclickon Register / Unregister SSH Key:

# Home  Admin Cluster = Create Search Import Databases  Stafistics  Applicalions  About Logout
SpanKey User Actions for en=test-user,o=Root (3)

Find below the user actions supported by SSH Public Key Server (SpanKey).

! Register | Unregister SSH Public Key

e You can use this action to generate an SSH key pair or
register an inventoried PIV device.

Set or Change Key Expiration
% You can use this action to update the expiration date for a
registered SSH public key.

v Test Authorized Keys
K—% You can use this action to test public key retrieval with
Spankey,

Cancel



® Home  Admin  Cluster Create  Search  Import Dalabases  Statistics  Applications  About  Logout

You can use this form to create a new SSH private key. Please click 'Register’ to start generating your key pair,
Waming: Only RSA private keys can be exported as PPK file for use with PuTTY.

Usemame: | tast-usar

" Generate a new SSH key private key
" Register a FIDO / U2F key

© Register a hardware key (PIV)

" Import an existing public key

Serial Number: | 67090340

010-2020 RCDevs Security, All Rights Reserved

# Home  Admin Cluster  Create  Search Import  Databases Statistics ~ Applications  About = Logout

Register / Unregister SSH Public Key for en=test-user,0=Root

PIV public key successfully registerad

Now, the PIV key is well registered.
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#® Home  Admin Cluster  Create Search Import Databases Statistics  Applications  About Lagout
Register / Unregister SSH Public Key for cn=test-user,o=Root

A 2048 Bits RSA (ssh-rsa) public key is already registered for user and is VALID.
The key does not have an expiration date and will not automatically expire!
The key does not have a maximum usage count.

=====BEGIN PUBLIC KEY--=—-
MIIBIjANBgkqhkiGIwOBADEFAROCAQEAMTIBCOKCAQEAWIBI8gdyH1iKPSE/KgdE
cAJLHch+Khewbemzn9ZRxS{rBofS045x1 7ol TUSGROIrBRMIVTXOzgMbTwnnPik
pepddEed FREMaPEVNYhAWHDMGVhbYBc L TRUICSCMINPgmbjeV / +zGsMxgSXbELER
Public Key: doW4EjtneTpqDBummipl ZBTuaFXGL 3D/ SDXAWTYIDIA+Qt USE2ZHPUTL2qhiSyaly
dprzgct/pMCHXEWIgKLCS 89/ UtnVeClkh2GGalFrODRZhY 0 LhWQYhzNESFz IBREE
HePueSwB7/r0abVihdW5 2qWXECGEI JEAXrALGn/40sFINLPJays 15Pv4 ZBgHE6 jo
gwIDAQRE
=====EHD PUBLIC KEY===== Aﬁ

ssh-rsa

AARRABINzaClycZEAARADAQRBARABAQDCIFNYD]IeWlo9 vBgDgRwAksdyH4gHEDPE

bOf11HFJ+sGh9I7 jnHXuiltSwbwd isFEwhVOBc T0oxtPCec+0516nl10pTgUcQxols
Authorized Key: 81iEDACMwEWFtgFx/tGTcEwIz00+giul5X

{TMawzGrxdtkso92hbgS02d50moPyfaaknVkFOS5oVcalcPYIPEBZPLCOUDSC 1 TRTY

2lTulmCCLnKCLL2mvNBY 3+hkwIl fx¥YmCOsLnyD952dV4EWSHY Y2qUWs4NHaF jSWFZB

iHMOfkXMgEYOD Lw+SXLAHV+VRpLX2F 1bnapZicOIYEiMoBesDXqf .

Key Farmat: RSA
Key Length: 2048 Bits
Serial Number: 67090940

Davice Model: PIV NitroKey

oo

3. Test with SSH
We’ll try with a CentOS 7 as an ssh server.

We install and configure spankey_client onit:



[root@centos7-client ~]# yum install https://repos.rcdevs.com/redhat/base/rcdevs _release-1.1.1-
1.noarch.rpm

[root@centos7-client ~]# yum clean all

[root@centos7-client ~]# yum install spankey client -y

[root@centos7-client ~]# /opt/spankey/bin/setup

Enter one of your running WebADM node IP or hostname []: 192.168.3.236

Do you want to enable SpanKey Client for OpenSSH server (y/n)? [N]: y

Do you want to enable SpanKey Client NSS plugin (y/n)? [Y]:

Do you want to register SpanKey Client logrotate script (y/n)? [Y]:

Do you want SpanKey Client to be automatically started at boot (y/n)? [Y]:

Primary OpenOTP service URL is: 'https://192.168.3.236:8443/spankey/'
Secondary OpenOTP service URL is: 'NONE'

Enable SpanKey Client for OpenSSH server: 'YES'

Enable SpanKey Client NSS plugin: '"YES'

Register SpanKey Client logrotate script: 'YES'

SpanKey Client must be automatically started at boot: 'YES'

Do you confirm (y/n)?:y

Applying SpanKey Client settings from default configuration files... Ok
Retrieving WebADM CA certificate from host '192.168.3.236'... Ok
The setup needs now to request a signed 'SpanKey' client certificate.
This request should show up as pending in your WebADM interface and an administrator must accept it.
Waiting for approbation... Ok

Updating entry 'client_id' in file '/opt/spankey/conf/spankey.conf'... Ok
Updating file '/etc/ssh/sshd_config'... Ok

Updating file '/etc/nsswitch.conf'... Ok

Updating file '/fetc/pam.d/password-auth'... Ok

Registering SpanKey Client service...

Registering SpanKey Client service... Ok

Adding logrotate script... Ok

SpanKey Client has successfully been setup.

IMPORTANT: Do not forget to perform the following actions before you exit this session:
- Start SpanKey (/opt/spankey/bin/spankey start)

- Restart 'sshd'

- Restart 'nscd'

[root@centos7-client ~]#

For the ssh client, we use a Mac mini. We configure it for using the smartcard:

[LO@Mac-mini ~1$ brew install opensc



We try the authentication:

[LO@Mac-mini ~1$ ssh -1 opensc-pkcsll.so test-user@192.168.3.120
Enter PIN for 'User PIN (OpenPGP card)":

Session recording is disabled.

Audit logs recording is disabled.
Session lock is disabled.

Session's max duration is unlimited.

[test-user@centos7-client ~1$ pwd
/home/test-user
[test-user@centos7-client ~]$ exit
exit

>>>> Session's duration was aprox 42 seconds <<<<

Connection to 192.168.3.120 closed.

I’m connected to the server with a user from the LDAP database and authenticated with my PIV key.
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