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B Seeds file conversion

Token

1. Overview

In this how-to, we will demonstrate the possible ways to convert token seed files from different formats into WebADM inventory
format, allowing you to use third-party hardware tokens with RCDevs security solutions. We will also demonstrate how to re-use

software tokens already registered on end-users devices with RCDevs solutions.

2. Seeds Files Format supported by WebADM

2.1 Un-encrypted Inventory

This is the format of an unencrypted RCDevs inventory file which can be imported in WebADM without any conversion:

# CSV import file for RCDevs WebADM
# Generated on April 9, 2019, 4:13 pm

Type, Reference, Description, Data
"OTP Token", "5292530833003", "RCDevs RC200-T6",
"TokenKey=tdxn5faLlOjoNLIjLrIMjUxaZXc=,TokenType=VEQUUA==,TokenState=MA==,0TPLength=Ng==,T'

As you can see, it is CSV file with four entries for each token:

> Type: Referring to the object type (TOTP, HOTP, OCRA or YUBIKEY)
> Reference: The serial number of the Token
> Description: Brief description of the object

> Data: Configuration data for the token

This information can be seenin WebADM > Databases > Inventoried Devices likethis:


http://127.0.0.1/tags/token
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# Home  Admin  Cluster Creale  Search  Import  Databases  Stalistcs  Applications  About  Logout

Filters (0)
Item Type :] Equals j Add Filter
 Valid | Lest || Broken | Expred | || Enabled || Disabled
Display Options Inveniory Actions

@ Delete selected items
{7} Scope selecied items
Pageresults 30 | | & Re-encryptinventory
9 Check Links / Scopes

Retieve max 1000 j

Befeeh [ Import from CSV fle
Export as CSV [ XML
Iem Type  Reference Description Import Date Usger DM Usage Scope  Inveniory Data Enabled Status

OTP Token 8142084577510 @ Yubddikey #2573127 | 2020-11-0911:2249 Uik |[NA] | Add |INA] 5Data(Sofwareencryption) @O  velid <]

As you can see from the above inventory example, the Data field contains multiple items that you need to adjust according to the

properties of your tokens.

A Note

All entries below must be base64 encoded to be imported into WebADM.

The Data field contentsin RCDevs inventory files are the following:

> TokenKey: Token secret key value.
> TokenType: TOTP (time-based), HOTP (event-based), OCRA or YUBIKEY according to your token type.

> TokenState: This is the time offset value for TOTP and counter value for HOTP tokens. Set to 0 by default. If you are not able to

provide the actual value, a Token resynchronization may be required.
> OTPLength: 6, 8 or 10. This setting depends on your OTP length generated by your tokens.

> TOTPTimeStep: 30 or 60 seconds. Useful for TOTP Token. Must match the TOTP Time Step setting of your OpenOTP server.

2.2 Encrypted Inventory

In case you have purchased RCDevs hardware tokens and are using Enterprise Edition of OpenOTP you will receive an encrypted
inventory file. To protect the token secrets, the encrypted inventory file can only be imported and decrypted by WebADM running

with the correct associated license file. Without the proper enterprise license, you will not be able to import it in WebADM.

An RCDevs encrypted seeds file looks like:



Inventory Import File for RCDevs WebADM

Generated on June 20, 2019, 12:55 pm

Encrypted for use with <CUSTOMER> customer license
MD5: 68bc02730eefbal216570d8f38a4e7bd

MCW7jYTpRgP9g0Z5N+Y2+7DobUzK2buPg9yVelhAH+LwDwLQwIZVUamK+164mGx
yckzsWINYX97kN2CyjlwZxw/gm+Y172v9GwGbQKNRmMPaLMQVt3K7X/zIYYtDW1lo
OKSDN2iNovPPTH5RjDLUCbC3gXvWkTktQN7GqrMJnOyZyAXzT6kljoleNUBVMrVe6
MCRdPp44Zbefnwhq50gH0dF9g2XglZGogmAbBuJkRIbI5QzGvj5Y300HR74TzprF
nJOlutexIFfKchOGOgtLjmX/GBpme4E8k/z+uazZqg8BjfSxDxAoXB2mRqfkzYeZXy
Rg/hSuKmvQrg051hx4cQfPIRootYsXMudX]J4vvKQTC1h5gC)6g8yeCR30okFhpYnk
1g7EAiaM24qo2MXq6Hg6iDwxdXuSYKOuuX9nHGngulaFfK449Z7TrnrqDAenvyCl
kLFGZ9zgHgsmHEz4syV66PF1rjt3giaU41AobSKOKPz2MRMIBZ8RSr6zAUCBIlim]j
UexglHUktNDVvkGG5m)nNztBukrg6f799sZNUDipb0OVIjpYCXT4]kleg/pKe44qEl
IMgRqqi+cCDoSWidWXfacdr7Vn/RTLO1katNTwP5nzIluMdkCzPTfA5kjv0IQyB9y
mIRf2XoKcB8gM210hgQKQ9FIADNMHBpPp9733iK4R3Ya2+Q/T82P5mtdHuYhPWRKFH
mkCy8YJ448Fi+71qwN1HrdDiK+/Xg2261DOX/dQ1AwNSuUNLB5RdSDwHa0AQiqg3ps
SFcK+vhKOn/OyLZpP5zOHEYS94EIKAVNQF+YFwGCcRZEOki4lySPDtgknnETZireb
hXy60sqfHb3R3IZJxFRLU7TUgbkdxlJnx+Qck]iYsDwK6]KwUnOBgBkNIJ91Wwlz)JvPo9M+3/Ughpill845nGKMIjd2QC50t0ZwzQQdVzgb+WLgavgNRdHDd
p2x2rns+GLX6187ncvUDmcKukB/ANCScggz3iedbcolDdnNQNCv2KMQM6LHovcNZ
VVUrazZ7QuVAfuGHyBZzCDUkU7vO/zwvMu7hPnuS1GVfOXm68EApuOAeajYA615Es
s1S2YKMEalALimHoV6T4ND26Sw0OD+GxaW6q33gBJEvWSecy0x1biUbCEI3kAjSoT
0g7SA82Wo00a6bNH+jQBWdAYO0IfID1)Zu8ct)Gf77iZ523WpHtcgjmNfuM8XgODMVjV
893gCObYglpHITp70SadscloVhmJE723RXt711kCH+dcjioWBuj1/S/Oh97I1EXS]
PVQQhux/BmxMwqgM51lihG68k/VaOOPuWJUg5+UEHD5yx2md6rijmio228p8X6Zsvh
V2A/PnXaA7z8F9BiRFMcyTHzZNQWNjTodi52HtnfOLOKmM1gCIHfTBEOVGVLS5FNOx
nVupskBe/QE6E8uOXQ65Ue3qIG5iWG6cu+igHCEDPV7mOC7KX0TXCnel6k7gbNPQ
SmoC/4N627k5aR5Em/LEzcDH8vmCyde+UeaAOm5hPBEDSaDAeeolFRFrFVduOOF6
IdnBVTUjwjBoInB)71QljZHse6zwlLw1/RBpLpR1kOv1)f1+ZPQAogxu5vXkSBVXb

No conversion or data extraction is possible with this kind of inventory file. If your objective is to use the RCDevs Tokens with

another solution than WebADM, you should contact the RCDevs sales team and ask for Token seeds in standard PSKC format.

3. Seeds Files Conversions for Hardware Token import



To use hardware Tokens from another provider, you have to convert the seeds file from your provider to the format supported by

WebADM. The format is described in part 2.1 Un-encrypted inventory. Once the file is adjusted, then you can import your new

inventory file into WebADM database.

3.1 Deepnetsecurity Tokens (SafelD/Mini) conversion into WebADM Inventory

This is an example of Deepnet Security inventory file:

<data>

<header>
<manufacturerCode>DN</manufacturerCode>
<productCode>ST</productCode>
<encode>HEX</encode>
<encrypt>AES256</encrypt>

</header>

<tokens>

<token>

<serial>12345678</serial>
<seed>1A2B2395A3B45D11AFBADC510FE860035C4ED6925B12064B3B02D6FB99C5519A</seed>
</token>

</tokens>

</data>

In this case, the secretis 1A2B2395A3B45D11AFBADC510FE860035C4ED6925B12064B3B02D6FB99C5519A in
Hexadecimal format (this means that you have to convert first the value from Hexadecimal to Base64 to be managed by

WebADM).

> HEXADECIMAL = 1A2B2395A3B45D11AFBADC510FE860035C4ED6925B12064B3B02D6FB99C5519A
Converted to:

> Base64 = GisjlaO0XRGvutxRD+hgA1xO1pJbEgZLOWLW+5nFUZo=

The Serial value mustbeusedas Reference value after conversion for WebADM. This value is used for Hardware Token

assignation and should not be converted.

After conversion, the seed file looks like this:


http://127.0.0.1/howtos/tokens_seed_conversion/seeds/#2-1-un-encrypted-inventory
http://127.0.0.1/howtos/hw_token/hw_token/

Type, Reference, Description, Data
"OTP Token", "12345678", "SafelD/Mini",
"TokenKey=GisjlaO0OXRGvutxRD+hgA1xO1lpJbEgZLOWLW+5nFUZo=,TokenType=VE9QUUA==,TokenState=M

I can now import that file into my WebADM inventory database.

! —
copvﬁgﬁgzm-zoén'ﬁéﬁ. HMMT E : %

# Home  Admin Cluster Create Search Import  Databases Statistics Applications About Logout

Inventory Items CSV Import

Import File: Browse... tokens.csv

Type of File: RCDevs Inventory j

Import as Active: QO ves ) No

Visibility Scope: O Select

WebADM Inventory files are provided as cleartext or encrypted CSV files.
Encrypted CSV file are available only if you own a valid Enterprise license.

If you are importing Yubikey Token data provided by Yubico or generated
by the 'Yubikey Personalization Toof, then choose the 'Yubico CVS' above.

If you import a CSV file generated by the 'Yubikey Personalization Toof,
please configure the 'Yubico formaf under the settings tab in the tool.

=3 -

BEoes

# Home  Admin Cluster Create Search Import Databases  Stafistics  Applications ~ About = Logout

Copyright © 2010-2020 RCDevs Security,

Inventory Items CSV Import

Processing record 1/5 OTP Token:8142984577587 (dddYubikey #2573124)... Ok
Processing record 2/5 OTP Token:8142984577588 (Yubikedy #2573125)... Ok
Processing record 3/5 OTP Token:8142984577589 (Yubikeyd #2573126)... Ok
Processing record 4/5 OTP Token:8142984577510 (Yubddikey #2573127)... Ok
Processing record 5/5 OTP Token:8142984577511 (Yubikdey #2573128)... Ok

Ok
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# Home  Admin  Cluster Create  Search  Import  Databases  Stalistics  Applications  About  Logout

Filters (0)
Item Type :j Equals j Add Filter
valid || Lost Broken Expired | || Enabled || Disabled
Display Oplions Inveniory Actions

Retriove max 1000 | @ Delete selected items
{7} Scope selecied items
Pageresults 30 :J @, Re-encrypt inventory
9 Check Links / Scopes

Befree [B) 1mport from CSV file
Export as CSV [ XML
Iem Type  Reference Description Import Date Usger DM Usage Scope  Inveniory Data Enabled Status

OTP Token @142084577510 @ Yubddikey #2673127  2020-11:09.11:22:49 ~ Link |INA] | Add |[NA] 5Data(Sofwareencoption) @O — veid -

| can assign this token to a user using the Token Reference. Have a look on the following documentation for Hardware Token

Assignation.

The Token may require resynchronization to be used correctly. Have a look on part Resync Hardware or Software Tokens to

perform the token resynchronization.

3.2 PSKC Files conversion into WebADM Inventory

If you already have a standard PSKC file from your Token provider, then you can use the following script on your WebADM

instance to convert your PSKC file into a WebADM inventory file:

[root@webadm ~]# /opt/webadm/websrvs/openotp/bin/pskc2inv
WebADM Inventory converter for OATH PSKC files
Usage: pskc2inv <pskc-file> <inventory-file> [ <decryption-key>]

Here is an example of PSKC seeds file who can be provided by RCDevs (PSKC format is only provided by RCDevs if asked by the

customer):

[root@webadm bin]# cat pskc.csv


http://127.0.0.1/howtos/token_registration/token_registration/#2-1-2-hardware-token-registration
http://127.0.0.1/howtos/tokens_seed_conversion/seeds/#5-resync-hardware-or-software-tokens

<?xml version="1.0" encoding="UTF-8"?>
<l--

OATH PSKC import file for RCDevs WebADM
Generated on April 9, 2019, 4:13 pm

-—->

<KeyContainer Version="1.0" xmIns="urn:ietf:params:xml:ns:keyprov:pskc"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#" xmIns:xenc="http://www.w3.0rg/2001/04/xmlenc#">
<KeyPackage>
<Devicelnfo>
<SerialN0o>5292530833003</SerialNo>
<Model>RCDevs RC200-T6</Model>
</Devicelnfo>
<Key Algorithm="urn:ietf:params:xml:ns:keyprov:pskc:totp" I[d="5292530833003">
<AlgorithmParameters>
<ResponseFormat Length="6" Encoding="DECIMAL"/>
</AlgorithmParameters>
<Data>
<Secret>
<PlainValue>tdxn5faLlOjoNLIjLrIMjUxaZXc=</PlainValue>
</Secret>
<Time>
<PlainValue>0</PlainValue>
</Time>
<Timelnterval>
<PlainValue>30</PlainValue>
</Timelnterval>
</Data>
</Key>
</KeyPackage>
</KeyContainer>

To convert it into a WebADM inventory file, | use the pskc2inv script like below:

[root@webadm bin]# ./pskc2inv pskc.csv webadm _inv.csv
Successfully converted 1 PSKC tokens.
[root@webadm bin]#

The new WebADM inventory file has been created and can be imported through WebADM admin GUI.



[root@webadm bin]# cat webadm_inv.csv
# OpenOTP Inventory export for OATH PSKC
# Generated by OpenOTP on January 3, 2020 10:03 am

"Type", "Reference", "Description", "Data"
"OTP Token", "5292530833003", "RCDevs RC200-T6",
"TokenType=VEQUUA==,TokenKey=tdxn5faLIOjoNLIjLrIMjUxaZXc=,0TPLength=Ng==,TOTPTimeStep=MzA=

3.3 Safenet/Gemalto Seeds File conversion into WebADM Inventory

RCDevs also provides a script to convert Safenet seeds file into a WebADM inventory file:

[root@webadm ~]# /opt/webadm/websrvs/openotp/bin/safenet2inv
WebADM Inventory converter for SafeNet files

Usage: safenet2inv <safenet-file> <inventory-file> <token-type>
Token type can be TOTP or HOTP

4. Software Tokens Migration from another Solution to WebADM

If you already have software Tokens registered on end-user devices, the token can be re-used with WebADM and OpenOTP if you
still have the secret keys of the registered tokens. This can be done by Manual Token Registration on a user account through
WebADM Admin GUI, API or Self-Services.

For Manual Token Registration through WebADM GUI, goto WebADM GUI > <USER_ACCOUNT> >
MFA Authentication Server > Register/Unregister OTP Tokens >

I use another Token (Manual Registration) and provideinformation regardingyour token.



;: Edlliun v2.0.7 E : % D |

# Home Admin Cluster Create Search Import Databases Statistics Applications About Logout

Register / Unregister OTP Tokens for ¢

‘You must register a Hardware or Software Token for the user to start using it.
The registration consists in synchronizing a Secret Key and an initial Token state.

Instructions to manually register a new Hardware or Software Token:

1. With Software Tokens, install the Token application and setup a new registration.

2. If the Software Token generates the Secret Key itself then enter the key in the required format below.
The Secret Key size is 20, 32 or 64 bytes (40, 64 or 128 hexadecimal characters).

3. If the Software Token asks for a pre-generated Secret Key, choose 'Key generated by server' in the Key Mode below.
4. Click the 'Register’ button below.

Register Token: ~ Primary Token j

| use a Hardware Token (Inventoried)

| use a Yubikey Token (Inventoried or YubiCloud)
e | use a QRCode-based Authenticator (Time-based)
\ J | use a QRCode-based Authenticator (Event-based)

© 1 use ancther Token (Manual Registration)
Token Type: | OATH TOTP (Time-Based) ~|
Key Mode: Key generated by Token (Default) j
Key Algorithm:  SHA1 (Default) ~|
Key Format: Hex (Default) j
Secret Key:

Optional Information

Expiration Date: Edit

This is the API method and description which can be used to do the same thing:
Register a TOTP Token
Muothod: OpenOTR.TOTP_Register | Roturns: Boolean
Required Paramaters ‘Dptional Faramaters Thie key ia the Token binary random seed and musd bo baseB4-encoded

iy beegth can b
= 20 Bytes for a SHAT OATH Token

+ dn (Sting) = state (S¥ing) - 32 Bybéa for & SHAZSE OATH Teken
« Koy (Basag4) « seashon (Siing) - 64 Bytos for o SHAS12 OATH Token
. id “nmh Tho id incdicates which Token Ilstl‘llm-meh Tokens are aliowed,

By dofault whan id is not set) the primany Token is solected.

Rt trus on sutcess and falie on emor,

For example, | can re-use my Token registered on my Google Authenticator if | know the following information regarding my

Token:

> Token Type: TOTP, HOTP or OCRA.



> Key Algorithm: SHA1, SHA256, SHA512. (SHA1 by default)
> Key Format: Hexadecimal, Base32, Base64

> Secret Key: The secret key of your current Token.
The secret key size depends on the chosen key algorithm. By default, the size of the accepted keys have the following length:

> SHAL - 20 bytes
> SHA256 - 32 bytes
> SHA512 - 64 bytes

To allow non-standard key sizes, the SHA1 algorithm is assumed for all other key sizes in the WebADM.

5. Resynchronize Hardware or Software Tokens

To resynchronize a Token, the Token must be assigned to a user account. Once the Token is assigned to a user, click on that user
account through WebADM GUI > Application Actions > MFA Authentication Server >

Resynchronize Tokens .Enterthe current OTP provided by the Token and click the Resync button.

Copyright © 2010-2020 RCDevs Security, All Rights e y e -

# Home Admin Cluster Create Search Import Databases Statistics Applications About Logout

Resynchronize Tokens for cn=ttester,o=Root

TOTP Token just need to have time correctly set to be synchronized.
Adjust the Token time with the time displayed below.

Current Time: 11/09/2020 2:24:46 PM

Current OTP: | 955878

v

You should have a message like below if the synchronization process worked:

TOTP Token has been resynchronized

Event-based tokens can be resynchronized either by providing the counter value or by generating two sequential OTP’s and

providing them in the resynchronization page.
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