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Bi WebADM As Subordinate Certificate Authority

1. Overview

RCDevs’ suite offers a public key infrastructure service and that functionality is mandatory for the proper functioning of RCDevs

solutions.

The default setup is to make WebADM/Rsignd a standalone CA. In that scenario, you just need to follow the default WebADM

setup.
For customers which already have a CAin place and running, you can configure WebADM as a subordinate CA.

This document will present you with how to configure WebADM as a subordinate certificate authority of your enterprise
certificate authority. In that document, we demonstrate it with a root CA configured on Windows Server 2019. You need at least

WebADM v.2.1.
The steps to achieve this configuration are the following :

> Have a root/enterprise or subordinate CA already configured (not shown in that document),

> Generate from your enterprise CA a subordinate CA certificate and key pair to be used by WebADM (not shown in that

document),
> Import the subordinate certificate and key pair freshly generated in WebADM,

> Generate the cerfticate signing request (CSR) and the key which will be used by WebADM SOAP services (webadm.csr and
webadm.key),

> Use OpenSSL to submit the CSR and get back the certificate issued and signed by our new subordinate CA.

A Important

These steps must be done before you implement anything with WebADM and its components, or before you issued any certificate

with WebADM internal PKI. Else you will have to renew all certificates used in each deployed component using the SOAP API (port

8443). Actions must be performed just after the [JAS)RWATZYEXEWAERWELEREN sCript on the master node before configuring
WebADM in cluster mode. Once the master is properly configured as a subordinate CA, the slave setup can be normally done as

described in the

2. ROOT/Enterprise Certificate Authority

Please, refer to your PKI provider documentation to set up your root/enterprise certificate authority. We assume in that
documentation that the root CA is already configured. My enterprise certificate authority is called SUPCAAD2. Found below, the
details of my root CA:


http://127.0.0.1/howtos/webadm_install/webadm_install/

n  Certificate X

General Dpetails Certification Path

La Certificate Information

This certificate is intended for the following purpose(s):

¢ All issuance policies
» All application policies

Issued to: SUPCAAD2

Issued by: SUPCAAD2

valid from 06.07.21 to 06.07.41

Issuer Statement

[ o |




n Certificate

General Details Certification Path

Certification path

[ SUPCAAD2

View Certificate

Certificate status:

is certificate is OK.

Found below, the content of my root CA certificate :



MIIDpTCCA02gAwWIBAgIQVz4fdQJ2QZhGn)2/KomwAjANBgkghkiGO9wOBAQsFADBZ
MRMwEQYKCZImiZPyLGQBGRYDY29tMRYWFAYKCZImiZPyLGQBGRYGcmNkZXZzMRcw
FQYKCZImiZPyLGQBGRYHc3VwcG9ydDERMABGALIUEAXMIU1VQQOFBRDIWHhcNMjEw
NzA2MTYXNTUS5WhcNNDEWNzA2MTYYNTU4WjBZMRMwWEQYKCZImiZPyLGQBGRYDY29t
MRYWFAYKCZImiZPyLGQBGRYGcmNkZXZzMRcwFQYKCZImiZPyLGQBGRYHc3VwcG9y
dDERMA8GA1UEAXMIU1VQQOFBRDIwggEIMAOGCSqGSIb3DQEBAQUAA4IBDwWAwggEK
AoIBAQDCVs3A/ksabY9Ljz+MhZbbQR4gZB6m/ofHdMzB+Am7Tsv4x9ulbB597jDQ
qNaOoW6QVtUGHZYoYFXswiteyibFUIGTEjdPhDxU/SYvmGnmwZObEHIIS4/x]YW/
MvO3ykEul6Ugo8zAVc5ABQ1CjHi+ZtuaLy+A9eyxAeFL1emxvibUn2mQvmmbUOtX
Xt3c15iY33fAqgE1+pHmM6E7MdUrVpESX5ynaQCgelL9BTgNbfuS00rk62UPoCx0ql
C/K9Dql7f7PQRntk56NKdelb600/xRuUcDx8XK1luyualHFHZS2q7pjwlZFG8aRV2
ly1S8PxvalPi9RzXEO9AX+Mft/61AgMBAAGjaTBNMBMGCSsGAQQBgjcUAgQGHgQA
QwBBMA4GA1UdDwWEB/WQEAwIBhjAPBgNVHRMBAfSEBTADAQH/MBOGA1UdDgQWBBTa
810810jn2sDzuzREii1INThrF3zAQBgkrBgEEAYI3FQEEAWIBADANBgkghkiGO9wOB
AQsFAAOCAQEAODLcWmMSutShVG3gPpX5dCxOKGsfBeGJirpCrupSWeDy20AsyZUfl
vww/]YibjBD2RxOO0ikA8sAtjMmivzvLWaHkTZVpxgTQEUqoHqiOWAK]jTvAZIjvt
0qgxlso8HZPqZXAuVHWA4wOZalLKeZSoE2q)jAuYfHVI7ZILqQUHeQ7i28nuZvQJtnDw
2292RfmbFEGIL9UAIe7i6KdVS6ApXx9P)yt8vjN8OhLECc2h94KKCK2S/q6¢STbIIP
JHMSmMB8SEGSHOAfdr6cVtLgH9FCxNQmyoPI8ISyQa6/HgrdwENoeExQ2X1059vkgy
/RjlIEukzs8c3B7cw9C3ViG7AVPwxrObosw==

Information contained in my CA certificate read with OpenSSL:

openssl x509 -in SUPCAAD?2.crt -text -noout

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
57:3e:1f:75:02:76:41:98:46:9¢:9d:bf:2a:89:b0:02
Signature Algorithm: sha256WithRSAEncryption
Issuer: DC = com, DC = rcdevs, DC = support, CN = SUPCAAD?2
Validity
Not Before: Jul 6 16:15:59 2021 GMT
Not After : Jul 6 16:25:58 2041 GMT
Subject: DC = com, DC = rcdevs, DC = support, CN = SUPCAAD?2
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (2048 bit)
Modulus:
00:c2:56:cd:c0:fe:4b:1a:6d:8f:4b:8f:3f:8¢:85:
96:db:41:1e:2a:64:1e:a6:fe:87:¢7:76:6¢:c1:f8:
09:bb:4e:cb:f8:c7:db:a5:6c¢c:1le:7d:ee:30:d0:a8:



do:8e:al:0e:90:56:d5:00:1d:96:28:00:55:ec:c’:
2b:5e:ca:26:¢5:50:81:93:12:37:4f:84:3c:54:1d:
26:2f:98:69:€6:¢1:9d:1b:10:72:25:4b:8f:f1:25:
85:bf:32:f3:b7:ca:41:2e:97:a5:20:a3:cc:c0:55:
ce:40:05:0d:42:8c:78:be:66:db:9a:2f:2f:80:f5:
ec:bl:01:el:4b:d5:e9:b1:be:56:d4:9f:69:90:be:
69:9b:50:eb:57:5e:dd:dc:d7:98:98:df:77:c0:aa:
01:35:fa:91:e6:e8:4e:cc:75:4a:d5:a4:44:97:e7:
29:da:40:28:1e:2f:d0:53:80:d6:df:b9:2d:34:ae:
4e:b6:50:fa:02:¢c7:4a:b5:0b:f2:bd:0e:a9:7b: 7f:
b3:d0:46:7b:64:e7:a3:4a:75:e2:1b:eb:4d:3f:c5:
1b:94:70:3c:7c:5c:ad:6e:ca:e6:b5:1c:51:d9:4b:
6a:bb:a6:3c:25:64:51:bc:69:15:76:97:2d:52:0:
fc:6f:6a:53:e2:f5:1c:d7:10:ef:40:5f:e3:1f:b7:
fe:ab
Exponent: 65537 (0x10001)
X509v3 extensions:
1.3.6.1.4.1.311.20.2:
...C.A
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Subject Key Identifier:
DA:F0:8D:3C:94:E8:E7:DA:C0:F3:BB:34:44:8A:2D:4D:4E:1A:C5:DF
1.3.6.1.4.1.311.21.1:

Signature Algorithm: sha256WithRSAEncryption
38:32:dc:5a:64:ae:b5:28:55:1b:78:0f:a5:7e:5d:0b:13:8a:
la:c7:c1:78:62:62:ae:90:ab:ba:94:96:78:3c:b6:a0:0b:32:
65:47:e5:bf:0c:3f:25:88:9b:8¢:10:f6:47:13:8e:8a:40:3c:
b0:0b:63:32:68:af:ce:f2:d6:68:79:13:65:5a:71:81:34:04:
52:aa:07:aa:2d:16:02:42:63:4e:f0:19:96:3b:ed:3a:ac:65:
b2:8f:07:64:fa:99:5¢:0b:95:1d:6€:30:39:96:8b:29:e6:52:
a0:4d:aa:26:30:2e:61:f1:d5:23:b6:48:2e:a5:07:79:0e:e2:
db:c9:ee:66:f4:09:b6:70:f0:cf:6f:76:45:f9:9b:14:4e:a2:
2f:d5:00:21:ee:e2:e8:a7:55:4b:a0:29:c7:d3:c9:ca:df:2f:
8c:df:34:84:bl:1c:da:1f:78:28:a0:8a:d9:2f:ea:e9:c4:93:
6e:59:41:24:73:12:9b:¢c4:84:19:21:ce:01:f7:6b:e9:c5:6d:
2e:al:fd:14:2c:4d:42:6¢:a8:3¢:8f:08:4b:24:1a:eb:fl:ea:
ad:dc:04:36:87:84:¢5:0d:97:23:4e:7d:be:48:32:fd:18:e5:
12:€9:33:b3:¢7:37:07:b7:30:f4:2d:d5:88:6e:c0:54:fc:31:
af:46:e8:b3

3. Subordinate CA certificate

Please, refer to your PKI provider documentation to generate a Subordinate CA certificate which will be used by WebADM. Found

below, the details of my subordinate certificate which will be imported on WebADM to make WebADM a subordinate certificate



authority of your enterprise CA. My WebADM server which will be configured as SubCA is named webadm2.support.rcdevs.com.

Found below the details:

n Certificate X

General Details Certification Path

|_a Certificate Information

This certificate is intended for the following purpose(s):
» All application policies

Issued to: webadm2.support.rcdevs.com

Issued by: SUPCAAD2

valid from 28.07.21 to 28.07.23

Issuer Statement

[oc |

Below, the proof that is has been issued by my root/enterprise certificate authority:



n  Certificate X

General Details Certification Path

Certification path
[ SUPCAAD2

View Certificate

Certificate status:
is certificate is OK.

[oc ]

Found below the content of my subordinate certificate file and his key which will be used by WebADM as ca.crt and ca.key in

/opt/webadm/pki/ca/ folder:

Subordinate CA certificate (ca.crt):



MIIFWDCCBECgAwIBAgITHAAAAAQFCxCd4ealrgAAAAAACJANBgkghkiGOWOBAQsF
ADBZMRMwWEQYKCZImiZPyLGQBGRYDY29tMRYWFAYKCZImiZPyLGQBGRYGcmNkZXZz
MRcwFQYKCZImiZPyLGQBGRYHc3VwcG9ydDERMABGALIUEAXMIU1VQQOFBRDIwHhcCN
MJEwWNzI4AMTULNDMxWhcNMjMwNzI4MTYwNDMxW;jCBpzELMAKGAL1UEBhMCTFUXEZAR
BgNVBAgTCkx1eGVtYm91lcmcxDzANBgNVBACTBK]IbHZhbDEXMBUGA1UEChMOU3Vw)TIwU2Vy
dmljZzXMsQ049U2VydmljZXMsQ049Q29uZmindX]hdGlvbixEQz1zdXBwb3JOLERD
PXJjZGV2cyxEQz1jb20/YOFDZX)0aWZpY2F0ZT9iYXNIP29iamVjdENsYXNzPWNI
cnRpZmljYXRpb25BdXRob3JpdHkwMQYIKwYBBQUHMAGGJWhOdHAGLY9BRDESLTIu
¢c3VwcG9ydC5yY2RIdNMuY29tL29jc3AwDwYDVROTAQH/BAUWAWEB/zZANBgkghkiG
9wOBAQsFAAOCAQEA0R5dA7dIm]fIXfbnqLS+kvplp59X7HQGt8MnXj74iesoxRQES
iOLmizyroD4UGS0zzTXjQUVfRQqoSesdSKEtekX]SPue3KS0i+HCfCPhK4YxTojV
rdmYrpCjf0SoYaOaQoNmQdt28Wv]+WIQU91gGRdiyN5zVuzyz8cR2NLIhSdKCvba
zAZeUdkKIX16KIVhthdvmtjfhEjePef8/BOpzHVVANNkhqRuPZOEk2bbHO5wB]Ka
fHFnLy10/BI08b0ye7fnTLYiWx0JahD5PYF8QIcMMgl6gIBD67VSWvyCH7NVv46Y
jLIj9pUdR7bis70)KtkXoJoIHRrIrARAjYx8rA==

Subordinate CA key (ca.key) :



MIICdgIBADANBgkghkiGOWOBAQEFAASCAMAwggJcAgEAAOGBAJdCyfuckKWBmZLhd
sXIKQO+aJPtz2uA)1I5H20jW4pCRfPMnynxuZI935d3f0i6kclt)Fhs31003jbID
/BYVgFODbBOEJYXCQYXmK2R7qyKbgk4bxrwRVswof9YsTN8Gh5HbMjMQV054Gn40b
BfLVVWB1iZgfbrA2xc+9AQjZiTFtAgMBAAECgYB1ljozY]bfgmemxd+/Ox7ckijlx
cwsqj7gxL3mfDFKENMU9XTF7n3g8IFzgIXGCmn/d/mFV6XSHqQGNXFOU2DKPcJHgX
VFhoo0j52v6yh3al18L0ngAFd84jyMvNM1PsG9iHPvn2sGDy05qCdmnLhABWksdhHY
00Bf6FUHKgLL1MTxaQJBAMgV4UCIIByIVIwuQKSHDJYrU5UjTSUIUWUQHEAW)xQ7
rHnZszHDuAYWXOUJvNOuJ4a6UXi3qiqiB7rytDe5Bz8CQQDBh/9pZ09LR35WmO1m
x0m/SDAX6/rFyM6FFAENtz1bs9PJEjumUwM8sXGR4NhXbtHr5)ywkz3vicNgU3DA
FihnTAKADSCOOXPOSk5mTW+blIXgh7HgF7Timzhh5p2pd5AgkXNU5Ccl70)Je7xP3B
WwSYAKXIPfbyerAwSPxLfd3EiSyRAKkBrNv+Nkc7iwonASdqDbPZzLPfP20DFv9iB
qzJ00TQx4G783sgC/cw2TluBaJIR5ggP6kfQHt)Z71eAvtkgdWWXAKEAvpelsk/5
2MvOM+VG+nWWCtA9ncwqfwflZO9HGHOs4KZ2uhglac17XQWvkKbpIB8sYKvG9qgNey
HIDEgQ7foul/+w==

Information contained in the certificate read with OpenSSL :

openssl x509 -in ca.crt -text -noout

Certificate:
Data:

Version: 3 (0x2)

Serial Number:
1¢:00:00:00:0a:85:0b:10:9d:el:e6:b5:ae:00:00:00:00:00:0a

Signature Algorithm: sha256WithRSAEncryption

Issuer: DC = com, DC = rcdevs, DC = support, CN = SUPCAAD?2

Validity

Not Before: Jul 28 15:54:31 2021 GMT
Not After : Jul 28 16:04:31 2023 GMT
Subject: C = LU, ST = Luxembourg, L = Belval, O = Support RCDevs, OU = IT, CN =

webadm?2.support.rcdevs.com, emailAddress = yoann@support.rcdevs.com

Subject Public Key Info:
Public Key Algorithm: rsaEncryption

RSA Public-Key: (1024 bit)

Modulus:
00:97:42:¢9:fb:9¢:29:60:66:64:b8:5d:b1:72:0a:
43:4f:9a:24:fb:73:da:e0:09:d6:5e:47:d8:e8:d6:
€2:90:91:7c:f3:27:ca:7c:6e:64:8f:77:e5:dd:df:
d2:2e:a4:72:5b:49:16:1b:37:20:ed:37:8d:b9:43:
fc:16:15:80:53:9b:07:41:09:63:10:90:61:79:8a:
d9:1le:ea:c8:a6:e€a:93:86:f1:af:04:55:b3:0a:1f:
f5:8b:13:37:cl:al:e4:76:cc:8c:c4:15:3b:9e:06:
9f:8d:1b:05:f2:d5:55:60:75:89:9a:9f:6e:b0:36:



Ch:C:bd:01:08:09:89:31:6d
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
1.3.6.1.4.1.311.20.2:

.S.u.b.C.A
X509v3 Subject Key Identifier:
2D:38:04:49:A3:5C:0D:88:07:29:2F:81:AC:CA:82:25:2F:B6:A8:1B
X509v3 Authority Key Identifier:
keyid:DA:F0:8D:3C:94:E8:E7:DA:C0:F3:BB:34:44:8A:2D:4D:4E:1A:C5:DF

X509v3 CRL Distribution Points:

Full Name:
URI:ldap:///CN=SUPCAAD2,CN=AD19-
2,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=support,DC=rcdevs,DC=com
certificateRevocationList?base?objectClass=cRLDistributionPoint

Authority Information Access:

CA Issuers -
URI:Idap:///CN=SUPCAAD2,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=supg
cACertificate?base?objectClass=certificationAuthority

OCSP - URI:http://AD19-2.support.rcdevs.com/ocsp

X509v3 Basic Constraints: critical
CA:TRUE
Signature Algorithm: sha256WithRSAEncryption
al:le:5d:ed:d2:26:25:f9:57:7d:b9:ea:2d:2f:a4:be:92:29:
e7:d5:fb:1d:01:ad:f0:c9:d7:8f:be:22:7a:ca:31:45:01:12:
8b:42:e6:8b:3c:ab:a0:3e:14:19:2d:33:cd:35:e3:41:45:5f:
45:0a:a8:49:eb:1d:48:al:2d:7a:45:¢9:48:fb:9e:dc:a4:b4:
8b:el:c2:7c:23:e1:2b:86:31:4e:88:d5:a2d:d9:98:ae:90:a3:
7f:44:28:61:a3:9a:42:83:66:41:db:76:f1:6b:c9:f9:69:50:
53:dd:60:19:17:62:c8:de:73:56:ec:f2:cf:c7:11:d8:d2:c8:
85:27:4a:0a:f6:da:cc:06:5e:51:d9:0a:95:7d:7a:2a:55:61:
b6:17:6f:9a:d2:5f:84:48:de:3d:e7:fc:fc:13:a9:cc:75:55:
02:73:64:86:a4:6€:3d:93:84:93:66:db:1f:4e:70:04:92:9a:
7¢:71:67:2f:2d:68:fc:12:34:f1:bd:32:7b:b7:e7:4c:b6:22:
5b:1a:09:6a:10:f9:3d:81:7¢:42:57:0c¢:32:09:7a:82:50:43:
eb:b5:52:5a:fc:82:1f:b3:55:bf:8e:98:8¢:b9:63:f6:95:1d:
47:b6:€2:b3:b3:89:2a:d9:17:a0:9a:08:1d:1a:e5:ac:04:40:
8d:8c:7c:ac

This certificate and the key will replace the default ca.crt and ca.key generated after the WebADM setup script in
/opt/webadm/pki/ca/ folder.Remove the existing ca.crt and ca.key filesavailablein that folder and copy the new

ones.Thenew ca.crt file mustalsobecopiedin /opt/webadm/pki/trusted/ folder. All CA certificates chain between



your root CA and the WebADM CA must also be copied inthe trusted/ folder. Once the 2 (or more) CA certificates are copied

inthe trusted/ folder dothe make command inside the folder:

[root@webadm?2 tmp]# cd /opt/webadm/pki/trusted/
[root@webadm?2 trusted]# make

ADROOT.crt ... 148c96ae.0

ca.crt ... faff8618.0

[root@webadm?2 trusted]# Is -al

Irwxrwxrwx. 1 root root 10 Dec 8 11:54 148c96ae.0 -> ADROOT.crt
-rw-r--r--. 1 root root 1326 Aug 16 11:37 ADROOT.crt

-rw-r--r--. 1 root root 1071 Dec 8 10:46 Makefile

-rw-r--r--. 1 root root 1915 Aug 16 11:38 ca.crt

Irwxrwxrwx. 1 root root 6 Dec 8 11:54 faff8618.0 -> ca.crt

My WebADM server is now configured as a subordinate CA of my root/enterprise CA. The next step is to generate the certificate for

WebADM services usage.

3. Regenerate WebADM certificate and key based on CSR

WebADM/Rsignd is now configured as a subordinate CA of our enterprise CA, and we need now to issue a certificate and its

associate key which will be used by WebADM SOAP services and signed by our new subordinate CA.

On your WebADM server, navigatein /opt /webadm/pki/ andyou should find the default webadm.crt, webadm. key

and webadm.csr generated during the first WebADM setup script.

[root@webadm?2 trusted]# cd /opt/webadm/pki/
[root@webadm?2 pki]# Is -al

total 12

drwx------ . 2rootroot 69 Dec 8 10:46 ca

drwxr-xr-x. 2 root root 90 Dec 8 11:54 trusted
-rw-r-----. 1 root webadm 1164 Aug 26 10:44 webadm.crt
-rw-r--r--. 1 root root 1094 Aug 16 11:28 webadm.csr
-rw-r-----. 1 root webadm 1708 Aug 16 11:27 webadm.key

You can remove webadm.crt and keep the existing webadm.key :
[root@webadm?2 pkil# rm -f webadm.crt

The following command will generate a new certificate based on the existing CSR (webadm.csr) and generate the associate

certificate signed by our subordinate CA (WebADM):



[root@webadm?2 pki]# openssl x509 -req -days 365 -in /opt/webadm/pki/webadm.csr -out
/opt/webadm/pki/webadm.crt -CA /opt/webadm/pki/ca/ca.crt -CAkey /opt/webadm/pki/ca/ca.key -CAserial
Jopt/webadm/pki/ca/serial

M Note

In the previous command, | configure the validity to 365 days. You can extend the validity if needed. WebADM should auto-renew

its certificate when the certificate is near expiration after a restart of WebADM services.

You should have the following output if eveything goes fine :

Signature ok

subject=C = LU, ST = Luxembourg, L = LU, O = RCDevs Support, OU = ITSEC, CN = webadm?2,
emailAddress = yoann@support.rcdevs.com

Getting CA Private Key

And the certificate should now be there :

[root@webadm?2 pkil# Is -al

total 16

drwx------ .2rootroot 69 Dec 8 10:46 ca

drwxr-xr-x. 2 root root 90 Dec 8 11:54 trusted
-rw-r--r--. 1 root root 1164 Dec 8 12:23 webadm.crt
-rw-r--r--. 1 root root 1094 Aug 16 11:28 webadm.csr
-rw-r-----. 1 root webadm 1708 Aug 16 11:27 webadm.key

Below, | execute the OpenSSL verification command to check the newly generated certificate match with the old key:

[root@webadm?2 pki]# openssl rsa -modulus -noout -in webadm.key | openssl md5
(stdin)= 67ded38c0ad5bf0ab68dac8e87e0f5fb

[root@webadm?2 pki]# openssl X509 -modulus -noout -in webadm.crt | openssl md5
(stdin)= 67ded38c0ad5bf0ab68dac8e87e0f5fb

It matches!

Now, | verify if the issuer is correct for my new WebADM certificate. It must be issued by my WebADM Subordinate CA :



[root@webadm?2 pki]# openssl x509 -in webadm.crt -noout -text

Certificate:
Data:
Version: 1 (0x0)
Serial Number: 58 (0x3a)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = LU, ST = Luxembourg, L = Belval, O = Support RCDevs, OU = IT, CN =
webadm?2.support.rcdevs.com, emailAddress = yoann@support.rcdevs.com
Validity
Not Before: Dec 8 11:23:33 2021 GMT
Not After : Dec 8 11:23:33 2022 GMT
Subject: C = LU, ST = Luxembourg, L = LU, O = RCDevs Support, OU = ITSEC, CN = webadm?2,
emailAddress = yoann@support.rcdevs.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

RSA Public-Key: (2048 bit)

Modulus:
00:cc:39:17:43:8d:a9:be:16:1c:79:25:1f:e6:9f:
23:ed:64:6f:c6:53:87:9a:65:d1:a5:52:04:46:91:
2e:01:3d:39:24:82:33:48:e1:cc:08:32:86:fa:3a:
a5:67:9d:79:43:07:07:a2:43:50:b0:b3:fe:e9:41:
dl:af:3a:ae:9c:8c:cc:9f:fb:66:5e:af:53:8b:a5:
d6:5e:4f:83:a4:58:ce:b8:8a:de:ff:46:cd:02:90:
8d:75:16:0b:87:cf:eb:f4:bd:91:6f.d2:fe:06:5c:
3a:e5:fd:1d:73:25:20:80:8e:73:99:eb:ef:8b:41:
ce:1c:f5:f8:27:aa:85:07:€0:76:8d:4a:97:e3:98:
83:ba:c8:20:87:08:60:e6:7d:19:a8:17:55:al:c1:
26:6d:5a:6b:c1:20:3¢:70:b2:92:b3:80:92:e7:2:
3a:61:0c:ec:15:cd:c6:d8:ff:ed:f9:8c:c3:e6:11:
2e:5a:4e:7c:c6:2c:cc:c6:73:2d:6b:9d:63:26:92:
€0:6d:b9:5b:dd:27:50:3d:cc:3c:ee:de:5a:e8:6a:
a0:b8:21:8e:47:72:b0:a3:67:58:aa:17:55:0c:44:
€b:89:b1:6f:€0:74:b8:c7:70:30:82:9b:96:ab:a3:
43:9a:4f:a4:9¢:56:3e:7f:a3:8e:63:5b:3d:d1:15:
89:2f

Exponent: 65537 (0x10001)

Signature Algorithm: sha256WithRSAEncryption
32:50:a6:75:f5:6f:1a:c4:al:ea:77:51:fb:85:a4:€6:99:e9:
57:ed:4d:e8:38:4a:72:b5:49:8a:04:70:23:64:94:40:cb:b5:
a5:ab:26:9d:08:41:23:1e:6f:e3:6e:0b:65:a1:45:29:70:51:
91:49:fd:3c:9a:bf:fd:88:84:€4:93:a6:b8:57:af:28:2e:9e:
41:46:d5:4d:eb:8c¢:90:7f:29:03:98:53:bf:f8:46:8c:db:3b:
ac:dd:f5:02:cb:c8:81:7f:45:ca:1b:25:d9:31:db:8a:ad:17:
64:¢3:3f:63:¢c2:4b:60:f1:17:f6:78:a6:af:50:e6:a7:ff:f2:
33:af



Everything looks good.

You can now start/restart WebADM services and check the Rsignd service (PKI) is working correctly :

[root@webadm?2 pkil# /opt/webadm/bin/webadm start
hecking libudev dependency... Ok

Checking system architecture... Ok

Checking server configurations... Ok

Found Trial license (RCDEVSSUPPORT)
Licensed by RCDevs Security SA to RCDevs Support
Licensed product(s): OpenOTP,SpanKey

Starting WebADM PKI service... Ok
Starting WebADM Session service... Ok
Starting WebADM Watchd service... Ok
Starting WebADM HTTP service... Ok

Checking server connections...

Connected LDAP server: AD1 (192.168.4.2)

Connected SQL server: SQL19 (192.168.4.4)

Connected PKI server: PKI Server (localhost)

Connected Mail server: SMTP Server (192.168.4.1)
Connected Session server: Session Server 1 (192.168.4.20)
Checking LDAP proxy user access... Ok

Checking SQL database access... Ok

Checking PKI service access... Ok

Checking Mail service access... Ok

Checking Cloud service access... Ok

Cluster mode enabled with 2 nodes (I'm master)

In the previous output, you can see the 3 following lines which indicate everything is fine :

Starting WebADM PKI service... Ok
Connected PKI server: PKI Server (localhost)

Checking PKI service access... Ok

Everything is now configured correctly.

You can double-check the certificate used on your WebADM through your web browser :



F# supPcaAD2
L, ¥ webadm2.support.rcdevs.com
L. & webadm2

| webadm2
Délivré par: webadm?2.support.redevs.com
Expire le jeudi 8 décembre 2022 a 12:23:33 heure normale
urope centrale

Cerlifivate

Se fier

4. Issue clients, servers and users certificates

Now our WebADM is configured as a subordinate CA, we will check that WebADM can generate the different kinds of certificates

which can be issued by WebADM/Rsignd.

4.1 Issue an OpenOTP or Spankey client certificate

Login on WebADM administrator portal, click Admin tab and then click on

Issue Server or Client SSL Certificate.



# Home  Admin

Cluster

Create  Search Impot  Daiabases  Stafistics  Applications  About  Logout

WebADM Server Administration

WebADM v2.1.0 (64bit) running on server webadm2.support.redevs.com (192.168.4.21) in cluster mode (2 servaers). Currently handling 1 connection(s).

Server Version Details:
Internal Server Time:
Hardware Modules:
WebADM Features:
RCDevs Cloud Services:

Active LDAP Server:
Active Session Server:
Active Mail Server:

Apache/2.4.51 PHF/T.4.26 OpenSsL1.1.11

2021-12-08 12:49:59 Europe/Berlin (NTP check Ok)

No HSM Connected

WebApps (Enabled), WebSrvs (Enabled), Manager (Enabled)
BASE, LICENSE, PUSH, SMS, PROOF (Connected)

AD1(182.168.4.2) Active SOL Server:  SQL19 (182.166.4.4)
Session Server 1 (192.168.4.20) Active PKI Server: PKI Server (192.168.4.21)
SMTP Server (146.59.204.189)

User Domains (3) Client Policies (22)

Defing custom policy sottings
for consumer applications.

LDAP Mount Points (3) - - LDAP Option Sets (2) I
Connect secondary LDAP tl Define LDAP tree contraints for

sarvars to the tree view, your ‘ather’ adminisirators.

Access Devices (0)

¢

Aszociate domain names with
LDAP user search basas.

Hardware devices for badging
and physical access controd.

Administrator Roles (3)

Create admin role templates for
your ‘other' administrators.

Licensing and Configurations Runtime Actlons

&, Software License Details ## Download WebADM CA Ceriificate

&5 LDAP Server Details # Download WebADM SSL Certificate

<[> LDAP Server Schema # Issue Server or Client SSL Cerlificate

@& Memary Usage Details i Clear Admin Session Cache (4 KB) )

s42+ Hardware Modules Details @] Clear WebADM License Cache ()

£17 Remote Manager Interface i Clear WebADM System Caches (813 KB) @
&% Config Object Statuses €3 Flush WebADM Session Data (2013 KB) )
™ Network Service Statuses £ Reload WebADM Configurations

== WebADM Base Settings = Sond Test Alert Email

You arrive at the following page :
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# Home  Admin Cluster  Create Search Import Databases Statistics ~ Applications
Create Third-party S5L Server Certificate

You can use this form to issue a X508 55L certificate and private key for a third-party server or component.
The cerificate is generated with the provided information and signed by WebADM certificate authority.

Auto Confirm Mode

Enable Auto Confirm: Oves @m0
Auto Confirm Time: 5 Minutes »

Auto Confirm App: [AIn ~

Auto Confirm IPs:

Main information

Server Hostname (FQDN):

Certificate Type: Server v 0

Certificate validity (in days): |335 | o

Private Key Password (optional): ® 0
Additional information

Alternative Name(s):

Organization Name:

Organizational Unit:

Country Name: 0
Locality Name:

State or Province:

Street Address:

Email Address:

Ok Cancel

Logout

=06

To generate a client cerificate, changethe certificate type toa client and provide theinformation of your client.

Here, | restricted the certificate usage to OpenOTP service only :



"_:;Eﬂ_?ﬂmv!.to ey g @

# Home Admin Cluster  Create Search Import Databases Statistics  Applications About Logout

Create Third-party SSL Server Caertificate

You can use this form to issue a X.509 S5L cerlificate and private key for a third-party server or companent,
The certificate is generated with the provided information and signed by WebADM cerificate authority.

Auto Confirm Mode

Enable Auto Confirm; Oves Ono 0

Auto Confirm Tirme: 5 Minutes w

Auto Confirm App: [Aun R4

Auto Confirm |Ps: =] 0
Main information

Client Name or Description: OpenOTP_Client support.redevs.com

Certificate Type: Client W 0

Restricted Application: OpenOTP o

Certficate validity (in days): | 365 | O

Private Key Password (optional) @ 0

Additional information

Organization Name: RCDevs Support
Organizational Unit: T

Country Name: LU 0
Locality Name: Belval

State or Province: Luxembourg
Street Address:

Email Address:

Ok Cancel

Once you completed all needed information, press Ok button to submit the request to Rsignd service and then the certificate

and key for your OpenOTP client are generated:
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# Home Admin Cluster Create Search Impirt Databasas Statistics Applications

Create Third-party SSL Server Certificate

Creating private key... Success

Certificate details:

- commonName: OpenOTP_Client.support.redevs.com
- description: CLIENT:OpenOTP

- organizationMame: RCDevs Support

- arganizationalUnitName: IT

- countryName: LU

- localityMame: Belval

- stateOrProvinceName: Luxembourg

Creating a certificate request based on the above details... Success
Calling WebADM CA for cerificate request signing... Success

Private Key (PEM format):
—————-BEGIN PRIVATE KEY--————

About

MITEvQIBADANBgkghkiGIwlBRAQEFPRASCBEKcwggS JAgERRC IBAQC+mOta/0TIYEEM
r5cWMbEPQaigVLTIE3IpPP/ fSgnwavPASokFwgDYoeQwlbka+ul+dcIS22UERS1vS
VgEY0cGgU/FIGhix+T/LHaZGEEXVWCQInalPHEWT SxQ 1 ThEGgbVSkHjE0g3dAKNNn
a+1FYEsMIXJoKxDCK /MuanWgrEnotyufgal 1 PQDPMACT i 20gq0Vkd6SeutRN] 3Iske
pHoT7IPEOWzFHE1sNY69J4030kJRIZuUiLjHCDTIp22gGYELXdré bwy TD2xy BPORDE
Z5Y2vV7ixDEZGANDIa5lpiKAIMKHE4 VGPAYOZWEEXDASC/ brKxM foMm)HHELEVICH
EEsZmhadAgMBARECgEAZENPkeS exPPFWoCA4++GlyiyCSQLIMhHTENTS B/ 904HgH
dDejlOoFGEVvEKEJEGSBSURKLUDf dwABaTPWNPC2ViUVBrDioEsSSTrNO 2ZHCHGYNIQE
*R21gwG3UoHFQ5pkQBewwwHY+NIUShkLIbvTDbXetgs BkDz0bbOYMLFE=TNiPxHP
bWsDYRG6rERI+NIzX78ulgFfwlOKjK0aF20kb56200Uma9t EEs+WyPeOhCv/ f80Dl
ELewT0ef ZBQ4HU2MIHALFW10kYh5vLjcqatSqTheNMAIVZPFFAt BFbhr kEMVETE
RgsH4wWSgEEYJEXLpRGNILOBSrE4yf52hHMcIsQDGIOKBgQDky lvp4 jQOL jrTORpER
MbgMeptct §7¥L2oCvWGURRE jLIr125cd69Q3£fcQCK 15/ CaaFzBTvac IMWkv+pgiX
F4ETiVomeWlwlwlrzkezRE )/ 9E4 /WFGelkJub6HEQONY {vG2 rKbYJiWIRCHUbLLS 6
vaBwdf IVMkIMyaGeld jxw2BCkwFKBgQDVOVWLAFkNehRRAM] gtABr IOAEOcAThIng
2xrbjVonvixalMbr fXWyH1NDnd4gTgl /AIDEKET+veGNlgBkCIxsb4 3 1WEoy2gAGD
1lzCZwaFy3h+mY¥v2GDEIG1/ 5qEc+Emg5UvuCSm5TeTME rpBOOgYUZ0IKChEQAZQDEW
iTLwkBEODWERGBEETUI7GET 81 15ABS6PETUIrC i rESLPSOTYHSbEH 1 +{WXSMYE 16

Certificate (PEM format):
————— BEGIN CERTIFICATE-----

MIIDPzCCAgigAWIBAgIBOZANBgkghklGIWORAQS FADCEpZELMAKGA 1 UEBRMCTFUX
EzAREgQNVBAgTCkxleGVtYm9 lemexDe ANBgNVBACTELI 1 bHEhbDEXMBUGA 1 UEChMOD
U3VweGIydCBSQIR LdnMxC zATBgNVBASTAK LUMSMWI QY DVOQDExp EWIh G 0yLaN 1
cHBvenQuemNkEET zLmHvb TEnMCUGCSgGSIb3IDQEJARY YeW I hbmSAc IVwe G ydC Sy
Y2R1dnMu¥29tMBAXDTIXMT IWODEXNTgWNFoXDT IYMTIWODEXNTqWHFowgZ4 XK iRo
BgNVEBAMMIU9wWIWSPVFBEQ2xpEZWS0LnN ]l cHEvenQuemlkEX E 2LmNvE TEXMBUGALUE
DOWOROXJRUSUOkIWEWS PVFAXFZAVBgNVBAOMD LIDRGV 2cyBTdXBwb 3 J0MOswCQY D
VOOLDAJIVDELMAKGAIUEBhMCTFUx D2 ANBgNVBACMBELK I 1bHEhbDETMBEGA 1 UECAWE
THVAEW1 il:l.3‘.l'yﬂ zCCJ\SIWDQ?J'EQZIhchkQEEBQhngEPRDCCAQcCggEBA‘L6EC 1e/
EM1htIywlxYxso9Bg0pUtMl feks,/ % /mgfBgl 80mgoXColh®SDBRURF6TXThwinEl
OShLWIIWAD I RwaBTAUjgGPHTvEsdrYbwTGAYJD2drUdelbt LEDVNsSoapt KmDalns
Dd0Agedr7UVgSweddCgrFATrBySqdagsSel IK5+ADKUSAM+ ZcT+LaioSWRIpJ6 42
EiXeyQ+k2 jvedoSbMUfyREwl jgMnijeiQlHlmé TuMdwiNPenbaAbITVd2vr rDLePBH
Lw3BFvplJja9XuLEMpmpc IMhrmWmMoDeyQoThWo 9pg THa0rEOfkLYuYrEx+gysAc
cse/0IcQSzaaPplCAWEAATANBgkghkiGOw0BAQs FAROBGOATOGSGECxE ERLOW+ U
OY+9F2chQEtwe6ESW135CY 1 TqyoT/gPAEqmMiXILPiyG/ XU/ UgPozhJeakdHSxeo
yGWigB50xBaPddEEhGEN TNOELi BoKAUVWI4bALPORIMT 3VYHaTMICCgb6gnES Thxk

EJRFSLEVOEwWaEi3zx171b0205w==

Download Cert & Key Fila Ok

Logout

RS

Download the certificate and key pair, and you can use them on your OpenOTP clients (e.g. OpenOTP Credential Provider).

4.2 Issue a server certificate (for Radius Bridge, WAPRoxy...)

Login on WebADM administrator portal, click Admin tab and then click on

Issue Server or Client SSL Certificate.



# Home  Admin

Cluster

Create  Search Impot  Daiabases  Stafistics  Applications  About  Logout

WebADM Server Administration

WebADM v2.1.0 (64bit) running on server webadm2.support.redevs.com (192.168.4.21) in cluster mode (2 servaers). Currently handling 1 connection(s).

Server Version Details:
Internal Server Time:
Hardware Modules:
WebADM Features:
RCDevs Cloud Services:

Active LDAP Server:
Active Session Server:
Active Mail Server:

Apache/2.4.51 PHF/T.4.26 OpenSsL1.1.11

2021-12-08 12:49:59 Europe/Berlin (NTP check Ok)

No HSM Connected

WebApps (Enabled), WebSrvs (Enabled), Manager (Enabled)
BASE, LICENSE, PUSH, SMS, PROOF (Connected)

AD1(182.168.4.2) Active SOL Server:  SQL19 (182.166.4.4)
Session Server 1 (192.168.4.20) Active PKI Server: PKI Server (192.168.4.21)
SMTP Server (146.59.204.189)

User Domains (3) Client Policies (22)

Defing custom policy sottings
for consumer applications.

LDAP Mount Points (3) - - LDAP Option Sets (2) I
Connect secondary LDAP tl Define LDAP tree contraints for

sarvars to the tree view, your ‘ather’ adminisirators.

Access Devices (0)

¢

Aszociate domain names with
LDAP user search basas.

Hardware devices for badging
and physical access controd.

Administrator Roles (3)

Create admin role templates for
your ‘other' administrators.

Licensing and Configurations Runtime Actlons

&, Software License Details ## Download WebADM CA Ceriificate

&5 LDAP Server Details # Download WebADM SSL Certificate

<[> LDAP Server Schema # Issue Server or Client SSL Cerlificate

@& Memary Usage Details i Clear Admin Session Cache (4 KB) )

s42+ Hardware Modules Details @] Clear WebADM License Cache ()

£17 Remote Manager Interface i Clear WebADM System Caches (813 KB) @
&% Config Object Statuses €3 Flush WebADM Session Data (2013 KB) )
™ Network Service Statuses £ Reload WebADM Configurations

== WebADM Base Settings = Sond Test Alert Email

You arrive at the following page :
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# Home  Admin Cluster  Create Search Import Databases Statistics ~ Applications
Create Third-party S5L Server Certificate

You can use this form to issue a X508 55L certificate and private key for a third-party server or component.
The cerificate is generated with the provided information and signed by WebADM certificate authority.

Auto Confirm Mode

Enable Auto Confirm: Oves @m0
Auto Confirm Time: 5 Minutes »

Auto Confirm App: [AIn ~

Auto Confirm IPs:

Main information

Server Hostname (FQDN):

Certificate Type: Server v 0

Certificate validity (in days): |335 | o

Private Key Password (optional): ® 0
Additional information

Alternative Name(s):

Organization Name:

Organizational Unit:

Country Name: 0
Locality Name:

State or Province:

Street Address:

Email Address:

Ok Cancel

Logout

I
o

=06

To generate a server cerificate, choose the certificate type to Server and provide the information of your server.



Cluster

Create

(=5 L0 &

Search Import Databases Statistics Applications About

Create Third-party SSL Server Certificate

You can use this form to issue a X.509 SSL certificate and private key for a third-party server or component.
The certificate is generated with the provided information and signed by WebADM certificate authority.

Enable Auto Confirm:

Auto Confirm Time:

Auto Confirm App:

Auto Confirm IPs:

Auto Confirm Mode

O Yes (o] No 0
5 Minutes w
[AIN v

Main information

Server Hostname (FQDN): waproxy.support.redevs.com
Certificate Type: Server v 0

Certificate validity (in days): 1365 | ]
Private Key Password (optional): ® 0

Alternative Name(s):
Organization Name:
Organizational Unit:
Country Name:
Locality Name:
State or Province:
Street Address:

Email Address:

4

Additional information

waproxy 0
RCDevs Support

1)

LU o

Belval

Luxembourg

Ok Cancel

Once you have completed all needed information, press the Ok button to submit the request to the Rsignd service and then the

certificate and key for your OpenOTP client are generated:



A MRS y o Editi ' -.. '
e diseprioe Editon v2.1.0 EELS

# Home Admin Cluster Create Search Impirt Databases Statistics Applications About Logout
Create Third-party SSL Server Certificate

Creating private key... Success

Certificate details:

- commonName: OpenOTP_Client.support.redevs.com
- description: CLIENT:OpenOTP

- organizationMame: RCDevs Support

- arganizationalUnitName: IT

- countryName: LU

- localityMame: Belval

- stateOrProvinceName: Luxembourg

Creating a certificate request based on the above details... Success
Calling WebADM CA for cerificate request signing... Success

Private Key (PEM format):

——-—-BEGIN PRIVATE KEY-————
MITEvQIBADANBgkghkiGIwlBRAQEFPRASCBEKcwggS JAgERRC IBAQC+mOta/0TIYEEM
r5cWMbEPQaigVLTIE3IpPP/ fSgnwavPASokFwgDYoeQwlbka+ul+dcIS22UERS1vS
VgEY0cGgU/FIGhix+T/LHaZGEEXVWCQInalPHEWT SxQ 1 ThEGgbVSkHjE0g3dAKNNn
a+1FYEsMIXJoKxDCK /MuanWgrEnotyufgal 1 PQDPMACT i 20gq0Vkd6SeutRN] 3Iske
pHoT7IPEOWzFHE1sNY69J4030kJRIZuUiLjHCDTIp22gGYELXdré bwy TD2xy BPORDE
Z5Y2vV7ixDEZGANDIa5lpiKAIMKHE4 VGPAYOZWEEXDASC/ brKxM foMm)HHELEVICH
EEsZmhadAgMBARECgEAZENPkeS exPPFWoCA4++GlyiyCSQLIMhHTENTS B/ 904HgH
dDejlOoFGEVvEKEJEGSBSURKLUDf dwABaTPWNPC2ViUVBrDioEsSSTrNO 2ZHCHGYNIQE
*R21gwG3UoHFQ5pkQBewwwHY+NIUShkLIbvTDbXetgs BkDz0bbOYMLFE=TNiPxHP
bWsDYRG6rERI+NIzX78ulgFfwlOKjK0aF20kb56200Uma9t EEs+WyPeOhCv/ f80Dl
ELewT0ef ZBQ4HU2MIHALFW10kYh5vLjcqatSqTheNMAIVZPFFAt BFbhr kEMVETE
RgsH4wWSgEEYJEXLpRGNILOBSrE4yf52hHMcIsQDGIOKBgQDky lvp4 jQOL jrTORpER
MbgMeptct §7¥L2oCvWGURRE jLIr125cd69Q3£fcQCK 15/ CaaFzBTvac IMWkv+pgiX
F4ETiVomeWlwlwlrzkezRE )/ 9E4 /WFGelkJub6HEQONY {vG2 rKbYJiWIRCHUbLLS 6
vaBwdf IVMkIMyaGeld jxw2BCkwFKBgQDVOVWLAFkNehRRAM] gtABr IOAEOcAThIng
2xrbjVonvixalMbr fXWyH1NDnd4gTgl /AIDEKET+veGNlgBkCIxsb4 3 1WEoy2gAGD
1lzCZwaFy3h+mY¥v2GDEIG1/ 5qEc+Emg5UvuCSm5TeTME rpBOOgYUZ0IKChEQAZQDEW
iTLwkBEODWERGBEETUI7GET 81 15ABS6PETUIrC i rESLPSOTYHSbEH 1 +{WXSMYE 16 74
Certificate (PEM format):

————— BEGIN CERTIFICATE-----
MIIDPzCCAgigAWIBAgIBOZANBgkghklGIWORAQS FADCEpZELMAKGA 1 UEBRMCTFUX
EzAREgQNVBAgTCkxleGVtYm9 lemexDe ANBgNVBACTELI 1 bHEhbDEXMBUGA 1 UEChMOD
U3VweGIydCBSQIR LdnMxC zATBgNVBASTAK LUMSMWI QY DVOQDExp EWIh G 0yLaN 1
cHBvenQuemNkEXEzLmNvbTEnMCUGCSqGS IbIDQETARY YW hbmSAc IVwe G ydCEy
Y2R1dnMu¥29tMBAXDTIXMT IWODEXNTgWNFoXDT IYMTIWODEXNTqWHFowgZ4 XK iRo
BgNVEBAMMIU9wWIWSPVFBEQ2xpEZWS0LnN ]l cHEvenQuemlkEX E 2LmNvE TEXMBUGALUE
DOWOROXJRUSUOkIWEWS PVFAXFZAVBgNVBAOMD LIDRGV 2cyBTdXBwb 3 J0MOswCQY D
VOOLDAJIVDELMAKGAIUEBhMCTFUx D2 ANBgNVBACMBELK I 1bHEhbDETMBEGA 1 UECAWE
THVAEW1 ihs\ryz zCCJ\SIWDQ?J'EQZIhchkQEEBQhngEPRDCCAQcngEBAL6EC 1e/
EM1htIywlxYxso9Bg0pUtMl feks,/ % /mgfBgl 80mgoXColh®SDBRURF6TXThwinEl
OShLWIIWAD I RwaBTAUjgGPHTvEsdrYbwTGAYJD2drUdelbt LEDVNsSoapt KmDalns
Dd0Agedr7UVgSweddCgrFAIrBySqdagssSel IES+ADKUIAM+EcT+LaioSWRIpI6 48
EiXeyQ+k2 jvedoSbMUfyREwl jgMnijeiQlHlmé TuMdwiNPenbaAbITVd2vr rDLePBH
Lw3BFvplJja9XuLEMpmpc IMhrmWmMoDeyQoThWo 9pg THa0rEOfkLYuYrEx+gysAc
cse/0IcQSzaaPplCAWEAATANBgkghkiGOw0BAQs FAROBGOATOGSGECxE ERLOW+ U
OY+9F2chQEtwe6ESW135CY 1 TqyoT/gPAEqmMiXILPiyG/ XU/ UgPozhJeakdHSxeo
yGWigB50xBaPddEEhGEN TNOELi BoKAUVWI4bALPORIMT 3VYHaTMICCgb6gnES Thxk
EORFSLEVOEWAEj3zx371bQ205w== o

Dowrnload Cert & Key File Ok

Download the certificate and the key, and you can import them on your WAProxy server.

4.3 |ssue a user certificate

User/admin certificates can be used to log in on RCDevs Web applications (selfdesk, helpdesk, pwreset...), WebADM admin portal

(only with admin certificate) or with custom integrations using OpenOTP PKI logins method.

Login on the WebADM administrator portal and click on the user account in the left LDAP tree for who you want to generate a

new certificate.



Admin

# Home

Cluster

> Edition v2.1.0 Tey Mg Y P
0
Create Search Import Databases Statistics Applications About Logout

Object GN=valery,0U=SUPAdmins,DC=support,DC=rcdevs,DC=com (Other Administrator) {J
WARNING: User password will axpire in 9 daysl!

LDAP Actions
[l Delete this object
£¢] Copy this object
(2] Move this object
. Export to LDIF
&, Change password
# Create certificate

sf' Unlock WebApp access
(1) Advanced edit mode

Ohbject Name
Add Aftribute (16)
Add Extension (1)

Account Created
[delete atiribute]

Object GUID
[delete attribute]

Acgount Flags
[delete attribute]

Last Bad Logon Password
[delete attribute]

[delete attribute]

Last Logon
[delete attribute]

Last Password Sel
[delete attribute]

Object SID
[delete attribute]

[delete attribute]

Logon Caunt
[delete attribute]

Login Name
Account Type
[delete atiribute]

Principal Name
[delete attribute]

prompted for the following :

Object class(es):
Account is unique:

WebADM settings:

WebADM data:
User activated:

Application Actions

Secure Password Reset (1 agtions)
User Self-Registration (1 actions)

Object Details

webadmAccount, parson, user

Yes (in dezsupport de=redevs,de=c...)
1 settings [CONFIGURE]

10 data [EDIT]

Yes Deactivate )

Logs and inventory: WebApp, WebSry, Inventory, Record

valery Rename
WebADM Voice Model w

UNIX Account v

01-07-2021

08-12-2021
30653132-6130-3533-3565-396665353463
Normal Account Flags: Keep Unchanged v

2021-11-05 09:55:26

Never

Never

2021-11-05 09:56:13

S-48-49-53004999864368-808464432-808464437-825569328-8084644...

Mewver Reset

valery

SAM User Account

valery@support.rcdevs.com

Once you are on the user account,in LDAP Actions box,clickon Create certificate button,andyou arethen
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# Home  Admin  Cluster Create  Search  Import  Databases  Statistics  Applications = About  Logout

New User Certificate Value(s) for CN=valery,OU=8UPAdmins,DC=suppart,DC=rcdevs.DC=com

Certificate Validity (in days): 0
Certificate Export Format: PKCS12 v
Email Address: yoann@rcdevs.com W 0o

Send Email Notification: O Yos @ no O

Admin ceriificates are used to enter Admin Portal with PKI mode.
User certificates are used to enter WebApps requiring certificates.

Certificate Usage: © aAdmin O User
Alternative Name(s): 0
Login Name: valery v
User Domain: SUPPORT w

Configurethe validity forthatcertificate,the certificate usage andoptionallythe alternative names.

=L eE

# Home Admin Cluster Create Search Import Databases Statistics Applications About Logout

New User Certificate Value(s) for CN=valery,QU=SUPAdmins,DC=support,DC=rcdevs,DC=com

Certificate Validity (in days): 365 o
Certificate Export Format: PKCS12

Email Address: yoann@redevs.com v 0
Send Email Notification: O vos ® no O

Admin certificates are used to enter Admin Portal with PKI mode.
User certificates are used to enter WebApps requiring certificates.

Certificate Usage: O admin © user
Alternative Name(s): 0
Login Name: valery v
User Domain: SUPPORT

Create Cert Import Cert Cancel

The certificate usage can be configured to Admin or User . Admin certificates are allowed only for super_admin or

other_admin users. User certificates are for all regular users.



Admin certificates allow you to log in on WebADM Admin GUI, not user certificate.

Click Create Cert and the certificate will be created.

AP P 09 Edition v2.1.0 2 L0 &

# Home  Admin Cluster  Create Search Import Databases Statistics =~ Applications

New User Cerlificate for CN=valery,OU=SUPAdmins,DC=support,DC=rcdevs,DC=com

Creating private key... Success
Reading infos from LDAP user... Success

Certificate details:

- emailAddress: yoann@rcdevs.com
- description: USER

- commonName: SUPPORT\valery

- userld: valery

- domainComponent: SUPPORT

Creating a certificate request based on the above details... Success
Calling WebADM CA for certificate request signing... Success
Checking certificate data... Success

Storing certificate in LDAP... Success

Updating certificate cache... Success

Creating a PKCS12 package... Success

Certificate installation password: j MMmGGsC

The certificate and private key have been bundled into a PKCS12 package.
Click the button below to download the new certificate package.

=n -

Copy the password and download the certificate bundle. When you will try to import it into your certificate store, the password

will be required.

Below, the details of that generated certificate :



14 heure normale d'Europe cents

Se fier
Détails
Sujet
Adresse a-mail
Description
Nom
Identifiant de I'utilisateur
Composante de domaine

Nom de I'"émetteur

Pays ou rigion
Réglon/Province mbourg

Localité Belval

Organisation

Unité d'arganisation

Hom

Adresse ¢-mail

Huméro de sé
Version

Algorithme de signature Sk 2 ch A | 0.113549.1.1.11)

Paramétres

Mon valide avant b B:13:14 heur
Mon valide aprés jeudi 8 décembra B 4 heure norma

Infos de clé publique
Algorithme
Paramiétres

Cié publigue
Exposant
Dimension de clé
utilisation de la clé

Signature

n  Utilisation de la cl
Critiqgua NOM

Utilisation nature numérigue, Non répudiation, Chiffrement

Ex sion  Nom alte if du sujet |
Critique
MNom RFC 822

Empreintes
SHA-256 E 2 BE 43 7 B2 7 94 F9 BE 12 9D 0118 EB F1 2F FF A2
SHA-1 FB 63 AB 08 E9 CI

This manual was prepared with great care. However, RCDevs Security S.A. and the author cannot assume any legal or other liability for possible errors and their consequences. No
responsibility is taken for the details contained in this manual. Subject to alternation without notice. RCDevs Security S.A. does not enter into any responsibility in this respect. The
hardware and software described in this manual is provided on the basis of a license agreement. This manual is protected by copyright law. RCDevs Security S.A. reserves all rights,
especially for translation into foreign languages. No part of this manual may be reproduced in any way (photocopies, microfilm or other methods) or transformed into machine-readable
language without the prior written permission of RCDevs Security S.A. The latter especially applies for data processing systems. RCDevs Security S.A. also reserves all communication
rights (lectures, radio and television). The hardware and software names mentioned in this manual are most often the registered trademarks of the respective manufacturers and as
such are subject to the statutory regulations. Product and brand names are the property of RCDevs Security. © 2024 RCDevs Security S.A., All Rights Reserved
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