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1. Product Documentation

This document is an installation guide for the OpenOTP Authentication Provider for AD FS 3.0 / 4.0. Hence, the installation or
configuration of WebADM, including token registration is not covered in this guide. For installation and usage guides to WebADM
refer to the RCDevs WebADM Installation Guide and the RCDevs WebADM Administrator Guide available through the RCDevs’

online documentation library.

2. Product Overview

The OpenOTP Authentication Provider for AD FS is a component that integrates the RCDevs OpenOTP one-time password
authentication into an Active Directory Federation Services server, adding OpenOTP authentication as a possible MFA option in
the AD FS Management tool. RCDevs OpenOTP Authentication Server is a WebApp that is tightly coupled to the RCDevs WebADM
application server. The Authentication Provider enables you to use all types of authentication tokens and authentication
standards supported by the OpenOTP authentication module. That includes OATH/HOTP, OATH/TOTP, OATH/OCRA, Mobile-OTP,
YubiKey, SMSOTP, MailOTP. Software tokens are provided by various publishers and for a variety of platforms including Android
andiOS.



3. System Requirements

The OpenOTP Authentication Provider has to be installed on the Windows servers with an AD FS role. Your environment should
fulfill the following requirements:

> Windows 2008 or later.

> Network access.

> Aninstance of WebADM and OpenOTP running in your network.

> Permanent connection to OpenOTP server’s network API.

> DNS suffix set to match your AD domain.

4. Preliminary Information

Administrative/elevated permissions are necessary on any server to correctly set up and/or change the OpenOTP Authentication
Provider’s configuration. To correctly setup the provider, please gather the following information. You will need to enter during
the installation process:

> The URI(s)s of the OpenOTP web-service(s) (mandatory).

> These URIs are mandatory, due to the client needs to know where the OpenOTP SOAP network API can be reached. They are

entered as a comma-separated list. At least one URI is necessary.
> Your local domain (optional). Needed to force a domain, which is not set as default on the OpenOTP side.
> Acustom login text or tile caption (optional). A text that is displayed on the AD FS login pane.

> Aclient D (optional). An ID to identify this part of your infrastructure to OpenOTP, allowing to modulate OpenOTP’s behavior

with client policies.
> A certificate authority (CA) file (optional).
> A certificate file and the certificate password (optional).
> A custom settings string (optional).

> SOAP timeout delay (optional).

M Note

OpenOTP plugin for ADFS works for ADFS 3.0 & 4.0 (earlier than Windows server 2008). If you have an older version, you have to

update your ADFS Infrastructure.

5. Installation and Configuration

5.1 Installation

In this post, we will assume an existing ADFS infrastructure installed and available. This post will not cover how to setup ADFS.



Please refer to the Microsoft documentation and/or the TechNet blog for details about how to install and configure ADFS Microsoft
| TechNet. For this recipe, you will need to have WebADM/OpenOTP installed and configured. Please, refer to WebADM Installation
Guide and WebADM Manual to do it.

M Note

Before running the MSI file, please stop your ADFS services.

The OpenOTP plugin for ADFS must be installed on every ADFS server. Please download the plugin from the RCDevs Website.

Extract files from the archive on your ADFS server(s) and run the MSI file and click on e xt .

A Note

MSI file should be run with domain admin rights. To be sure that you have the good permissions, you can execute the MSI file

through PowerShell in “Run As Administrator” mode.

OpenOTP-AP (64 bit) Setup — X

Welcome to the OpenOTP-AP (64 bit)
Setup Wizard

The Setup Wizard will install OpenOTP-AP (64 bit) on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

security solutions

Back Next Cancel
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75 OpenOTP-AP (64 bit) Setup — X
End-User License Agreement R c
Please read the following license agreement carefully

RCDEVS OPENOTP-AP LICENSE AGREEMENT ~

RCDevs OpenOTP Authentication Provider for Windows
("OPENOTP-AP")

Copyright (c) 2010-2017 RCDevs SA, All rights
reserved.

IMPORTANT: READ CAREFULLY: By using, copylinhg or
distributing the Software Product you

accept all the following terms and conditions of the
present OpenID License Agreement ("Agreement").

If you do not agree, do not install and use the v

I accept the terms in the License Agreement

Print Back Next Cancel

Accept End-User License Agreement and click on . On the next page, choose your default folder location and click on




OpenOTP-AP (64 bit) Setup — X

Custom Setup R c
Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

BEES OpenOTP-AP (64 bit) Full install

~-=-|Core components

This feature requires 8KB on your
hard drive. It has 1 of 1 subfeatures
selected. The subfeatures require
4008KB on your hard drive.

Location: C:\Program Files\RCDevs\OpenOTP Authentication

Provider\ Browse...

Reset Disk Usage Back Next Cancel

On this page, you have to configure the OpenOTP SOAP URL(s). Your WebADM SOAP endpoint should be:
https://your-web-adm-ip-address-or-dns-name:8443/openotp/ .Youcanalsoconfigurea

message for the end-user login page. Clickon Next .



OpenOTP-AP (64 bit) Setup

X
Configuration 1/4 R c D
Setup server URLs, default domain, login text and client ID e V S

Server URL: (mandatory)

https://192.168.3.117:8443/openotp/ ®
Additional Server URL: (optional)

@
Client ID: (optional)
ADFS ®
Login Text: (optional)
Hello OTP User| @

Back Next Cancel

On the next page, every configuration is optional. If you’d like to use a client certificate for enhanced security, please use this next

screen to provide the detail. Clicking on the question marks (?) will provide additional help during the installation procedure.



OpenOTP-AP (64 bit) Setup

X
Configuration 2/4 R c D
Setup security using a PKI. e V S

The following settings are generally not required.
They are applicable only if you have set the Server URL with HTTPS in the previous

step.
Certificate Authority File: (optional)

@
Certificate File: (optional)

®
Certificate Password: (optional)

@
Confirm Password:

Back Next Cancel

On the next page, you can configure a custom message when users need assistance. For example:



OpenOTP-AP (64 bit) Setup X
Configuration 3/4 R c D
Setup user assistance information. e V S

The following settings are assistance information for users.

Support Information: (optional) Ctrl+Enter for new line

Contact your support team if you have encountered any issuel

Back Next Cancel

Next page allows you to configure failover with OpenOTP, SOAP request timeout and UPN Mode. Keep the default configuration if

you are not sure of what you need. Clickon Next and Tnstall.

Here you may set up a custom settings string for your WebADM and OpenOTP configuration. Furthermore, you may change the
default SOAP service timeout. If two server URLs are defined in server URL, you can optionally configure a request routing policy
(i.e. the server selection policy). There are three policies available: Ordered: The first server is always preferred. When it does not
respond, the second server is used. Balanced: The server is chosen randomly for each request. When it does not respond, the
other is used. Consistent: The server selection depends on the user ID. A request for one specific user is also always routed to the

same server. If it does not respond, the other server is used. Click Ne x t when you are done and afterwards Tnstall .



15 OpenOTP-AP (64 bit) Setup

Configuration 4/4

Setup preferences for this machine.

The following settings are for advanced configurations.
You should keep the default values here.

Settings String: (optional)

RC

SOAP Timeout: (Default 20)

20

Server Selection Policy: (optional)
Ordered (Default)

UPN Mode: (optional)
Implicit

®
@
v @
Y@

Back

Next

Cancel




E' OpenOTP-AP (64 bit) Setup —

Ready to install OpenOTP-AP (64 bit) R '

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Install Cancel

Installation is near complete. At the end of the installation of ADFS plugin, you will have a message like below:



OpenOTP-AP (64 bit) Setup

— X
Installing OpenOTP-AP (64 bit) R c D e V S

Important

Please enter your ADFS SPN User SID

This configuration i1s needed for ADFS 4.0
In order to retrive the SID of yvour SPN user:

1. Open CMD
2. Run the command bellow

wmic useraccount where (name="SPN_USER' and domain="SPN_DOMAINT get sid

[

|gnore Ok

Back Next Cancel

You need to provide the SID of your ADFS service account. On my side, the command will be:

C:\Users\administrateur>wmic useraccount where (name='administrator' and
domain="'RCDEVS') get sid
SID

§$-1-5-21-2429282553-3010152308-2684853505-500



% OpenOTP-AP (64 bit) Setup — X

Installing OpenOTP-AP (64 bit) R c D evs

Important

Please enter your ADFS SPN User SID

This configuration i1s needed for ADFS 4.0
In order to retrive the SID of yvour SPN user:

1. Open CMD
2. Bun the command bellow

wmic useraccount where (name="SPN_USER' and domain="SPN_DOMAINT get sid

5-1-5-21-2425282553-3010152308-2684853505-500

Ignore Ok

Back Next Cancel

A Important Note

The previous command should be executed through Windows Command Prompt and not with Powershell.

On the next screen, you have to register the OpenOTP service in your ADFS instance. The registration should be done only once
per ADFS instance. Clickon Ye s ifit’s the first time you install OpenOTP ADFS plugin. For the others, ADFS servers in the same

instance, click on No . ADFS services should be running during the registration.



k& OpenOTP-AP (64 bit) Setup - X

Installing OpenOTP-AP (64 bit) R c D evs

security solutions

Please wait while the Setup Wizard installs OpenOTP-AP (64 bit).

OpenOTP-AP (64 bit) Setup
Status:

] @ Important! ]

Provider registration should be done only on you primary
ADFS server.
Is This your primary ADFS Server?

Yes No

Back Next Cancel

M Note

Don’t forgot to restart ADFS services when your installation is done.




OpenOTP-AP (64 bit) Setup

Installing OpenOTP-AP (64 bit)

RCUey

X
S

Please wait while the Setup Wizard installs OpenOTP-AP (64 bit).

OpenOTP-AP (64 bit) Setup X
Status:
A You need to restart the ADFS service for the changes to
/ ! 3} take effect!

Open a command-prompt and type on one line

"net stop adfssrv; net start adfssrv"

and hit ENTER

oK
Back Next Cancel

On the next screen, clickon Finish andtheinstallationis done.




OpenOTP-AP (64 bit) Setup — X

Completed the OpenOTP-AP (64 bit)
Setup Wizard

Click the Finish button to exit the Setup Wizard.

security solutions

Back Finish Cancel

A Plugin installation

Repeat this procedure on every ADFS servers!

6. ADFS Configuration for Multi-Factor Authentication

In this documentation, we enable OpenOTP Multi-Factor authentication on the default ADFS login page. This page is disabled by
default. Have a look to Technet Microsoft to enable the ADFS login page.

6.1 Configuration for ADFS 3.0

Now, we will configure the ADFS server(s) to have multi-factor authentication. For this, go on Windows Server Manager, click on

Tools and ADFS Management.


https://blogs.technet.microsoft.com/rmilne/2017/06/20/how-to-enable-idpinitiatedsignon-page-in-ad-fs-2016/
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Manage Help
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ADSI Edit

Component Services
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47 File Action View Window Help
== B

[ ADFS

B[] Service

B | Trust Relationships
B[] Authentication Policies

AD FS

Qverview
AD F5 provides single-sign-on (550) access for client computers.

Leam More
Corfiguring Trust Relationships

Corfiguring Authentication Policies
Troubleshooting AD FS

AD FS Help

On the ADFS Management page, right click on Authentication Policies and click on Edit Global Multi-factor Authentication...

G File Action View Window Help

e 2@ @

= aos
B[] Service

B[] Trust Relationships

s |

Authentication Policies Overview

b ||| Authentication Polici

Edit Glebal Primary Authentication...

ration and multifactor authertication settings globaly

| Edit Global Multi-factor Authentication... |

View

Refresh

Help

Mew Window from Here

b b

sies

Primary authentication is required for all users trving to access applications that use AD FS
for authentication. You can use options below to configure global and custom primany
authentication settings.

On the next page, you will find a new option available in the additional authentication methods named “RCDevs OpenOTP



Authentication Provider”. Check the box of this option and clickon Ok .

Multifactor
Corfigure multifactor authentication (MFA) settings.
|sers/Groups
MFA iz required for the following users and groups:

ADNDomain Admins
ADDomain Users

Devices

MFA is required for the following devices:

[ Unregistered devices

[ Registered devices

Locations

MFA is required when accessing applications from the following locations:
[ Bdranst

7 Intranet

Select additional authentication methods. You must select at least one of the following methods
to enable MFA:

[] Centfficate Authertication
¥ RCDevs OpenOTP Authentication Provider

What is multifactor authentication?

Your ADFS server is now configured with OpenOTP. You can go on your ADFS login page:

RCDevs FS

You are not signed in. Sign in to this site.

© 2013 Microsoft




Clickon sign 4in button, enteryour credentials and clickon Sign in.

<« C ‘ A Non sécurisé | b#ps://win-rdp.ad.rcdevs.com/adfs/Is/idpinitiatedsignon

On the next page, an OTP will be asked.

WIN-RDPad.rcdevs.com

Connexion avec votre compte professionnel

ADVAdministrateur

€ 2013 Microsoft




RCDevs FS

Welcome ADTEST\Administrator

For secunity reasons, we require additional information
to venfy your account

Login to Contoso

Enter your MAIL one-time password,

OTP Authentication

One-Time Password

Support information
Contact support@company.com if you need help.

M OTP Policy

Here, AD FS was configured so that OpenOTP is the only option for a secondary factor, and OpenOTP is configured to require an

OTP sent by mail to the user only. Enter your secondary factor to complete the test.

M OpenOTP User Activation

Your account should be activated for OpenOTP. Look the following How-To to activate an account:

Token has to be enrolled on the user account before testing OTP authentication.

6.2 Configuration for ADFS 4.0

Now, we will configure the ADFS server(s) to have multi-factor authentication. For this, go on Windows Server Manager, click on

Tools and ADFS Management.


https://www.rcdevs.com/docs/howtos/activate/activate/

Server Manager

Server Manager * Dashboard @ |V Menage tools  view Help
Active Directory Adminis
Active Directory Domain

WELCOME TO SERVER MANAGER
Dashboard Active Directory Module

Active Directory Sites an

B Local Server

Active Directory Users al
AD FS Management
ADSI Edit

i All Servers
% ADCS
i§l ADDs QUICK START
AD FS 2 Add roles and features

o Configure this local servg

Certification Authority
Component Services

Computer Management

Add other servers to manag

s File and Storage Services P Defragment and Optimi:
WHAT'S NEW

=t
4]

DNS
— 3
L[}
4 Create a server group Disk Cleanup
DNS

5 Connect this server to cloud Event Viewer

Group Policy Manageme
LEARN MORE iSCS! Initiator

Local Security Policy
Microsoft Azure Services

ODBC Data Sources (32-

ROLES AND SERVER GROUPS

Roles: 5 | Server groups: 1 | Servers total: 1

On the ADFS Management page, under Service rightclickon Authentication Methods andclickon

Edit Multi-factor Authentication Methods.

GaADFs - m| X
G File Action View Window Help - &=

&= 7w  HE

[ ADFS Authentication Methods Actions

w [ ] Service .
- . . . Authentication Methods =
[ Attribute Stores | Authentication Methods Overview
| Authentication Methade Edit Primary Authentication Methods...

[ Certificates Edit Primary Authentication Methods... s and ml factor auhenfication Edit Multi-factor Authentication Meth...
[ 7] Claim Descripti Edit Multi-factor Authentication Methods... View »
[ Device Registra )
[ Endpoints View 2 Mew Window from Here
[ 7] Scope Descripti New Window from Here q [dl Refresh
| Web Applicati wias
- L Wieb Applicatio Refresh E Help
] Access Control Pol sing to access applications that use AD
[ Relying Party Trust: Help w to configure settings for primary
1 Claims Provider Trusts - . ruih £
= S ranet oms entication, it
[ Application Groups Microsoft Passport Authentication
Intranst Forms Authentication,
Windows Authentication,

Microsoft Passport Authentication

Multi-factor Authentication Methods

You can use options below to configure settings for multifactor authentication methods.
Authertication Methods Mot configured Edit

Edit multi-factor authentication methods

On the next page, you will find a new option available in the additional authentication methods named

RCDevs OpenOTP Authentication Provider .Checkthebox ofthisoptionand click on OK.



Edit Authentication Methods

Primary Muttifactor

Select additional authentication methods. You must select at least one of the following methods
to enable MFA:

[] Certfficate Authentication
(] Azure MFA,

RCDevs OpenOTF Authentication Provider

What iz muttifactor authentication?

ok | [ Cancnl | [ oy |

Multi-factor policies at the ADFS level will now contact RCDevs plugin for MFA authentication.

We will now create a Multi-Factor policy called OpenOTP . Right click on Access Control Policies under the ADFS management
console and thenclick Add Access

Control Policy.



GIAD Fs

&= 75

G File Action View Window Help

| ADFS
w [ ] Service
| Attribute Stores

| Certificates
[ Claim Descriptions
[ 7] Device Registration
] Endpoints
[ Scope Descriptions

| Access Control Policies
[ Relying Party Trusi
1 Claims Provider Tr
] Application Group

1 Authentication Methods

] Web Application Proxy

Mame

Pemit everyone and require MFA

Pemit everyone

Pemit specific group
Pemit everyone for intranet access

Add Access Control Policy...

View >

MNew Window from Here
Refresh

Help

<

Pemit everyone and require MFA for specific gro...

Pemit everyone and reguire MFA from unauthen...
Pemit everyone and reguire MFA from extranet ...

Pemit everyone and require MFA, allow automat. ..

Access Control Policies

Parameters

g X

Actions

Add a new policy template te the configuration database

Access Control Policies
Add Access Contral Policy...
View
Mew Window from Here

|Ch Refresh
ﬂ Help

Permit everyone and require MFA
Properties

ﬂ Help

Name your Access Control Policy, on my side OpenOTP andclickon Add button to configure the policy. On my side, I will

allow every user and require a multi-factor authentication.




3 3 3 3 3 3 3 3

Add Access Control Policy

Mame:

|OpenOTP

Description:

Pemit access f any of the following rules are met:

[] Require users to provide credertials each time at sign+n

oK




Rule Editor

Permit

() everyons
(® users

[] from specific network

[] from speciiic groups

[] from devices with specific trust level
[] with specific claims in the request
and require multifactor authentication

Except

[ from specific network

[] from specific groups

[] from devices with specific trust level
[] with specific claims in the request

Permit users

and require multi-factor
authentication

oK

Cancel




Add Access Control Policy

Ig

| Name:
|OpenOTP
Description:

an

i

m

m

1

o  Pemit access i any of the following rules are met:

1

m

1

| Add | | Edit Remove

[#] Require users to provide credertials each time at sign4n

oK

This partis done, you can clickon OK .



GaADFs - m| X
G File Action View Window Help - &=

&= 75

| ADFs Access Control Policies Actions

w [ ] Service N
[ Attribute Stores Name Buitin Parameters Access Control Policies -
7] Authentication Methods Pemit everyone and require MFA Yes MNa Add Access Contral Policy...
[ Certificates F‘enﬂ:rt everyone and reguire MFA for specific gro...  Yes Yes View ,
[ Claim Descriptions Pemit everyone Yes Mo i
[ Device Registration Pemit everyone and require MFA from unauthen...  Yes Mo Mew Window from Here
[ Endpoints 'zenﬂ'rt evgne and require MFA from extranet ... :es :Io [dl Refresh
N - 'emit specific group es es
:_l SJOS:DET_C”EH or;s Pemit everyone for intranet access Yes No ﬂ Help
. [ Web Application Proxy Pemit everyone and require MFA, allow automat...  Yes MNa
| Access Control Policies OTF OpenOTP a
[ Relying Party Trusts Properties
1 Claims Provider Trusts
[ Application Groups K Delete
ﬂ Help

We will now configure a relying party trusts on the ADFS to apply our policy to the default ADFS login page
(https://ADFS_INSTANCE_NAME/adfs/ls/idpinitiatedsignon)

Rightclickon Relying Party Trusts andclickon Add Relying Party Trusts.

G AD FS — | X
G File Action View Window Help - e =

&= 77

] ADFS Relying Party Trusts Actions

w [] Service ~
[ Attribute Stores Display Name Enabled Type Idertifier Relying Party Trusts -
[ Authentication Methods Add Relying Party Trust...
7] Certificates View R

[ Claim Descriptions
[ Device Registration
"] Endpoints | Refresh
] Scope Descriptions H Hep
] Web Application Proxy
| Access Control Policies
| Relying Party Trusts
] Claims Provider Tn Add Relying Party Trust...
[ Application Group

Mew Window from Here

View »
Mew Window from Here

Refresh

Help

Add a new relying party trust to the configuration database

Youarenowin Relying Party Trusts Wizard. Onthe first page, selecttheoption Claims aware andthenclick


https://adfs_instance_name/adfs/ls/idpinitiatedsignon

Start.

| § Add Relying Party Trust Wizard X

VI Welcome

| Staps Welcome to the Add Relying Party Trust Wizard

@ Welcome
Claims-aware applications consume claims in security tokens to meke authentication and
q@ Select Data Source authorization decisions. Mon-claims-aware applications are web-based and use Windows
Integrated Authentication in the internal network and can be published through Web Application
1@ Ec:lti:g:e Access Cortrol Prawy for extranet access. Learn more

s @ Readyto Add Trust (®) Claims aware
%0 @ Finish

[R]

() Mon claims aware

< Previous Cancel

On the next screen, you have to select the data source. Choose the 3rd option to configure the data source manually and click

Next .



| & Add Relying Party Trust Wizard X
V| Select Data Source
| Step Select an option that this wizard will use to obtain data about this relying party:
@ Welcome
(") Import data about the relying party published online or on a local network
Select Data S
g @ = =ouree lse this option to import the necessary data and certificates from a rebving party organization that publishes
-i @ Specify Display Mame its federation metadata online or on a local network.
€ @ Configure Cerfficate Federation metadata address (host name ar URL):
*\ @ Configure URL
=g
s_ @ Configure |dertifiers Example: fs contoso.com or https://www contoso.com./app
s @ E‘FDSE Access Control () Import data about the relying party from a file
: olicy
I Use this option to import the necessary data and certificates from a relving party organization that has
rq @ Readyto Add Trust exported its federation metadata to a file. Ensure that this file is from a trusted source.  This wizand will not
] ) validate the source of the file.
@ Finish
d Federation metadata file location:
- Browse...
(®) Enter data about the relying party manually
Use this option to manually input the necessany data about this relying party organization.
< Previous Mexd > Cancel

On the next screen, name your Relying Party and clickon Next :



i %Add Relying Party Trust Wizard

V| Specify Display Name

Welcome Dizplay name:

Steps Enter the display name and any optional notes for this relving party.

Select Data Source [MylDP

Specify Display Name Mates:

Corfigure Certfficate
Configure LRL
Corfigure [dertifiers

Choose Access Control
i POIIC}’

m
@ © @ @ © @ @©

Ready to Add Trust
Finizh

(]
@ @

< Previous

Meat =

Cancel

The next configuration page is optional. If required configure itand click on Nex t .




| & Add Relying Party Trust Wizard X

V| Configure Certificate
| Step Specify an optional token encryption cenfficate. The token encryption cerificate is used to encrypt the claims =
@ Welcome that are sent to this relying party. The relying party will use the private key of this certfficate to decrypt the
claims that are sent to it. To specify the certificate, click Browse.
4@ Select Data Source
-4 @ Specify Display Mame e
€ @ Confi Certifi s
. a < e ieate Effective date:
@ Configure URL —_— .
. d Expiration date: €
<|® Configure |dertifiers
| @ Choosze Access Control ol i
g @ Readyto Add Trust
"] @ Finish
d
3

< Previous Mexd > Cancel

On the next page, select Enable support for the SAML 2.0 WebSSO protocol andconfigureyour URL

according to your ADFS server and click on Nex t .



=

Configure URL

Steps

Welcome

Select Data Source
Specify Display Name
Corfigure Certfficate
Configure LIRL
Corfigure [dertifiers

Choose Access Control

Ready to Add Trust
Finizh

m
@ © & & © @ ®©

n
@ @

i %!Add Relying Party Trust Wizard

AD F5 supports the WS-Trust, W5-Federstion and SAML 2.0 Web5S50 protocols for relying parties.
W5-Federation, SAML, or both are used by the relying party, select the check boxes for them and specify the
URLs to use. Support forthe WS-Trust protocol is always enabled for a relying party.

] Enable support forthe W5-Fedaration Passive protocol

The W5-Federation Passive protocol URL supports Web-browserbased claims providers using the
WS-Federation Passive protocol.

Relying party W 5-Federation Passive protocal URL:

Bxample: https /4= contoso.com/adfsAs/

Enable support forthe SAML 2.0 Web 550 protocaol

The SAML 2.0 single=sign-on (S50} service URL supports Web-browserbased claims providers using the
SAML 2.0 Web550 protocol.

Relying party SAML 2.0 550 service URL:

|hl'tps -/ Ayoadizdnew yorcdevs .com/adfs s/

Example: https://www contoso com/adfss./

< Previous Mexd > Cancel

On the next screen, you have to configure your Identifier. Configure your Identifier, click Add and Next .




| & Add Relying Party Trust Wizard X

V| Configure Identifiers

| Step Relying parties may be identified by one or more unique idertifier stings. Specify the identifiers for this relying —
@ Welcome party trust. i

4@ Select Data Source Relying party trust identifier: |

-4 @ Specify Display Mame | | Add "

& @ Configure Cedificate Bxample: https: /4= contoso .com//adfs/services Arust

5 '

N @ Configure URL Relying party trust identifiers: €

;‘ @ Corfigure ldentifiers https://voadfsdnew yorcdevs com/adfs/services trust

| @ Choosze Access Control

i POIIC}’

g @ Readyto Add Trust

"|@ Finish

d

3

<Frev1'nus|| Mexd > || Cancel

On the next configuration page, you have to choose an access control policy. | have previously created a policy called OpenOTP

so | choose this one:



e &l Add Relying Party Trust Wizard X

Choose Access Control Policy

—— Choose an access control policy:

1
@ Vieicome Mame Description &
@ Select Data Source OpenO TP
@ Specify Display Name Permit evenyone Grant access to everyone.
@ Corfigure Cartficate Pemit evenrane and require MFA Grant access to everyone and requir

) Permit everyone and require MFA for specific group Grant access to everyone and requir

® Configure URL Pemit evenyone and require MFA from extranet access Grant access to the intranst users ar
@ Configurs Identifiers Pemmit evenyone and require MFA from unauthenticated devices Grart access to everyone and requir
@ Choose Access Cortrol Pemit evenyone and require MFA, allow automatic device registr...  Grant access to everyone and requir

P0|IC§.’ Parmit avanrmmms far irdranat scnaos Srart smcoos b tha irbranst Dioars R

£ >
@ Readyto Add Trust
@ Finich Policy
Permit users

and require multifactor authentication

- [] | do not want to configure access control policies at this time. No user will be pemmitted access for this
application.

< Previous || Mexd > || Cancel

The configuration of the Relying Party Trust is now finished. Clickon Next and Close .



e &l Add Relying Party Trust Wizard X
Finish

—— The relying party trust was successfully added.
Welcome

Canfigure claims issuance policy for this application
Select Data Source M g i PP

Specify Display Name
Corfigure Certfficate
Configure LRL
Corfigure [dertifiers

Choose Access Control
Policy

Ready to Add Trust
Finizh

@ & & @ © @ ®©

@ @

Close

Multi-Factor Authentication is now configured for the default ADFS login page. We will now perform an authentication.



& C & Sécurisé | https://yoadfsdnew.yorcdevs.com

[ Connexion
YORCDevs Corp

Connexion avec votre compte professionnel

‘admimstraleur@yorcdevs.(om |

Connexion

© 2016 Microsoft

Click on Login and the next page will prompt you the following:

[] OpenOTP Authenticatio

C @ Sécurisé | https://yoadfsdnew.yorcdevs.com

YORCDevs Corp

For security reasons, we require additional information
to verify your account (administrateur@yorcdevs.com)

Hello QTP User

€ 2016 Microsoft

Click on Continue button and the next page will ask you to enter your OTP:



[ OpenOTP Authenticatio

&« C @ Sécurisé ‘ https://yoadfsdnew.yorcdevs.com

[ Connexion

YORCDevs Corp

For security reasons, we require additional information
to verify your account (administrateur@yorcdevs.com)

Hello OTP User

Enter your TOKEN password

Authentification QTP

‘ One-Time Password

€ 2016 Microsoft

Provide your OTP and you are logged on.

7. Uninstalling the OpenOTP Authentication Provider

If you ever decide to uninstall the provider, simply re-run the installer and choose Remove .




OpenOTP-AP (64 bit) Setup — >

Change, repair, or remove installation D

Select the operation you wish to perform.

Change

Lets you change the way features are installed.

Repair

Repairs errors in the most recent installation by fixing missing and corrupt
files, shortcuts, and registry entries.

Remove

Removes OpenOTP-AP (64 bit) from your computer.

Back Next Cancel

8. Troubleshooting

To pinpoint a problem in your AD FS/OpenOTP setup, you can start with the Windows Event. Viewer: “Applications and Services
Logs”, then “AD FS”, then the “Admin” log. Also lookat /opt /webadm/logs/webadm. log ,ortheequivalentinthe

WebADM interface (under the “Database” section).

9. Video Demonstration

(]IJ Play Video on Youtube

This manual was prepared with great care. However, RCDevs S.A. and the author cannot assume any legal or other liability for possible errors and their consequences. No
responsibility is taken for the details contained in this manual. Subject to alternation without notice. RCDevs S.A. does not enter into any responsibility in this respect. The hardware
and software described in this manual is provided on the basis of a license agreement. This manual is protected by copyright law. RCDevs S.A. reserves all rights, especially for
translation into foreign languages. No part of this manual may be reproduced in any way (photocopies, microfilm or other methods) or transformed into machine-readable language
without the prior written permission of RCDevs S.A. The latter especially applies for data processing systems. RCDevs S.A. also reserves all communication rights (lectures, radio and
television). The hardware and software names mentioned in this manual are most often the registered trademarks of the respective manufacturers and as such are subject to the

statutory regulations. Product and brand names are the property of RCDevs S.A. © 2019 RCDevs SA, All Rights Reserved


https://www.youtube.com/embed/xb32E1hzRhs?start=1
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