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B F5BIG-IP APM

F5 APM Radius

1. WebADM/OpenOTP/Radius Bridge

For this recipe, you will need to have WebADM/OpenOTP installed and configured. Please, refer to WebADM Installation Guide and

WebADM Manual to doit. You have also to install our Radius Bridge product on your WebADM server(s).

2. Register your F5 VPN in RadiusBridge

On your OpenOTP RadiusBridge server, edit the /opt/radiusd/cont/clients.confand add a RADIUS client (with IP address and
RADIUS secret) for your F5 VPN server.

Example:

client <VPN Server IP> {
secret = testingl23
shortname = F5

¥

3. Configuring new RADIUS AAA Server to APM

Configuring OTP authentication to APM means simply adding OpenOTP RADIUS AAA configuration to one of your Access Policies.
To use an existing Access Profile then on APM management Ul you only need to add a RADIUS through: Access Policy —> AAA
Servers —> RADIUS and create a new RADIUS server which you can then attach to your existing access profile(s). To create an all-
new Access Profile and RADIUS connector:

1. Login to your F5 web-based administration Ul.

2. From the left-hand menu, select Wizards —> Device Wizards.

3. Select Portal Access Setup Wizard.


https://www.rcdevs.com/docs/tags/f5-apm
https://www.rcdevs.com/docs/tags/radius
https://www.rcdevs.com/docs/howtos/webadm_install/webadm_install/
https://www.rcdevs.com/docs/howtos/webadm_admin/webadm_adm_guide/

Wizards » Device Wizards

Wizard Section
N tup Wi r it
\ F‘OEC)’" ager : enw?rkAwussSeup izard for Remote Access
Configuration = Portal Access Setup Wizard
' Web Application Access Management for Local Traffic Virtual Servers
Description
Configure a remote access connection to one or more intemal web applications. Creates an
Descriotion access policy and local traffic virtual server so that end users can access internal web
' applications through a single external virtual server. Use this if you need to provide secure
exiranet access to intemal web applications without creating a full VPN connection.

_Next... |

4, To Basic Properties that opens up, set:

> Policy Name - A descriptive name for your new access policy, i.e. OpenOTP_Policy (white spaces are not allowed).

> Caption - Use default value set for Policy Name.

> Click Next to continue.

5. For Authentication Options select New and as Authentication select RADIUS.

Wizards » Device Wizards » Portal Access Setup

Select Authentication

Please select the type of authentication you would like to configure for your access policy. When end users access the virtual server
they will be shown a logon page to enter credentials. These credentials are checked against a preconfigured external authentication

server,

If you would like to test a basic access policy without authentication, you are not authenticating users at all, or you will configure
authentication later, you can select No Authentication. To add authentication later, create a new AAA server, then edit your access

policy and add an authentication action.

Select Authentication

Authentication Options = Create New ' Use Existing

RADIUS

LDAP

Active Directory
SecurlD

HTTP

QCSP Responder
CRLDP
TACACS+

No Authentication

_Cancel | Previous | Next |

6. On Configure AAA Server page, set:



> Server Addresses - IP address or hostname of your OpenOTP VM « Authentication Service Port - leave as default (1812).
> Secret - enter testing123 (pre-configured to OpenOTP).

> Click Next to continue.

Wizards » Device Wizards » Portal Access Setup

Portal Access

Specify the internal web application start URI. This defines the first page that will be shown to the end user after they log in through the
local traffic virtual server (e.g. hitp:/imyintranet.siterequest.com or http:/imyintranet/start.html).

You can create your own application from scratch by selecting Custom, or you can use an existing application template from the
Select Application list.

Select Application Custom : ‘

Portal Access Start URI htips://my.intranet/'sampleapp/| ‘

SSO Configuration Configure SSO ‘
_Cancel | Previous | Next |

7.0n Portal Access and Virtual Server page set:

> Virtual Server IP Address - Enter IP address of your external interface VLAN that your users would connect for access.

> Click Next to continue.

Wizards » Device Wizards » Portal Access Setup

Virtual Server (HTTPS connection)

Specify an IP address 1o create a local traffic virtual server that is correctly configured for web applications. Your end users connect to
a DNS name representing this destination address to start a web applications connection.

Check the option Create Redirect Virtual Server (HTTP to HTTPS) to create a local traffic virtual server that automatically redirects
users who connect using http:/f instead of https:/f with their web browser.

For information on installing a valid SSL server certificate and using this destination address behind a firewall, please see the
Configuration Guide for BIG-IP& Access Policy Manager.

I Virtual Server IP Address 10.128.10.240 |

Redirect Server ¢ Create Redirect Virtual Server (HTTP to HTTPS) ‘

Cancel | Previous | Next |

8. Review your configuration and click Next to let the wizard create your new access profile and AAA Server configuration.

9. Once the wizard completes, you will be able to test your access at the IP you set for your Virtual Server.



A Note

Don’t forget to authorize the communication on 1812 UDP port (default RADIUS port for the authentication) from your F5 APM

system to your WebADM instance at the firewall level.

4. Test your APM login

1. Goto your Virtual Server IP with a web browser (one setin Wizard, i.e. https://10.128.10.240/).

2. Secure Login Page opens.

3. Enteryour domain login name and password:

f5

Secure Logon
for F5 Networks

Username
username |

Password

[........| ]

Logon

4. Page will refresh to prompt you to enter your OTP.

5. Press enter the OTP you have at hand (Yubikey, Google Authenticator, Hard Token, ...).

f5

Enter your TOKEN one-time
password

Logon



https://10.128.10.240/

6. Your intranet web resource should now open!

5. Video Tutorial

You :
Tube Play Video on Youtube
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