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1. Overview

This document is an installation guide for the MFA VPN provided by RCDevs. Hence, the installation or configuration of WebADM,
including token registration is not covered in this guide. For installation and usage guides of WebADM and OpenOTP, please refer
to the RCDevs WebADM Installation Guide and the RCDevs WebADM Administrator Guide available through the RCDevs online

documentation Website.

2. Installation of MFA VPN

On a RedHat, CentOS or Fedora system, you can use our repository, which simplifies updates. Add the repository:

yum install https://www.rcdevs.com/repos/redhat/rcdevs release-1.0.0-0.noarch.rpm

You are now able to install RCDevs packages on your system:

yum install mfavpn


https://www.rcdevs.com/docs/tags/openvpn
https://www.rcdevs.com/docs/tags/viscosity
https://www.rcdevs.com/docs

On a Debian and Ubuntu system, you can use our repository, which simplifies updates. Add the repository:

wget https://www.rcdevs.com/repos/debian/rcdevs-release 1.0.0-0 all.deb
apt-get install ./rcdevs-release 1.0.0-0 all.deb

Update apt cache:

apt-get update

You are now able to install RCDevs packages on your system:

apt-get install mfavpn

Setup script is running;:



[root@webadml conf]# /opt/mfavpn/bin/setup

The fully qualified domain name of this server is 'mfavpn.yorcdevs.com'.

Please press [ENTER] to confirm or type another one:

Enter one of your running WebADM node IP or hostname: 192.168.3.54

Registered hostname is 'webadml.yorcdevs.com'. Would you like to use it as client id
(y/n)? [N]: y

Do you want to register MFA VPN Server logrotate script (y/n)? [Y]: vy

Do you want MFA VPN Server to be automatically started at boot (y/n)? [Y]: vy

Primary OpenOTP service URL is: 'https://192.168.3.54:8443/openotp/"
Secondary OpenOTP service URL is: 'https://192.168.3.55:8443/openotp/"
Use 'webadml.yorcdevs.com' as client id: 'YES'

Register MFA VPN Server logrotate script: 'YES'

MFA VPN Server must be automatically started at boot: 'YES'

Do you confirm (y/n)?: y

Applying MFA VPN Server settings from default configuration files... 0Ok
Generating diffie-hellman key file for daemon 'openvpn'...

Generating DH parameters, 2048 bit long safe prime, generator 2

This is going to take a long time. ...... ..ttt i i ittt e e

Generating ta.key (tls-auth) file for daemon 'openvpn'... 0k

Retrieving WebADM CA certificate... 0Ok

The setup needs now to request a signed 'openvpn' certificate.

This request should show up as pending in your WebADM interface and an administrator
must accept it.

Waiting for approbation...

A certificate should be generated for OpenVPN. So at this step, you have to go on the WebADM Administrator GUI to approve the

certificate request.
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WebADM Server Administration

WebADM v1.6.8-2 (64bit) running on server webadm2.yorcdevs.com (192.168.3.155) in standalone mode.

Server Version Details:
Internal Server Time:
Hardware Modules:
WebADM Features:

Active LDAP Server:

Apache/2.4.37 PHP/7.1.23 OpenSSL/1.0.2p-fips

2018-11-21 13:50:14 Europe/Berlin

No HSM Connected

WebApps (Enabled), WebSrvs (Enabled), Manager (Enabled)

Active SQL Server:  SQL Server (127.0.0.1)

LDAP Server (127.0.0.1)

Active PKI Server:  PKI Server (127.0.0.1)

Session Server (::1)

oV

Active Session Server:

Local Domains (1) Trust Domains (0) Client Policies (0)

#

Define custom policy settings
for consumer applications.

Bridge remote domain names
located on distant servers.

Associate domain names with
LDAP user search bases.

L LDAP Mount Points (0) o - LDAP Option Sets (1) Administrator Roles (1)
Ly ) t ﬁ
“ % A" Connect secondary LDAP a Define LDAP tree contraints for Create admin role templates for
servers to the tree view. your 'other' administrators. your 'other' administrators.
[WebADM] [2018-11-21 13:48:36] [webadm?2.yorcdevs.com] New pending server/client certificate requests (1) o

Click Here For Details

After logging on the WebADM GUI, you will show a red button at the end of the page. Please, click on it.

You will have a certificate request pending...
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@ A Home Admin Create Search Import Databases Statistics Applications About Logout
B 97 o=Root (2)
. SSL Certificate Requests
(o] cn=admin
O & enz| Find below the pending certificate requests send to the WebADM certificate generation API.
Create / Search Found 1 pending server SSL certificate requests:
Details / Check
Create / Search
Details / Check Hostname Type Source Received Expires In  Status Action

webadm2.yorcdevs.com Server 192.168.3.178 13:11:36 161 secs Pending

Ok

[WebADM] [2018-11-21 13:48:36] [webadm?2.yorcdevs.com] New pending server/client certificate requests (1) o
Click Here For Details
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SSL Certificate Requests

Find below the pending certificate requests send to the WebADM certificate generation API.
Create arch Found 1 pending server SSL certificate requests:

* Details / Check
* Create / Search
Details / Check

Hosthame Type Source Received ExpiresIn  Status Action

webadm?2.yorcdevs.com Server 192.168.3.178 13:11:36 128 secs Accepted

Ok

Clickonthe Accept button to generate the certificate, and the setup script will continue.

Waiting for approbation... Ok

Updating entry ‘client id' in file '/opt/mfavpn/conf/ovpnauthd.conf'... Ok
Registering MFA VPN Server service...Registering MFA VPN Server service... Ok
Adding logrotate script... Ok

MFA VPN Server has successfully been setup.

The installation is now complete. Installation folderis /opt/mfavpn/ .

3. RCDevs MFA VPN Configuration Files
Every configuration files are locatedin /opt /mfavpn/conf /.

3.1 ovpnauthd.conf

In this file, you can reconfigure WebADM URLs, enable/disable U2F support or set a client ID to point to a client policy. Other
settings can be kept by default.

#-#-#-#
#
# ovpnauthd's configuration file.
#
#-#-#-#
#

# A location where to store the daemon's log file.

# Note that at the very early stage (when the daemon started but did not read
yet this configuration file),

# Tlogs are sent to the standard output. Anyway, since the launcher script uses
a redirection, you won't even see them.

# Don't forget to adapt also file '/opt/mfavpn/lib/logrotate' if for any
reason you decide to change the default path...

#



log file /opt/mfavpn/logs/ovpnauthd.log

#-#-#-#

H-H-H-#

#

# A location where to store the daemon's process ID file.
#

pid file /opt/mfavpn/temp/ovpnauthd.pid

#

#

H-H-#-#

#-#-#-#

#

# A CA file is required in order to trust OTP servers the daemon will send

requests to.
#
ca file /opt/mfavpn/conf/ca.crt

#

#

#-#-#-#

#-#-#-#

#

# A list containing the address of your WebADM servers.

# It must contain one or items to let the daemon know where to send
authentication requests.

#
server urls {
urll https://192.168.3.155:8443/openotp/
}
#
#
# How ovpnauthd will relay a request to the WebADM backend.
# - "balanced" means the request will be balanced between server 1 and server
2 in a round-robin fashion.
# - "ordered" means server 2 is kept as a hot spare in case the primary
server stops answering requests properly.
#
#server policy Ordered
#
#

# When two servers are configured, ovpnauthd can check the server statuses at
regular

# intervals by trying TCP socket connections. The status cache is the polling
interval

# between 10 and 600 seconds.



status cache 30

#H-#-#-#

H-H-H-H#
#
# The default domain name passed to OpenOTP backends when the client entered a
username only.
# This prevents WebADM server to apply any default domain configured on its
own side.
#
#default domain name Default
#
#
# Tells ovpnauthd how to extract 'domain' and ‘'username' from the username
string entered
# 1in order to send them both separately to OpenOTP backends.
#
#domain separator \
#
#
H#-#-#-#

#-H-#-#

#

# When U2F login is enabled and the user login mode is set to LDAPU2F or
LDAPMFA,

# a U2F authentication challenge is used (overriding OTP methods if present).

# U2F for OpenVPN is supported by the Viscosity client only!

#

u2f support Yes

#

#

#-H-#-#

#-H-#-#

#

# The client identifier to be sent to OpenOTP servers along authentication
requests.

# This allows applying per client contextual policies on the WebADM server
while running an authentication workflow.

#

client id MFAVPN

#

#

#-H-#-#

#-#-#-#



#

# The SOAP request TCP timeout is by default 30.

# Just keep it as it unless you really understand all the possible
consequences a change could have.

#
#soap_ timeout 30
#
#
H#-#-#-#
#
#
H#-#-#-#

3.2 openvpn.conf

This is the OpenVPN configuration file. You have to configure it to start your OpenVPN server. For more information about the

configuration of OpenVPN, please refer to the OpenVPN official documentation.

My OpenVPN configuration is very simple:

> | have defined a dev tun interface to create a routed IP tunnel.
> | have configured 2 routes who will be pushed to the client to access my different networks.

> | have set my DNS server and domain who will be pushed to the client for the names resolution and the domain resolution for

Windows client.

> Other settings are kept by default.

B e e e e
Sample OpenVPN 2.0 config file for
multi-client server.

This file is for the server side
of a many-clients <-> one-server
OpenVPN configuration.

OpenVPN also supports

single-machine <-> single-machine
configurations (See the Examples page
on the web site for more info).

This config should work on Windows

or Linux/BSD systems. Remember on

Windows to quote pathnames and use

double backslashes, e.g.:

"C:\\Program Files\\OpenVPN\\config\\foo.key"

HOoH OH W OH OH O W OH R W R OH R W OH R W R
HOH K H K OH R B H H WK KR K HE R KK

Comments are preceded with '#' or ';'


https://openvpn.net/index.php/open-source/documentation/howto.html

B e e e e e e e e e

# Which local IP address should OpenVPN
# listen on? (optional)
;local a.b.c.d

# Which TCP/UDP port should OpenVPN listen on?
# If you want to run multiple OpenVPN instances
# on the same machine, use a different port

# number for each one. You will need to

# open up this port on your firewall.

port 1194

# TCP or UDP server?
;yproto tcp
proto udp

"dev tun" will create a routed IP tunnel,
"dev tap" will create an ethernet tunnel.
Use "dev tap@" if you are ethernet bridging
and have pre-created a tap@ virtual interface
and bridged it with your ethernet interface.
If you want to control access policies

over the VPN, you must create firewall

rules for the TUN/TAP interface.

On non-Windows systems, you can give

an explicit unit number, such as tun@.

On Windows, use "dev-node" for this.

On most systems, the VPN will not function
unless you partially or fully disable

# the firewall for the TUN/TAP interface.

;dev tap

dev tun

HOoH OH H OH OH O W OH R W R

# Network topology

# Should be subnet (addressing via IP)

# unless Windows clients v2.0.9 and lower have to
# be supported (then net30, i.e. a /30 per client)
# Defaults to net30 (not recommended)

topology subnet

Configure server mode and supply a VPN subnet

for OpenVPN to draw client addresses from.

The server will take 10.8.0.1 for itself,

the rest will be made available to clients.

Each client will be able to reach the server

on 10.8.0.1. Comment this line out if you are
ethernet bridging. See the man page for more info.
server 10.8.0.0 255.255.255.0

HOH W B R B H®

# Push routes to the client to allow it
# to reach other private subnets behind



# the server. Remember that these

# private subnets will also need

# to know to route the OpenVPN client

# address pool (10.8.0.0/255.255.255.0)
# back to the OpenVPN server.

push "route 192.168.2.0 255.255.255.0"
push "route 172.16.8.0 255.255.255.0"
;push "route 192.168.20.0 255.255.255.0"

If enabled, this directive will configure

all clients to redirect their default

network gateway through the VPN, causing

all IP traffic such as web browsing and

and DNS lookups to go through the VPN

(The OpenVPN server machine may need to NAT

or bridge the TUN/TAP interface to the internet
in order for this to work properly).

;push "redirect-gateway defl bypass-dhcp"

HoH OB H R B R W

Certain Windows-specific network settings
can be pushed to clients, such as DNS

or WINS server addresses. CAVEAT:
http://openvpn.net/faq.html#dhcpcaveats
The addresses below refer to the public
DNS servers provided by opendns.com.

push "dhcp-option DNS 192.168.3.50"

;push "dhcp-option DNS 208.67.220.220"
;push "dhcp-option WINS 208.67.220.223"
push "dhcp-option DOMAIN yorcdevs.com"

HOH OB H R W

Uncomment this directive to allow different
clients to be able to "see" each other.

By default, clients will only see the server.
To force clients to only see the server, you
will also need to appropriately firewall the
server's TUN/TAP interface.

;client-to-client

HOH B H R K

# The keepalive directive causes ping-like
# messages to be sent back and forth over

# the link so that each side knows when

# the other side has gone down.

# Ping every 10 seconds assume that remote
# peer is down if no ping received during

# a 120 second time period.

keepalive 10 120

# Enable compression on the VPN link and push the
# option to the client (2.4+ only, for earlier

# versions see below)

;compress 1z4-v2

;push "compress 1z4-v2"



# For compression compatible with older clients use comp-1lzo
# If you enable it here, you must also

# enable it in the client config file.

;comp-1zo

# The maximum number of concurrently connected
# clients we want to allow.
;max-clients 100

# The persist options will try to avoid

# accessing certain resources on restart
# that may no longer be accessible because
# of the privilege downgrade.

persist-key

persist-tun

# Set the appropriate level of log

# file verbosity.

#

# 0 is silent, except for fatal errors

# 4 is reasonable for general usage

# 5 and 6 can help to debug connection problems
# 9 is extremely verbose

verb 3

# Silence repeating messages. At most 20

# sequential messages of the same message

# category will be output to the log.

;mute 20

# Notify the client that when the server restarts so it
# can automatically reconnect.

explicit-exit-notify 1

#
reneg-sec 0

After editing both files, please restart RCDevs MFA VPN services:

/opt/mfavpn/bin/mfavpn restart

Your MFAVPN is now ready to work!

4. Generate an End-user Package

A scriptis available to generate an end user package who will contain OpenVPN configuration file, Certificate authority file and

the key.



To run this script, please execute the following command:

/opt/mfavpn/bin/clientpkg user

adding:
adding:
adding:
adding:

user/ (stored 0%)

user/ca.crt (deflated 25%)
user/ta.key (deflated 40%)
user/user.ovpn (deflated 54%)

An output file named user . z1ip will be created. Give this folder to your user.

5. Import

VPN Configuration File in Viscosity or OpenVPN Client

After copying the zip file on your client machine, you can extract it.

(ONCNO) user
L < | > | iE oo ol EEv X~ Q_Rechercher
Favoris Nom ~ Date de modification Taille
B Documents | ca.crt aujourd’hui a 15:58
= ta.key aujourd’hui a 15:58 63
iCloud Drive =
& iClou '@ user.ovpn aujourd’hui & 17:23

Macintoch HDD

On my side, | use Viscosity as a VPN client. Viscosity is fully compatible with RCDevs MFA VPN server and OpenOTP for the U2F

authentication.

M Note

Currently, Viscosity client is the only VPN client able to manage U2F authentication.

To import the OpenVPN client configuation, you just have to double-click onthe . ocvpn file.

Connexion importée

Viscosity has sucessfully imported the connection. It
is now available in your connection list.

If you have used advanced OpenVPN features or
scripts please visit the Preferences section to ensure

they were imported correctly.




My new VPN configuration is now imported in Viscocity client.

@& FL3=

& yoann Déconnecté

& webadm Déconnecté
& user Déconnecté

Détails ...
Préférences ...

Quitter Viscosity

5.1 Login Test with an OTP
I click on the user connection to initiate the VPN connection and I’'m prompted to enter my LDAP credentials:
Viscosity - user

OpenVPN nécessite un nom d'utilisateur et un mot de
passe pour pouvoir continuer.

Nom d'utilisateur: ' administrateur

Mot de passe: eeessese

Se souvenir des informations dans le trousseau

Annuler

| press and on the next screen, I’'m prompted for the OTP:



Viscosity - user

Enter your TOKEN password

Cancel

I enter my OTP password and press OX . I’'m now successfully logged through RCDevs MFA VPN with an OTP.

user est connecté

P
@ The connection user has connected with an IP
address of 10.8.0.2.

Connecté

& yoann Déconnecté
& webadm Déconnecté

5.2 Login Test with U2F Key

To use RCDevs MFA VPN with a U2F key, the setting support_u2f shouldbesetto yes in

/opt/mfavpn/conf/ovpnauthd.conf file.Bydefault, this settingissetto yes .

You also have to configure the login mode = LDAPMFA in OpenOTP and have a proper U2F configuration. To do it, please refer to

OpenOTP U2F documentation.

When U2F configuration and U2F key enrollment are done, I click on the user connection in Viscosity to initiate the VPN connection

and I’m prompted to enter my LDAP credentials:


https://www.rcdevs.com/docs/howtos/openotp_u2f/openotp_u2f/

Mot de passe:

Nom d'utilisateur:

Viscosity -

user

OpenVPN nécessite un nom d'utilisateur et un mot de
passe pour pouvoir continuer.

administrateur

~ Se souvenir des informations dans le trousseau

annuter | (TSN

| press Ok and on the nextscreen, I’'m prompted to press my U2F key:

Viscosity - user

U2F Authentication Requested

The server is requesting U2F authentication. Please
connect your U2F security key to continue. If your key has a
button or gold disk, tap it now.

3,& Waiting for activation... Cancel

| press my U2F key already plugged on my laptop and I’'m now connected through RCDevs MFA VPN.

& user

10.8.0.4 |

Connecté

v OKB T O KB 23 secondes

6. Authentications Logs

6.1 OTP Login Logs

[2018-03-12
[2018-03-12
[2018-03-12
[2018-03-12
[2018-03-12
request

[2018-03-12

10:50:51]
10:50:51]
10:50:51]
10:50:51]
10:50:51]

10:50:51]

[192.168.
[192.168.
[192.168.
[192.168.
[192.168.

[192.168.

w w w ww

3

.55]
.55]
.55]
.55]
.55]

.55]

[OpenOTP:
[OpenOTP:
[OpenOTP:
[OpenOTP:
[OpenOTP:

[OpenOTP:

CN=Administrateur,CN=Users,DC=yorcdevs,DC=com

[2018-03-12 10:50:51] [192.168.3.55] [OpenOTP:

mirmAan =\ o ~DN

1GXC35AG] > Username: administrateur
1GXC35AG] > Password: XXXXXXXX
1GXC35AG] > Client ID: MFAVPN
1GXC35AG] > Source IP: 192.168.3.254

1GXC35AG] Registered openotpSimplelLogin

1GXC35AG] Resolved LDAP user:
(cached)
1GXC35AG] Resolved LDAP groups:

ANF AL mAar AN AV AN AR A e, AA T A Ak ARV AV ANAT A AA AvAaiinAa AAdmET A~ A



PTUPI L\NALO\ADILALIEDS LI \ALD\AdIJdLEUI > UL Ld SLIdAdL\ALD\XAdAIYylE UL ylrouupe,aulitils uu
domaine,administrateurs de 1\xe2\x80\x99entreprise,administrateurs du
sch\xc3\xa%ma,administrateurs,utilisateurs du bureau \xc3\xa® distance,groupe de

r\xc3\xa9plication dont le mot

[2018-03-12
user

[2018-03-12
[2018-03-12
+33XXXXXXXX
[2018-03-12

support@rcdevs.

[2018-03-12
[2018-03-12

1:HOTP-SHA1-

10:50:51]

10:50:51]
10:50:51]

10:50:51]
com

10:50:51]
10:50:51]

6:QNO6-

[192.168.

[192.
[192.

168.
168.
[192.168.

[192.
[192.

168.
168.

de passe rodc est refus\xc3\xa9
3.55] [0penOTP:1GXC35AG] Started transaction lock for

3.55] [0penOTP:1GXC35AG] Found user language: EN
3.55] [0penOTP:1GXC35AG] Found 1 user mobiles:

3.55] [0penOTP:1GXC35AG] Found 1 user emails:

3.55] [0penOTP:1GXC35AG] Found 4 user certificates
3.55] [0penOTP:1GXC35AG] Found 37 user settings:
LoginMode=LDAPOTP,0TPType=TOKEN, OTPLength=6,ChallengeMode=Yes, ChallengeTimeout=90,Mobilel

T1M, SMSType=Normal, SMSMode=0ndemand,MailMode=0ndemand, LastOTPTime=300,ListChallengeMode=¢

[2018-03-12 10:50:51] [192.168.3.55] [OpenOTP:1GXC35AG] Found 12 user data:
LoginCount,RejectCount,LastOTP,ListInit,ListState, TokenType, TokenKey, TokenState, TokenID,I

[2018-03-12 10:50:51] [192.168.
2018-03-12 10:54:57)

[2018-03-12

10:50:51]

passwords used)

[2018-03-12
(TOTP)
[2018-03-12
0TP
[2018-03-12
[2018-03-12
[2018-03-12
token #1
[2018-03-12

10:50:51]
10:50:51]
10:50:51]
10:50:51]

10:50:52]

10:50:52]

[192.168.

[192.168.

[192.168.
[192.
[192.
[192.

168.
168.
168.

[192.168.

3

of ID ODy12B8P32Elal5p valid for

[2018-03-12
[2018-03-12
request

[2018-03-12
[2018-03-12
[2018-03-12
[2018-03-12
request

[2018-03-12

10:50:52]
10:51:09]

10:51:09]
10:51:09]
10:51:09]
10:51:09]

10:51:09]

2018-03-12 10:50:51

[2018-03-12
user
[2018-03-12
[2018-03-12
token #1
[2018-03-12
[2018-03-12

10:51:09]

10:51:09]
10:51:09]

10:51:09]
10:51:09]

[192.168.
[192.168.

[192.
[192.
[192.
[192.

168.
168.
168.
168.

[192.168.

[192.168.

[192.
[192.

168.
168.

[192.
[192.

168.
168.

3
3

w w w w

.55]
.55]
.55]
.55]
.55]
.55]

.55]

.55]
.55]

.55]
.55]
.55]
.55]
.55]
.55]

.55]
.55]

.55]
.55]

.55] [OpenQTP

90 seconds

[OpenOTP:
[OpenOTP:
[OpenOTP:
[OpenOTP:
[OpenOTP:
[OpenOTP:

[OpenOTP:

[OpenOTP:
[OpenOTP:

[OpenOTP:
[OpenOTP:
[OpenOTP:
[OpenOTP:
[OpenOTP:
[OpenOTP:

[OpenOTP:
[OpenOTP:

[OpenOTP:
[OpenOTP:

: 1GXC35AG]
1GXC35AG]
1GXC35AG]
1GXC35AG]
1GXC35AG]
1GXC35AG]
1GXC35AG]

1GXC35AG]

1GXC35AG]
1GXC35AG]

1GXC35AG]
1GXC35AG]
1GXC35AG]
1GXC35AG]
1GXC35AG]

1GXC35AG]

1GXC35AG]
1GXC35AG]

1GXC35AG]
1GXC35AG]

Last OTP present (valid until
OTP List present (2/25

Found 1 registered OTP token
Requested login factors: LDAP &
LDAP password Ok

Challenge required

Sent push notification for

Started OTP challenge session

Sent challenge response
New openotpChallenge SOAP

> Username: administrateur

> Session: 0Dy12B8P32Ela05p

> 0TP Password: XXXXXX
Registered openotpChallenge
Found challenge session started

Started transaction lock for

PUSH password Ok (token #1)
Sent stop notification for

Updated user data
Sent success response



6.2 U2F Login Logs

[2018-03-12 10:
request

[2018-03-12
[2018-03-12
[2018-03-12
[2018-03-12
[2018-03-12
request

[2018-03-12

10:
10:
10:
10:
10:

10:

CN=Administrateur, CN=Users,

40:

40:
40:
40:
40:
40:

40:

58]

58]
58]
58]
58]
58]

58]

[192.168.
[192.
[192.
[192.
[192.
[192.

168.
168.
168.
168.
168.

[192.168.

w w w ww

3.
DC=yorcdevs,DC=com

.55]

.55]
.55]
.55]
.55]
.55]

55]

[OpenOTP:

[OpenOTP:
[OpenOTP:
[OpenOTP:
[OpenOTP:
[OpenOTP:

[OpenOTP:

[2018-03-12 10:40:58] [192.168.3.55] [OpenOTP:
propriétaires créateurs de la stratégie de groupe,admins du domaine,administrateurs de
1’entreprise,administrateurs du schéma,administrateurs,utilisateurs du bureau a

distance,groupe de réplication
[2018-03-12 10:40:58] [192.168.

user
[2018-03-12 10:
[2018-03-12 10:
+33658506140

[2018-03-12 10:
support@rcdevs.
[2018-03-12 10:
[2018-03-12 10:

40:58] [192.168.
40:58] [192.168.

40:58] [192.168.

com
40:
40:

58]
58]

[2018-03-12 10:40:58]

[2018-03-12 10:40:58]

passwords used)
[2018-03-12 10:
[2018-03-12 10:
registered
[2018-03-12
[2018-03-12
U2F

[2018-03-12
[2018-03-12
[2018-03-12

[2018-03-12
[2018-03-12
request

[2018-03-12
[2018-03-12
[2018-03-12
[2018-03-12

40:
40:

140:
140:

140:
140:
140:
of ID fOFKOgM20x2XxgkF valid fo
:40:58] [192.168.
141

141
141
141
141

58]
58]

58]
58]

58]
58]
58]

13]

13]
13]
13]
13]

[192.168.
[192.168.

IDPCMSSZ]

IDPCMSSZ]
IDPCMSSZ]
IDPCMSSZ]
IDPCMSSZ]
IDPCMSSZ]

IDPCMSSZ]
(cached)
IDPCMSSZ]

New openotpSimpleLogin SOAP

Username: administrateur
Password: XxXXXXXXX

Client ID: MFAVPN

Source IP: 192.168.3.156
Registered openotpSimplelLogin

>
>
>
>

Resolved LDAP user:

Resolved LDAP groups:

dont le mot de passe rodc est refusé
3.55] [OpenOTP:IDPCMSSZ] Started transaction lock for

3.55] [0penOTP:IDPCMSSZ] Found user language: EN
3.55] [0penOTP:IDPCMSSZ] Found 1 user mobiles:

3.55] [OpenOTP:IDPCMSSZ] Found 1 user emails:

3.55] [OpenOTP:IDPCMSSZ] Found 4 user certificates

3.55] [0penOTP:IDPCMSSZ] Found 38 user settings:
LoginMode=LDAPMFA,OTPType=TOKEN,O0TPLength=6,ChallengeMode=Yes, ChallengeTimeout=90,Mobilel
1:HOTP-SHA1-6:QNO6-
T1M, SMSType=Normal, SMSMode=0ndemand,MailMode=0ndemand, LastOTPTime=300,ListChallengeMode=¢

[192.168.3.55] [0OpenOTP:IDPCMSSZ] Found 12 user data:
LoginCount,RejectCount,ListInit,ListState, TokenType, TokenKey, TokenState, TokenID, TokenSer]

[192.168.

[192.
[192.

168.
168.

[192.
[192.

168.

168.
168.
168.

[192.
[192.
[192.

[192.168.

[192.168.
[192.168.
[192.168.
[192.168.

3.55] [OpenOTP:IDPCMSSZ] OTP List present (2/25

168.3

w w s w ww

w w w w

.55]
.55]

.55]
.55]

.55]
.55]
.55]

[OpenOTP:
[OpenOTP:

[OpenOTP:
[OpenOTP:

[OpenOTP:
[OpenOTP:
[OpenOTP:

90 seconds

.55]
.55]

.55]
.55]
.55]
.551]

[OpenOTP:
[OpenOTP:

[OpenOTP:
[OpenOTP:
[OpenOTP:
[OpenOTP:

IDPCMSSZ]
IDPCMSSZ]

IDPCMSSZ]
IDPCMSSZ]

IDPCMSSZ]
IDPCMSSZ]
IDPCMSSZ]

IDPCMSSZ]
IDPCMSSZ]

IDPCMSSZ]
IDPCMSSZ]
IDPCMSSZ]
IDPCMSSZ]

Token #1 (TOTP) is disabled
User has no OTP token

Found 1 registered U2F device
Requested login factors: LDAP &

LDAP password Ok
Challenge required
Started U2F challenge session

Sent challenge response
New openotpChallenge SOAP

> Username: administrateur
> Session: fOFKOgM20x2XxqkF
> U2F Response: 417 Bytes

Registered openotpChallenge



request
[2018-03-12 10:41:13] [192.168.3.55] [OpenOTP:IDPCMSSZ] Found challenge session started
2018-03-12 10:40:58

[2018-03-12 10:41:13] [192.168.3.55] [OpenOTP:IDPCMSSZ] Started transaction lock for
user

[2018-03-12 10:41:13] [192.168.3.55] [OpenOTP:IDPCMSSZ] U2F response Ok (device #1)
[2018-03-12 10:41:13] [192.168.3.55] [OpenOTP:IDPCMSSZ] Updated user data

[2018-03-12 10:41:13] [192.168.3.55] [OpenOTP:IDPCMSSZ] Sent success response

7. Multiple Server Setup for High Availability

If you need load balancing or high availability, you can install multiple MFAVPN servers. After installing the first server, use the

backup script to create a backup package.

[root@mfavpnl ~]# /opt/mfavpn/bin/backup mfavpn backup
Are you sure you want to backup MFA VPN Server (y/n)? vy
Starting backup procedure...

Adding required file 'conf/ca.crt'... 0Ok

Adding required file 'conf/openvpn.conf'... 0Ok

Adding required file 'conf/openvpn.crt'... Ok

Adding required file 'conf/openvpn.key'... 0Ok

Adding required file 'conf/ovpnauthd.conf'... Ok
Adding optional file 'temp/'... Ok

Adding optional file 'logs/'... Ok

Compressing backup file... 0Ok

MFA VPN Server backup created in 'mfavpn_backup.gz'.

Install the second server the same way as the first one, copy the backup file from the first server and use the restore script to the

settings:



[root@mfavpn2 ~1# /opt/mfavpn/bin/restore mfavpn backup.gz
Are you sure you want to restore MFA VPN Server (y/n)? vy
Starting restore procedure...

Unpacking backup files... Ok

Silent mode requires one WebADM node's hostname or IP.

Usage: /opt/mfavpn/bin/setup <silent HOSTNAME|IP | reset | restore>
Silent setup: setup without user any prompt.
Reset: Reset MFA VPN Server to its original state.

MFA VPN Server backup restored from file 'mfavpn_backup.gz'.

[root@mfavpn2 ~1# /opt/mfavpn/bin/mfavpn start
Starting MFA VPN Server...

Starting daemon 'openvpn'... 0Ok

Starting daemon 'ovpnauthd'... Ok

You need to configure your VPN clients to use both servers, which can be done either by modifying the .ovpn file in the end-user

package or in case of Viscosity VPN client in the GUI:

# The hostname/IP and port of the server.
# You can have multiple remote entries

# to load balance between the servers.
remote my-server-1 1194

remote my-server-2 1194

# Choose a random host from the remote
# list for load-balancing. Otherwise
# try hosts in the order specified.
remote-random

First, add the addresses of both servers in the General settings:



Authentication  Options  Networking  Transport  Advanced

Connection: Mame: test

Remote Server: Address: 192.168.3.153, 192.168.2.121:1194:udp

Port: 1194

Protocol: | UDP

Device:  tun

+ Automatically reconnect if disconnected

Connect when Viscosity opens Cancel

Then configure the “remote-random” optiion in the Advanced settings:

8. Video Tutorial

General Authentication Options Metworking Transport  Advanced

Custom scripts to be automatically run when a connection connects or
disconnects can be selected below. These must be AppleScript scripts.

Before Connect Script: cript... Select ...
Connected Script: Select ...

Disconnected Script: ) 5 Select ...

Extra OpenVPN configuration commands can be entered below. These are
automatically appended to the configuration file.

remote-random
cipher AES-256-CBC
auth-retry interact
auth-nocache
resolv-retry infinite
reneg-sec 600

Connect when Viscosity opens Cancel


https://www.youtube.com/embed/DuO9LPdhPW4?start=1
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