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Bj User Self-Registration

Web-Application

1. Overview
User Self-Registration (SelfReg) application is a web application provided by RCDevs installed on the WebADM server. This
application allows users to manage their OTP Token and U2F key enrollment. Users are also able to manage their OTP list, SSH
key for SpanKey and TiQR Sign. The SelfReg application is similar to the User Self-Service Desk, the only difference between both
applications is that the Self-Registration can be accessed only with a WebADM Administrator request. To allow the user, the

Administrator will send a Self-Registration request to the user and this user will receive a one time link to access the application.

Once logged on the application, the access link is revoked and the user cannot access the application anymore.

2. Installation

The Self-Registration application is included in the Webam_all_in_one package.

2.1 Install with Redhat Repository

On a RedHat, CentOS or Fedora system, you can use our repository, which simplifies updates. Add the repository:
yum install https://www.rcdevs.com/repos/redhat/rcdevs release-1.0.0-0.noarch.rpm
Clean yum cache and install Self-Registration (SelfReg):

yum clean all
yum install selfreg

The Self-Registration application is now installed.

2.2 Install with Debian Repository

On a Debian system, you can use our repository, which simplify updates. Add the repository:

wget https://www.rcdevs.com/repos/debian/rcdevs-release 1.0.0-0 all.deb
apt-get install ./rcdevs-release 1.0.0-0 all.deb

Clean cache and install Self-Registration (SelfReg):


https://www.rcdevs.com/docs/tags/web-application

apt-get update
apt-get install selfreg

The Self-Registration application is now installed.

2.3 Install Using the Self-Installer

The installation of RB is very simple and is performed in less than 5 minutes. Just download the RB self-installer package on
RCDevs website and put the installer file on your server. You can use WinSCP to copy the file to your server. To install RB, log into

the server with SSH and run the following commands:

gunzip selfreg-1.1.x.sh.gz
bash selfreg-1.1.x.sh

3. User Self-Registration

The installation of SelfReg is straightforward and only consists of running the self-installer or install the package through RCDevs

repository and configure the application in WebADM.

You do not have to modify any files in the SelfReg install directory! The web applications configurations are managed and stored
in LDAP by WebADM. To configure SelfReg, just enter WebADM as super administrator and go to the ‘Applications’ menu. Click

SelfReg to enter the web-based configuration.

SelfReg application logs are accessible in the Databases menu in WebADM.

M Note

To be able to use SelfReg, any LDAP user must be a WebADM account. That means usable LDAP accounts are those containing the
webadmAccount LDAP object class. You can enable the WebADM features on any LDAP user/group by extending it with the

webadmAccount object class (from object extension list).

Inline WebApps:

You can embed a Web app on your website in an HTML iFrame or Object.

#Example

<object data="https://<webadm addr>/webapps/selfreg?inline=1" />

4. Graphical Configuration



Once the application is installed, you have to enable it through the WebADM GUI. To Activate it, log in on the WebADM GUI with
your super_admin account, clickon Applications tab,in Categories box,ontheleft clickon Sel1f-sService.

You should see the Self-Registration application here.
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Registered Applications and Services

Categories Web Applications

UL URU( ) ﬂ Secure Password Reset (PwReset) v1.0.12 (Freeware)

Create / Search

* Details / Check SMS Relay 1)
Create / Search Use this Web application to securely reset your LDAP or Domain password
* Details / Check v’ Self-Service (3) when it is lost or expired.
Signature (1)

Latest Version: 1.0.12 (Ok)
Single Sign-On (2) Status: Enabled [CONFIGURE] [REMOVE]
Available Languages: FR

WebApp URL: https://192.168.3.117/webapps/pwreset/

“* User Self-Service Desk (SelfDesk) v1.1.8 (Freeware)

Use this Web application to edit your account details, reset password,
manage OTP tokens or FIDO devices...

Latest Version: 1.1.8 (Ok)
Status: Enabled [CONFIGURE] [REMOVE]
Available Languages: FR

WebApp URL: https://192.168.3.117/webapps/selfdesk/

D User Self-Registration (SelfReg) v1.1.8 (Freeware)

Use this Web application to self-register your OTP token or FIDO device
after receiving a one-time email or SMS.

Latest Version: 1.1.8 (Ok)
Status: Not Registered [REGISTER]
Available Languages: FR

WebApp URL: https://192.168.3.117/webapps/selfreg/

Clickonthe REGISTER button to enable the Application and you cannow CONFIGURE it.

Under the configuration menu, many settings can be configured as you can see on the screenshots below.
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=] \7.\ 0=Root (3)
Ij e - Object Settings for cn=SelfReg.dc=WebApps.dc=WebADM

= ¢ sn=npnolicy

& O cn=test_user
Create / Search Disable WebApp Yes * No (default)
Details / Check

Web Application Settings

o T e Hide WebApp Yes * No (default)
Details / Check Hide application from WebApps portal.
Publish.on WAProxy © Yes  No (default)

Make WebApp accessible from WAProxy reverse-proxies.
Default Domain Default

This domain is automatically selected when no domain is provided.
Group. Settings * Yes (default) No

Resolve application settings on user groups (direct and indirect).
Warning: Impacts performances.

Access Locked Yes * No (default)

Login is not permitted unless the user is temporarily authorized.
To authorize a user, use the 'Unlock WebApp access' action for the user.
IMPORTANT: Self-service applications published on the Internet should be locked.

Non-locked IP Addresses
Comma-separated list of IP addresses with netmasks for which access is never locked (ex: 192.168.1.0/24).
Allowed IP Addresses

Comma-separated list of IP addresses with netmasks (ex: 192.168.1.0/24).
If not set then any source IP is allowed. The localhost is always allowed.

Custom CSS File

CSS files and additional custom resources must be stored under /opt/webadm/lib/htdocs/custom/.
Refault Language EN j

Require LDAP password  * Yes (default) No

Require User Certificate Yes * No (default)

If enabled, a user certificate must be provided to enter the application.

The settings below allow the admin to manage how many tokens can be managed by the user, which features will be allowed on

the App, which kind of token the user can enroll...
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|| D cn=test user
* Create / Search
Details / Check
Create / Search
Details / Check
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Allowed Features

Token1

Token2
Token3

FIDO
OTPList
AppKeys
SSHkey
TiQR
[None]

Allow. Self-Registration

Selection of OpenOTP Token types users are able to register.
If not set, any of the listed items can be registered.

OTP Token Management

HARDWARE-OATH
HARDWARE-YUBIKEY
QRCODE-TOTP
QRCODE-HOTP
MANUAL-YUBIKEY
MANUAL-TOTP
MANUAL-HOTP
MANUAL-OCRA

<]

Allowed Token Types

Selection of OpenOTP Token types users are able to register.
Hardware options are used for inventoried Tokens and YubiKeys.
If not set, any Token type can be registered.

Default Token Type QRCODE-TOTP j

If set, this Token type is pre-selected in the Token registration form.
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Applications About Logout

The SSH key management/renewal can be done through the Self-Registration application too. Below the SSH Key management

settings, another part called Mail/SMS Link allows you to configure the Registration URL, the delivery mode (Mail/SMS) and the

link expiration time. This URL should be adjusted when you are running the Application through the WAProxy. Otherwise, the

users will access the application through the WebADM server directly.

URL example when a user accesses the app through the WebADM server:

https://webadm_ip/webapps/selfreg/

URL example when a user accesses the app through the WAProxy: ht tps

://waproxy_ip/selfreg/
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= O cn=test user
Create / Search
Details / Check
Create / Search
Details / Check
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Databases Statistics

SSH Key Management

Allowed SSH Key Types HARDWARE SOFTWARE

Selection of SpanKey public key types users are able to register.
HARDWARE option requires inventoried SSH PIV devices.
MANUAL-PWD issues only password-protected SSH private keys.
If not set, any key type can be self-registered.

0 1
Minimum password length for newly-generated software SSH private keys.
Set '0' to disable password requirement.

K

Mail / SMS Link
Registration URL https://192.168.3.117/webapps/selfreg/
External WebApp URL or reverse proxy mapping.

Link Delivery Mode MAIL (Default) :|

MAIL: Self-registration request is sent to user email address(es).
SMS: Self-registration request is sent to user mobile number(s).
MAILSMS: Self-registration request is sent via both email and SMS.

Link Expiration Time 3600 (Default)

Default time after which the one-time link automatically expire (in seconds).
Email & SMS Settings

Email Subiect

OpenOTP/SpanKey Self-Registration Localized

Note: Sender email should be configured with 'org_from' setting in WebADM config file.
Secure Email Yes No (default)

Encrypt email with the user certificate public key (S-MIME).
SMS Message Type Normal (Default) :I

Flash (class 0) SMS are not stored on the mobile phone.

Applications About Logout
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A opentpap 2)

Misc Settings
n
= & cn=ppolicy Token Download URL
| D cn=test user The Software Token download page on an external website.
Create / Search When configured, a download button is included in the OTP section.
Details f Check Ex. http://www.rcdevs.com/tokens/?type=software
Create / Search
Details / Check TiQR Download URL.

The TiQR mobile download page on an external website.
When configured, a download button is included in the OTP section.
Ex. http://www.rcdevs.com/tokens/?type=tiqr

Message Templates

Hello %USERNAME%,

This self-registration request will expire $%TIMEC
+ Email Message Please click on the link below to start self-regi

$URL%.
# | Localized

%USERNAME%: The user common name.
%USERID%: The user login name.
%DOMAIN%: The user domain name.
%URL%: The one-time link (URL).
%TIMEQOUT%: The link expiration date.

+  SMS Message Self-registration URL: %URL% Localized

See Email Message above for available variables.

Apply Cancel Reset

Other settings can be adjusted like you want to...

Clickon App1y andthe configuration is done.

5. Send a Self-Registration Request to a User
To send a self-registration request to a user, you have 2 ways:

> Auto send a link when the Token user is expired,

This setting is available since the OpenOTP v1.3.12-1. When the user will login and his token is expired, the authentication will fail

and a self-reg link will be sent to the user.
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&= g cn=test user
Create / Search
Details / Check
* Create / Search
Details / Check

> Manually send a link.

A Home

Admin

Send Expire Notification
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MAIL :I

Statistics
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Send a notification email/SMS to the user when his LDAP password or OTP Token expired.
The email subject and sender address are defined in the MAIL OTP Settings.
The SMS sender number is defined in the SMS OTP Settings.

Send Self-Registration Links

O Yes No (default)

Automatically send a self-registration email/SMS to the user has no Token registered or Token expired.
This feature applies to the expiration of OTP List and Application Passwords too.
Note: Requires the SelfReg WebApp to be installed.

Send Password Reset Links

O Yes No (default)

Automatically send a password reset email/SMS to the user password expired or must be changed.
Note: Requires the PwReset WebApp to be installed.

To manually send a self-reg link, go on the WebADM Admin GUI, click on the concerned user on the left tree. In

Application Actions box,clickon User
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A Qpentbap @)
& &) de=WebADM
=

0@ in
B g snzpmolicy

o] g cnztest user
Create / Search
Details / Check
* Create / Search
Details / Check

Clicknowon Send
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# Home

Admin Create

LDAP Actions

1 Delete this object

& Copy this object

EE Move this object

& Export to LDIF

@&, Change password

# Create certificate

o Unlock WebApp access
() Advanced edit mode

Registration Email /

Self-Registration.
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Root @

Object en=test_user.0=

Object Details

Object class(es): p

Account is unique: Yes (in t)

WebADM settings: 1 settings [CONFIGURE]
WebADM data: None [EDIT]

Yes Deactivate 0

Logs and inventory: WebApp, WebSry, Inventory

User activated:

SMS .

- Yo

Applications About Logout

Application Actions

! )
MFA Authentication. Server.(13 actions)
SMS.Hub. Server (1.actions)

$8H Public Key Server (3 actions)

QR Login & Sianing. Server.(8 actions)
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Create Search Import Databases Statistics Applications

SelfReg User Actions for ¢n=test_user.e=Root (2)

3] & cn=ppolicy Find below the user actions supported by User Self-Registration (SelfReg).

o] Q cn=test user
Create / Search
Details / Check l ¢ Send Registration Email / SMS
Create / Search
Details / Check

This action sends a one-time self-registration link to the user
by email and/or SMS. The user just has to click the link and
follow the instructions.

Cancel

You can select the method you want to use to send the request (SMS/Mail) and you can also write a message to the user:
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] @ @& Home Admin Create Search
. Send Registration Email / SMS for ¢n=test_user,0=Root
B @ cn=admin
0] & en=ppolicy Self-registration sends a onle-time link to the user by email and/or SMS.
= 0 cn=test_user The link is usable only once and automatically expires after the expiration time specified below.
The SelfReg WebApp address contained in the link can be specified in the SelfReg configurations.
Create / Search
Details / Check
Create / Search
Details / Check Username: test_user :I
Domain: Default :I
Message Type: MAIL :I
Use Secure Mail: Yes © No
Link Expiration: 1 Hour j
Hello,

Message Comments: You have one hour before the link

expires.|
4
Restricted Application: =~ Any :I
Focused ltem: None j

Clickon send button and the selfreg request is sent to the user.

The user will receive something like this:



SelfReg@rcvm?7.local
OpenOTP/SpanKey Self-Registration
To:

Hello test_user,

This self-registration request will expire 2018-12-17 16:26:51.
Please click on the link below to start self-registration.

hitps://192.168.3.117/webapps/selfreg/?id=0ee521a03a031f7439571506ac55d750.

Hello,

You have one hour before the link expires.

He has to click on the link and will be redirected to the Application.

User Self-Registration

Welcome to the Self-Registration Portal at 192.768.3.177.
Your login password is required to continue.

Username: test_user

Password: essssssss

7115 Provided by RCDevs Security Solutions

Log in with his credentials and the user is logged on the application. Now the user can manage what the admin has allowed him

to manage.



User Self-Registration

# Home OTP FIDO OTPList SSH TiQR Logout

Hello test_user.
Welcome to the Self-Registration Portal at 192.168.3.117.

Manage your OTP Token or FIDO Device

+ Download a Software/Mobile Token.
« Register your Hardware or Software Token.

! + Resynchronize your Hardware or Software Token.
+ Test login with your Hardware or Software Token.

Manage your SSH Key

+ Register or renew your SSH private key.
+ Download your SSH public key for external use.

Manage your TiQR Mobile Client

* Register your TiQR application.

@ + Download the TiQR mobile application.
« Test login with your TiIQR application.

N
AR

Provided by RCDevs Security Solutions

User Self-Registration

# Home OTP FIDO OTPList | SSH | TiIQR | Logout

Register OTP Token(s) to authenticate at 192.7168.3.117.
™ Move your cursor on the (i) icons below for more information.

Authentication Settings

Primary OTP Method: ~ Token
Fallback OTP Method: [Not Set]
OTP Challenge Timeout: 90 Seconds

View My = Primary Token j
OTP Token Status: Not Registered

User Statistics

Login Count: No success & No failure
Last Login: Never
Blocking Status: Account active (0 login failed)

2o

Register Token Resync Token Test Login

Provided by RCDevs Security Solutions

6. Proxy_user rights for User Self-Registration application



The proxy_user will operate for the end user for every action performed through SelfReg application... That means that the

proxy_user account must have the required rights at the AD level to do these actions.

A Note
Note that used below is the user search base configured under the

WebADM Admin GUIfdAdmin @B Ilocal Domains [ YOUR_DOMAIN [ CONFIGURE |g
User Search Base Heuils

6.1 Rights for domain user accounts
For domain users, you have to configure the following rights for the proxy_user:

Token registration rights for a not extended schema

dsacls "CN=Users,DC=test,DC=local" /I:T /G 'TEST\proxy user:WPRP;bootfile'
dsacls "CN=Users,DC=test,DC=local" /I:T /G 'TEST\proxy user:WPRP;bootparameter'

Token registration rights for an extended schema

dsacls "CN=Users,DC=test,DC=local" /I:T /G 'TEST\proxy user:WPRP;webadmsetting'
dsacls "CN=Users,DC=test,DC=local" /I:T /G 'TEST\proxy user:WPRP;webadmdata’

6.2 Rights for domain administrator accounts

For domain admin users, you have to configure the rights on the AdminSDHolder object else, rights will be overridden after an

hour.

Token registration rights for a not extended schema

dsaclsc"CN=AdminSDHolder,CN=System,DC=test,DC=1local" /I:T /G
'TEST\proxy user:WPRP;bootfile'

dsacls "CN=AdminSDHolder,CN=System,DC=test,DC=local" /I:T /G
'TEST\proxy user:WPRP;bootparameter’

Token registration rights for an extended schema



dsacls "CN=AdminSDHolder,CN=System,DC=test,DC=local" /I:T /G
'TEST\proxy user:WPRP;webadmsetting'

dsacls "CN=AdminSDHolder,CN=System,DC=test,DC=local" /I:T /G
'TEST\proxy user:WPRP;webadmdata'’
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